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Abstract 

Computer systems have become an integral part of our daily lives. The Internet of Things 

(IoT) has recently attracted considerable attention in the information technology industry 

due to its various benefits. IoT activities increase the quantity of information shared. It 

produces new services through the Internet due to advancements in information and 

communication technology. The growing development of IoT devices creates a large attack 

surface for cybercriminals to conduct potentially more destructive cyberattacks; as a result, 

the security industry has seen an exponential increase in cyber-attacks. These attacks have 

effectively accomplished malicious goals because intruders use novel and innovative 

techniques to conduct cyber-attacks. The security of IoT networks is becoming 

increasingly challenging, and anomaly detection for IoT networks is a critical technique 

for addressing this issue. 

The security challenge is to develop techniques to identify malicious activity correctly, 

mitigate the impact of such activity, and utilize them to implement enhanced Intrusion 

Detection Systems (IDS) to detect novel trends of cyber-attacks. Anomaly-based IDSs that 

use machine learning methods can detect and classify anomalies in IoT networks. This 

thesis design a framework for anomalous activity analysis for intrusion detection with 

applications to IoT networks. Anomaly detection frameworks based on nonparametric 

machine learning methods, feed-forward neural networks, convolutional neural networks, 

recurrent neural networks, and generative adversarial networks have been designed. A 

technique for creating a new dataset from existing pcap files has been described. The 

proposed technique created five IoT network intrusion datasets from existing pcap files. A 
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method for identifying IoT devices connected to a network using machine learning has 

been proposed. Two datasets were generated for IoT device identification utilizing pre-

existing pcap files. The generated datasets are publicly available. 

The performance of anomalous activity analysis frameworks was evaluated and tested in 

binary and multiclass classification environments using four network intrusion datasets and 

five IoT network intrusion datasets. In each evaluative situation, the frameworks in this 

thesis improve the benchmark techniques in terms of accuracy, precision, recall, and F1 

score. 

Keywords: Internet of Things; anomaly detection; deep learning; generative adversarial 

networks; convolutional neural network; recurrent neural network; feed-forward neural 

network. 
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Chapter 1. Introduction 

Introduction  

1.1. Overview  
The Internet of Things (IoT) is a network of networked sensors and computing devices that 

exchange data for solving issues and providing new services. The IoT is a rapidly evolving 

technology field that connects objects or things. Smart digital devices have become an 

integral part of our daily lives. These systems improve the quality of life, make 

communication more accessible, and increase data transfer and information sharing. IoT 

application areas are healthcare, industrial control, manufacturing, retail, logistics, 

emergency services, traffic congestion detection, security, waste management, smart cities, 

smart homes, smart street lighting, and vehicle networks. IoT turns into existence as more 

and more people install Internet-connected appliances and devices. With the adoption of 

these applications, security is becoming an emerging challenge [1][2].  
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New companies with limited experience in security transported several new IoT devices 

with inherent security weaknesses. Many IoT devices also make it difficult for the average 

consumer to update their software. These factors make IoT devices more vulnerable to 

security threats. IoT networks use different connectivity domains in smart infrastructure, 

e.g., IoT covers fog computing, cloud computing, sensor networks, traditional Internet, and 

mobile networks. Therefore, conventional security techniques may not be appropriate for 

IoT networks. The attackers used enhanced methodologies to launch severe malicious 

activities in IoT networks. The attacker needs very little technical knowledge of IoT 

networks to launch these attacks. IoT devices are rapidly expanding, and diversity also 

brings many exploits and security vulnerabilities. These IoT devices are plagued with many 

vulnerabilities, as many manufacturers sell smart devices without considering security [3]. 

The exponential growth of IoT devices creates an attractive infrastructure for launching 

attacks on other networks, and malicious manipulations might significantly impact the 

overall security of the Internet [4]. As the IoT influence on business grows, the security 

implications of the IoT are becoming increasingly important for many enterprises. Secure 

software and network connectivity are required to connect these IoT devices. A 

compromised device or sensitive data leak might impact national security and public safety 

[5]. Manufacturers or hackers might use a linked device to penetrate a smart infrastructure 

effectively. New security threats expose the vulnerabilities of traditional cyber defenses, 

such as firewalls and intrusion detection and prevention systems, since the techniques of 

these devices are mostly based on algorithmic and static known attacks and cannot detect 

new attack variations [6]. 
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Cyber attacks are increasing day by day, and their effect is becoming more destructive. 

Cybersecurity can be improved by using an IDS to monitor network traffic for unseen 

attack patterns and movements; as a result, an IDS becomes an important aspect of 

protecting the IoT networks. An IDS is considered more accurate if it achieves a higher 

detection rate and low false-positive and false-negative rates. An IDS is useful only if it 

detects novel attacks; therefore, the primary objective of anomaly-based IDS is to achieve 

a high detection rate for novel attacks. 

An IDS is a hardware device or software to monitor a system or network for malicious 

activity or policy violations. An IDS can only be useful if it generates accurate, timely 

alerts and provides useful actionable information. Anomaly-based and misused-based are 

typically focused and motivated detection techniques in the research field of intrusion 

detection. Commercial products are usually preferred toward misuse detection techniques 

over anomaly-based techniques; therefore, anomaly-based approaches are still immature in 

IDS commercial tools. Data mining and machine learning are widely used techniques for 

classification and clustering in network security. The main challenge for the intrusion 

detection system is the capability to detect new attacks based on the previously observed 

events. Due to the increased sophistication of attackers and zero-day attacks, anomaly-

based intrusion detection can be effectively adapted to the current environment. Anomaly 

detection can be used in network intrusion detection, fraud detection, medical diagnoses, 

and novel topic detection text mining. 

The Anomaly Detection System (ADS) can generally be divided into feature based and 

capacity based [7]. A feature-based anomaly detection system uses IP and TCP header to 

extract the properties of network traffic to detect malicious activity in the network 
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communication [8]. In contrast, the capacity-based ADS uses a threshold to define the 

anomalous and normal behavior of the system. An anomaly-based detection system 

becomes more significant than a signature-based detection system in identifying novel 

attacks. Anomaly-based detection methodology defines normal behavior and then 

describes the rest as malicious behavior. A deviation from normal behavior is referred to 

as an anomaly.  

In contrast, the signature-based detection methodology defines malicious behavior and 

considers the rest as normal behavior. The signature-based detection system collects 

patterns of known attacks, store the attack patterns into the signature database, extract 

features from various audit stream, compare these features with the attack signature and 

raise the alarm if there is a possible intrusion. Manual updates of the signature database 

and the inability to detect new emerging cyber threats limit the use of signature-based 

detection systems. Several studies have shown that anomaly-based methodology performs 

better in detecting new attacks than the signature-based detection system. 

Network and host are the two primary domain areas of IDS. The network-based IDS 

monitors packets traveling to a network via wireless or wired media, while host-based IDS 

detects malicious activity at the host level only. IDS generates alerts as a result of malicious 

activity. A false positive alarm is an indication but not an actual intruder activity. The rate 

of false-positive alarms can be decreased by changing the default configuration of the rule 

base [9]. IDS should produce accurate and timely alerts with actionable information. The 

operation of anomaly-based IDS depends on the stored normal patterns. Data mining and 

machine learning, artificial intelligence, etc., are practices that can be used to increase the 

effectiveness of IDS. 
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1.2 Problem Statement and Research Questions 

An intrusion detection system is an important network security framework that allows IoT 

applications and services to operate reliably. A malicious activity classification in big data 

is becoming a challenging task in IoT networks. This research aims to design machine 

learning techniques for analyzing anomalous activity to detect intrusions in IoT networks. 

A reliable and effective IoT service requires a secure communication mechanism to 

improve the IoT sensing platforms. IoT networks must be protected by a security 

mechanism that ensures authentication, integrity, confidentiality, and non-repudiation. 

A single IoT based smart structure uses different IoT devices, so it is critically significant 

to design and develop techniques for anomalous activity analysis for intrusion detection 

that can be adopted in several smart infrastructures to detect malicious behavior. Intruders 

can gain access to IoT devices via content and network traffic patterns. Identifying IoT 

devices can offer a complete framework for constructing reliable IoT networks. A machine 

learning approach can be used to detect IoT devices connected to the network by analyzing 

network traffic patterns. The network assessment technique allows the evaluation of the 

different types of IoT devices connected to the network. 

Traditional machine learning algorithms appear ineffective in various intrusion detection 

techniques. Deep learning approaches have demonstrated their capacity to detect anomalies 

accurately in multiple fields. Due to the rarity of anomalies, the data collected for the 

anomaly detection model is certain to be skewed, favoring one or more majority classes. 

In supervised machine learning frameworks, the class imbalance in the data produces bias 

and overfitting. Anomaly activity analysis for IoT network intrusion detection was 
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approached from four viewpoints: a) It is necessary to extract precise network traffic 

features to detect anomalies in network traffic flow. Various network flow features are 

being evaluated to solve this issue. The flow and control flag features of IoT networks were 

utilized to design a feed-forward neural network-based method for detecting malicious 

activity in IoT networks. b) Convolutional neural networks are effective for anomaly 

detection and classification because of their ability to automatically identify primary 

features in incoming data and perform faster calculations. A model for anomaly detection 

has been designed that incorporates 1D, 2D, and 3D convolutional neural networks.              

c) Detecting anomalies in time series data is gaining popularity in various IoT applications 

where sensors monitor mission critical environments. The complexity of anomaly detection 

methodology increases when a network contains many heterogeneous sensors that generate 

data of various types, sizes, and frequencies. A deep learning approach for anomaly 

detection used a convolutional and a recurrent neural network. d) The capacity of 

Generative Adversarial Networks (GANs) to simulate complicated high-dimensional 

distributions present in real world data suggests that they can solve class imbalance 

problems for anomaly detection when trained on datasets expected to be imbalanced. 

Conditional GANs have been used to construct realistic distributions for a given feature set 

to overcome the issue of data imbalance. 

1.2.1 Research Questions 

Normal events occur when the IoT network follows its operational specifications. Anomaly 

instances are those that are obtained in any other condition that is outside the parameters 

that have been specified. The proposed approaches are categorized as nonparametric 

machine learning frameworks and deep learning frameworks. These are supervised 
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frameworks in terms of the type of data they can manage. Anomaly detection frameworks 

such as CNN, RNN, and GANs can be implemented in any IoT network since they do not 

depend on network-specific features such as source IP, destination IP, source port, and 

destination port. The following research questions have been proposed after monitoring 

IoT network instances under a variety of operational environments: 

1. Is it possible to design an anomaly detection system that uses generalized network 

properties to detect and evaluate network anomalies? 

2. If label data is available, can an effective framework for detecting anomalies in 

IoT networks based on flow and control flag features be developed?  

3. Is it possible to design a deep learning based anomaly detection system adaptable 

to any IoT network? 

4. Is it possible to build an anomaly detection system that solves the problem of data 

class imbalance while still detecting anomalous behavior?  

5. Is it possible to design a framework that uses network features to identify IoT 

devices connected to the network?  

1.3 Research Contributions 

This thesis presents novel anomaly detection techniques that significantly improve the 

detection of anomalous behavior in IoT networks. An anomaly detection system was 

developed to address the issue of data class imbalance. A technique for generating a dataset 

from existing pcap files was proposed, and five IoT network intrusion datasets were 

generated using this method. Finally, an approach for detecting IoT devices was proposed 
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and tested by constructing two datasets using the previously proposed dataset 

methodology. In summary, this thesis makes the following contributions: 

 The design, development, and implementation of a two-level anomaly detection 

framework for IoT networks. The framework performs binary classification at level 1 

and multiclass classification at level 2. 

 The design, development, and evaluation of a feed-forward neural network model 

for detecting anomalies in IoT networks using flow and flag features. 

 Convolutional neural network model design, development, and implementation 

using CNN1D, CNN2D, and CNN3D techniques. 

 The design, development, and implementation of a model for detecting anomalies 

in IoT networks utilizing a convolutional neural network to learn spatial and 

temporal correlations between input features and a recurrent neural network to 

detect anomalies.  

 The design, development, and evaluation of a framework for detecting anomalies 

using cGANs that eliminate the issue of class imbalance in data. 

 A framework for identifying the IoT device connected to the network based on 

network features. 

 A technique for generating a new IoT network intrusion dataset from existing pcap 

files. 

 

Research question 1 is outlined in Section 3.3, where a two-level anomalous activity 

detection framework was created utilizing generalized and flow features. Section 3.4 

further discusses research question 2, where an anomaly detection model based on FFNs 
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using flow and flag features was designed. Sections 3.5 and 3.6 explain research question 

3, where CNN and RNN models were designed for IoT networks anomaly detection. 

Research question 4 is discussed in Section 3.7, where an anomaly detection framework 

was designed using conditional GANs. Research question 5 is considered in Section 3.8, 

where a machine learning technique was developed for IoT device identification. 

1.4 Thesis Outline 

Chapter 1 provides an overview of the research and its objectives and proposed 

contributions. The relevant literature in anomaly detection is reviewed in Chapter 2, 

focusing on machine learning, deep learning, and generative adversarial networks 

approaches. Chapter 3 presents frameworks for anomaly detection based on nonparametric 

machine learning algorithms, feed-forward neural network, convolutional neural networks, 

recurrent neural network, and generative adversarial networks. A machine learning 

technique based on network traffic is developed to identify IoT devices linked to a network. 

Chapter 4 provides a strategy for generating a new dataset from existing pcap files to detect 

anomalous behavior in IoT networks. Several datasets that were used to evaluate proposed 

frameworks were also described. Following that, the experiments performed to evaluate 

various proposed techniques in anomaly detection utilizing a variety of benchmark datasets 

have been discussed. Chapter 5 analyzes and discusses the experimental findings and 

compares them to those obtained using different techniques on the benchmark datasets. 

Finally, Chapter 6 concludes the thesis and proposes directions for future research. 
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Chapter 2. Literature Review 

Literature Review 

This chapter summarizes the relevant literature about anomaly detection. It categorizes 

several different anomaly detection mechanisms into three categories: Nonparametric 

machine learning frameworks for anomaly detection, deep learning frameworks for 

anomaly detection, and GANs frameworks for anomaly detection. 

2.1 Introduction 

The fast Internet growth has facilitated the creation of the IoT. A common element 

contributing to this development is the ease with which IoT devices are available, 

affordable, and convenient in everyday lives. Cybersecurity is a crucial part of the 

information management framework of today's IoT environment. The following factors 

contributed to the widespread exposure of IoT vulnerabilities to cyber-attacks: the large-

scale distribution of IoT devices from every household to every home, smart power grids, 
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smart cities, smart buildings, and smart cars, as well as the complexity of the 

communication protocols used by IoT users, will create significant security threats. 

Although the IoT increases efficiency and productivity through smart and remote control, 

it also increases cyberattack risk. The IoT information protection architecture is essential 

in today's technological innovations. The increased variety of IoT systems being produced 

demonstrates that the IoT manufacturing industry is revolutionizing IoT architecture. 

Therefore, the requirements that govern IoT devices connectivity are complex, needing a 

shared forum to promote communication between devices. The literature review is divided 

into three parts. Section 2.2 reviews the literature on nonparametric machine learning 

techniques for anomaly detection. Additionally, Section 2.2 also discusses the literature 

review for identifying IoT devices. The literature on deep learning frameworks for anomaly 

detection is discussed in Section 2.3. Section 2.4 presents a literature review on GANs 

frameworks for anomaly detection. 

2.2 Anomaly Detection Frameworks using Nonparametric 

Machine Learning 

This section discusses related reviews that use nonparametric machine learning and various 

techniques to construct the anomalous detection framework, classified as machine 

learning-based anomaly frameworks. A packet-based inspection is a common approach to 

acquiring information about network traffic. In this approach, all packets communicated 

over the network are captured using TCPdump or Wireshark [10]. The benefit of this 

technique is to obtain a detailed investigation of network communication. However, this 

technique is very expensive in large networks since it requires high memory and 
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computation power. A flow-based inspection is an alternative approach to reduce the 

amount of data captured. Presently, various network devices support flow protocols to 

monitor the network [8]. A flow is a set of packets having mutual properties, protocols, 

source and destination port, and IP addresses. Flow-based intrusion detection only inspects 

the packet header to detect an attack. Usually, IDS use stateful protocol analysis or deep 

packet examination to identify anomalous actions in the network communication [11]. A 

flow-based IDS uses a network stream to classify the network traffic as normal or 

malicious. Flow-based IDS only examines a packet header; therefore, flow-based anomaly 

detection is faster than packet-based and state-full protocol examination. 

Altaher et al. [12] propose an adaptive entropy-based anomaly detection system to 

determine the deviation in network traffic. They used real network traffic to validate the 

efficiency of their proposed system. Mishra et al. [13] revealed that the wireless network's 

security is not easy due to the major architectural difference between a wired and wireless 

network. Intrusion detection in the wireless network depends on protocols, applications, 

and the type of intrusion detected, so a response for one intrusion may be re-authenticating 

all nodes. In contrast, the other response may be reinitializing communication channels. 

Cho et al. [14] described an attack model and proposed an anomaly-based detection scheme 

for botnet attacks in 6LowWPAN. They used centralized IDS at the border router to 

evaluate their model in a simulation environment. The substantial growth of IoT devices in 

smart homes and the new attacks on IoT devices are required to secure and protect these 

IoT systems. Hemdan et al. [15] investigate various attacks in IoT networks that help a 

cybercrime investigator or security professional understand and protect IoT systems. 
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A framework for detecting DoS attacks in IoT based on 6LowPAN was proposed and 

evaluated using a real-life scenario [16]. The framework successfully detects DoS attacks 

and produces a security measure to increase network availability. Farooqi et al. [17] 

analyzed IDS for wireless sensor networks. They categorized IDS into three groups, pure 

centralized, pure distributed, and distributed centralized. Centralized IDS are more energy 

efficient because a powerful network device will be used to detect intrusions but need a 

specialized protocol to gather data from all sensors for possible malicious behavior 

detection. A distributed IDS required to install agents at every node needs extra power 

consumption making it less energy efficient. An optimal solution is to combine centralized 

and distributed IDS in a distributed manner and coordinate with the other nodes to identify 

malicious behavior. Oh et al. [18] present two novel techniques to detect malicious activity 

in IoT. Their proposed approach achieved better performance as compared to a traditional 

pattern-matching approach. IoT security becomes more challenging because different 

devices may use different technology, e.g., 6LoWPAN, RPL, ZigBee, and a loose 

communication link; therefore, an IoT network can be attacked easily. Pongle et al. [19] 

used location and neighbor information to identify a wormhole attack and the attacker in 

the IoT networks. Their approach is energy efficient for the resource-constrained situation 

because they used a centralized node for heavy processing while lightweight processing 

was performed on the sensor’s node. 

Umer et al. [20] deliberate techniques and challenges for flow-based intrusion detection. 

They categorize the available methods into general-purpose, attack-based, technique-

based, and scenario-based. Sun et al. [21] proposed a flow-based IDS using TCP flow as 

the main criterion to detect and classify malicious behaviors using Benford’s law. Their 
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analysis shows that each attack has a unique pattern, and using these patterns, they 

successfully categorize the normal and abnormal flow. Many intrusion detection 

techniques rely on packet inspection and resource overwhelming in a high-speed network. 

AlEroud et al. [22] used contextual information to generate semantics links to detect 

suspicious network flows. Their prototype achieved promising results in detecting known 

and unknown attacks. These semantic links improve the detection rates for multi-step 

attacks. Initially, the semantic links were static, but these semantic links can be dynamically 

updated to include suspicious network flow to detect novel attacks.  

Compromised machines are the main building blocks for various unlawful activities on the 

Internet. An intrusion detection system plays an essential role in detecting compromised 

devices. SSH is a typical application for identifying compromised machines because SSH 

can be used for remote server administration. An adversary can get root access to the 

compromised machine via SSH service. Hofstede et al. [23] developed open-source flow-

based software to detect compromised hosts and SSH dictionary attacks. They demonstrated 

their model in a lab environment and achieved satisfactory results. Satoh et al. [24] used flow 

features and machine learning algorithms to detect stealthy dictionary attacks over SSH. 

They used a campus network to evaluate their model and achieved improved accuracy with 

acceptable computational complexity. 

Casas et al. [25] proposed a flow-based anomaly detection system through multiple unsupervised 

density-based and sub-space clustering to classify a malicious flow. Kanda et al. [26] 

developed an anomaly detection technique using entropy-based principal component 

analysis. They used the MAWI dataset to evaluate their model and achieved better results 

than other anomaly detectors for the same dataset. An enhanced technique for anomaly 
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detection was proposed in [27] using KNN via a probability density function. The 

optimization techniques they used are particle swarm optimization, harmony search, 

gravitational search, and bat algorithm to determine the most excellent value of K.    

Duque et al. [28] proposed an intrusion detection model via K-means clustering and 

achieved a better detection rate, low false-positive, and false negative. They categorized 

network attacks into denial of service, penetration, and scanning attacks. Their proposed 

model analyzes and identifies the signature and behaviors of these attacks. 

Several researchers proposed different solutions to study the behavior of HTTP-based 

botnet attacks. Saad et al. [29] suggested a technique for Peer-to-Peer botnet discovery to 

recognize botnet before the attack was initiated. For their experiments, they used five 

machine-learning strategies and 17 network features. Their framework used traffic 

behavior analysis to detect botnets during a command-and-control stage. Chauhan et al. [30] 

studied various classification techniques for intrusion detection. This study aims to find the 

best classification algorithm for intrusion detection. Unsupervised machine learning 

algorithms are not common for intrusion detection. 

The growing need for IoT devices brings new challenges to monitoring network operations. 

New network classification techniques are required to discover which devices are linked to 

the network. Statical assessment methods may be utilized to identify unique trends that 

classify IoT devices. A consistent framework for device type recognition is needed to 

systematically execute an IoT operating policy. Professional adversaries can create an IoT 

device's MAC address, so the MAC address is insufficient to identify IoT devices.  In 

addition, while MAC addresses can be used to determine the provider of a user's device, 

there is no accepted standard for defining a system name based on the MAC address [31]. 
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Nguyen et al. [32] present a technique for identifying compromised IoT devices. Their 

model uses the temporal frequency of the stream of traffic produced by IoT devices. First, 

for individual devices, normal profiles are created then they use a recurrent neural network 

to find variance from the normal actions predicted to identify compromised IoT devices. 

Authentication-based approaches have also been studied for IoT system classification and 

identity management. Falk et al. [33] used an authentication-based methodology to 

evaluate IoT whitelist device classification for industrial automation control systems. 

However, as described by the authors, these devices are usually built in such a way to 

understand communication interactions so that the whole objective of an organization 

becomes tractable. On the other hand, the large-scale system is more complicated, where 

new IoT product types or brands are frequently incorporated. Techniques focused on 

authentication are also susceptible to scale-based battles. Also, it is not feasible to enable 

all vendors to follow standard encryption requirements. It is also not possible to create a 

standard for global public-key networks. 

Various fingerprinting methods are used for legal purposes, such as forensics, intrusion 

prevention, and harmful applications detection, such as attack identification and user 

profiling. Franklin et al. [34] define a passive fingerprinting approach to classify various 

802.11 wireless system driver implementations on clients. A specific application 

implementation analyzes the successful channel scanning techniques via statistical 

relationship. This method effectively determines the type of device driver, but this 

technique cannot identify the type of an IoT device. For example, a vendor may reuse the 

same device driver implementation over many device types.  
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In [35] by Radhakrishnan et al., GTID(A technique for physical device and device type 

fingerprinting) was defined for device type recognition on common-purpose gadgets such 

as smartphones, tablet PCs, and laptops. They used packet inter-arrival times of the 

different packets to retrieve the necessary attributes unique to a specific application. 

However, IoT devices are typically quite conservative in traffic production and do not 

produce much traffic. It would take non-trivial changes to the original series of algorithms 

to extend these methods to IoT networks. 

Miettinen et al. [36] defined IoT Sentinel as a method for device fingerprinting and 

protecting IoT networks. When an IoT device initially registers to the network, the 

framework identifies it using machine learning techniques. Their work does not, however, 

examine a device's behavior. Siby et al. [37] define IoTScanner, as a design that examines 

network traffic flow at the data link layer. They used a frame header to analyze the network 

traffic through a particular time frame. The drawback of their strategy is that similar 

devices will be identified as different devices if the traffic capture windows are different 

during system traffic. Kawai et al. [38] use traffic characteristics and ML algorithms to 

classify IoT devices. Their methodology is entirely different from other research because 

they used only two traffic attributes, i.e., packet size and IAT. Some methods provide other 

kinds of traffic characteristics to improve identification precision.  

An approach focused on a neuro-fuzzy framework has been introduced by Rizzi et al. [39] 

to classify early-stage device traffic. The complexity of a classification model was reduced 

using Min-Max networks compared to SVM models, which can be used to implement less 

costly real-time platforms. A composite attribute was introduced by Dainotti et al. [40] to 

provide early phase identification of flow with higher precision. Their experiments indicate 
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an effective composition relationship is significant when there are early recognition 

limitations, i.e., when necessary to obtain stream identification for interactive network 

resources at an early level. 

2.3 Deep Learning Frameworks for Anomaly Detection 

This section evaluated the literature on deploying deep learning techniques for anomaly 

detection. Ferrag et al. [41] conducted a deep learning survey for data security intrusion 

detection. The authors compare seven deep learning models using 35 well-known datasets 

and classify them into seven separate categories. They conducted binary and multiclass 

classification and checked their strategies on BoT-IoT and CIC-IDS2018 datasets. The 

authors also investigated several attack methods to evaluate the effectiveness across 

different deep learning models. These models were evaluated using false alarm rates, 

accuracy, and detection rates.  

The convolutional neural networks have proven successful in several applications, 

including target tracking, image processing, and surveillance systems. A convolutional 

neural network extracts features from labeled files to perform classification. The 

deployment of these multilabel convolutional neural network models on edge devices is 

complicated due to their computational and memory needs. Odetola et al. [42] developed 

a multilabel classification method using a convolution neural network on edge IoT devices. 

The framework uses a single convolutional neural network with predefined layers and 

configurable loss functions. Their model achieved less latency and MACC (multiply and 

accumulate) operations. They propose a technique for multilabel classification that 

enhances the capabilities of a model trained for traditional classification. Their approach is 
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perfect for extracting different features from a single image. Their technique enables 

multilabel classification at a low cost and with a substantial degree of precision. 

Pecori et al. [4] developed IoT benign and malicious network traces by combining separate 

datasets. The integrated dataset consists of four attack categories and a normal category. 

They used seven hidden layers and 50 epochs to achieve the best performance; however, 

accuracy, recall, and F1 score are not satisfactory for binary and multiclass classification. 

Their model is inapplicable due to the complex structure of neural networks and the 

inadequate detection rate. 

Hassan et al. [43] suggest a hybrid deep learning algorithm that uses a CNN and a 

WDLSTM model to identify intrusions in a large data context. CNN is used to discover the 

best features, and the WDLSTM technique is used to help a neural network resist 

overfitting. Using the UNSW-NB15 dataset, the model had a binary classification accuracy 

of 97.1% and a multiclass classification accuracy of 98.4%. The entire computational 

environment has evolved due to significant advances in information and communication 

technology. The development of networks has always been associated with advancing 

information technology, but now, the Internet economy is growing rapidly with IoT.            

Li et al. [44] propose a deep migration learning model architecture for IoT feature selection 

and anomaly detection in smart cities that incorporate deep learning and intrusion detection 

technologies. Their approach provides a migration learning model analysis scheme and 

system feature selection. The proposed algorithm has a fast detection time, but the detection 

rate is insufficient for some attacks.  

Sriram et al. [45] propose a network traffic flow-based deep learning botnet identification 

technique. In certain situations, the efficiency of IoT applications relies on the consistency 
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and credibility of the information. Yin et al. [46] developed an integrated deep learning 

model for anomaly detection in IoT networks. They used LSTM autoencoder and CNN to 

identify the anomalies. They use a two-stage window-based data preprocessing to achieve 

improved learning predictions. Their suggested approach was restricted to binary 

classification and improved accuracy, precision, recall, and F1-score. Wang et al. [47] 

build a deep hierarchical network for packet-level analysis of malicious traffic to 

understand traffic characteristics from raw packet data. They extracted spatial features from 

the raw packet using a CNN and temporal features using GRU (Gated Recurrent Units). 

Their model had a high detection rate for specific attack categories but low for others. 

Millions of IoT devices are embedded in smart cities, enabling crucial applications such as 

smart homes, autonomous vehicles, and communications. The smart city is based on 

millions of heterogeneous sensors that do not support traditional security frameworks. 

Several manufacturers use inadequate protection mechanisms for their devices and fail to 

upgrade their firmware due to recently discovered operational security breaches. To 

achieve comprehensive management of sensor operating systems while maintaining perfect 

security, smart cities need a common architecture that combines soft computing and deep 

learning [48]. Alkahtani et al. [49] developed a hybrid deep learning approach based on 

CNN and LSTM for detecting botnet assaults on nine market IoT devices. Their 

methodology proved effective in identifying botnet assaults from various IoT devices with 

an average accuracy of 90%. 

Autonomous Vehicles (AVs) are prone to safety and security issues, risking human life. 

The Internet of Vehicles (IoVs) is a network of manually operated vehicles connected to 

the Internet. If cyber attackers get access to these vehicles, they might be utilized for 
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malicious purposes. Khan et al. [50] have developed a multistage intrusion detection 

system to identify AVs and IoVs intrusions while minimizing the number of false alarms. 

The proposed framework uses a BiLSTM architecture to detect intrusions from AVs 

network gateways and communication networks. Additionally, the suggested system can 

detect zero-day outbreaks in networks of IoVs. 

Smart home network IoT devices are very susceptible to sophisticated botnet attacks. 

Popoola et al. [51] examine the performance of RNNs to correctly classify network traffic 

samples belonging to minority classes in unbalanced network traffic data. To learn 

hierarchical representations of highly unbalanced network traffic data with different 

degrees of abstraction, many layers of RNN are stacked. To effectively capture the 

classifying properties of severely unbalanced network traffic samples, the Stacked RNN 

model was used instead of the RNN model. The SRNN model also showed excellent 

generalization abilities when recognizing network traffic samples from minority groups. 

A significant increase is seen worldwide in the number of computer-controlled 

automobiles, rising at an alarming rate. Even though this improves the driving experience, 

it introduces a new security vulnerability in the automobile business. Desta et al. [52] 

suggested an LSTM-based intrusion detection system based on arbitration ID sequences. 

They used LSTM for IDS implementation. They were able to get a low accuracy using this 

strategy. Their accuracy was just 60% using this strategy. Because applying this finding to 

a real car would result in a large number of false negatives, they designed a second strategy 

that utilizes log loss as an anomalous indicator. 

Malicious traffic identification using deep learning approaches has become a key 

component of network intrusion detection research and development. Most IDS need 
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packets to be gathered into certain flows and then analyzed, incurring processing delays, 

even the most sophisticated ones. Wang et al. [53] present a deep learning strategy to 

identify malicious traffic at the packet level, employing hierarchical networks to learn 

communication properties using basic data packets. They also explored how data balance 

affects classification performance and time efficiency between the LSTM and GRU models. 

Hao et al. [54] utilize the encoder to automatically process and analyze network packets to 

get properties that appropriately reflect the network packets. The variant-gated recurrent 

units significantly understand data packet content and header attributes to substantially 

increase the IDS detection rate. The experimental findings from ISCX2012 indicate that 

intrusion detection using the proposed variant-gated recurrent units provides a greater level 

of accuracy and detection rate. Using binary weights and activation functions, their 

proposed model provides a greater representation of the data than the original raw data and 

helps to minimize the amount of memory and access time. 

In the Industrial IoT (IIoT), a vast quantity of data processing takes place in the Cloud and 

at the edge to perform various types of analytics. IIoT routing attacks can be detected using 

the technique of Nayak et al. [55] deep learning-based routing attack. The proposed 

solution uses parallel learning and detection to facilitate deep learning on IIoT devices with 

limited processing power. The parallel model output is tested in an IIoT network to 

compare the performance of distributed and centralized threat detection in an RPL network. 

Training time is significantly reduced when a parallel GAN model is used. 

Elsayed et al. [56] categorize flow traffic into normal and attack categories. Additionally, 

they propose a lightweight NIDS based on training CNN-based models with fewer features 

without sacrificing model performance significantly. The battery life of IoT devices is a 
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huge issue since the devices use a lot of energy once they connect. IoT devices also include 

important network data, posing severe privacy and security concerns. Botnet attacks are a 

significant threat to IoT-based smart devices. Using statistical learning-based botnet 

detection, Asharaf et al. [57] secure IoT-based smart networks against botnet cyberattacks. 

Laghrissi et al. [58] developed deep learning techniques for identifying attacks based on 

the LSTM algorithm. They employed PCA and mutual information to reduce the data's 

dimensionality and choose the best features. These techniques are also evaluated in terms 

of performance and processing time. The extensive availability of Internet services around 

the globe has presented a significant challenge to service providers in terms of protecting 

their systems, particularly against new breaches and threats.  

Advanced information and communication technologies have facilitated the dissemination of 

a large quantity of information, which continues to grow day by day through the Internet and 

the creation of new added value via Internet-based activities. Increasing numbers of diverse 

connecting points with high computing capability have expanded cyber security concerns. 

Biswas et al. [59] have suggested a new deep learning strategy to distinguish malicious 

Botnet traffic from normal traffic. The GRU is the most effective model for botnet 

identification, although it is computationally expensive. Table 2.1 summarizes the intrusion 

detection models using deep learning techniques. In Table 2.1, DR represents detection rate, 

Acc means accuracy, and Pr means precision. When data is unavailable, it is denoted by a "-". 

Mirsky et al. [60] developed Kitsune, an online lightweight autoencoder IDS. The Kitsune 

used an unsupervised learning approach to extract network features dynamically from 

network traffic. The Kitsune IDS was evaluated via a video surveillance IoT network. The 

botnet was widely used in numerous cyber-attacks and triggered serious threats to several  
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Table 2.1: Overview of Related Work using Deep Learning Frameworks for Anomaly Detection. 

Article Year Model Dataset Classification  Performance   

Wang et al. [53] 2017 CNN ISCX2012 Multiclass Acc=99.69 
Wang et al. [61] 2017 CNN KDD Binary DR=97.66 
Yin et al. [62] 2017 RNN NSLKDD Multiclass Acc=83.28 
Meng et al. [63] 2017 LSTM NSLKDD Binary Acc=98.85 
Aminanto et al. [64] 2017 D-FES AWID Binary  Acc=99.90 
Zhou et al. [65] 2018 DNN NSL-KDD Binary Acc=99.29  
Nsunza et al. [66] 2018 CNN NSL-KDD - Acc=82.83 
Lin et al. [67] 2018 CNN NSL-KDD Multiclass Acc=85.07 
Pratomo et al. [68] 2018 Autoencoder UNSW-NB15 Multiclass  DR=68.91 
Roy et al. [69] 2018 BiLSTM UNSW-NB15 Binary Acc=95.71 
Diro et al. [70] 2018 LSTM AWID Binary  Acc=98.22 
Yang et al. [71] 2018 DBN NSLKDD Multiclass Acc=82.08 
Xu et al. [72] 2018 BGRU+MLP KDD99 Multiclass Acc=99.84 
Xu et al. [72] 2018 BGRU+MLP NSLKDD  Multiclass Acc=99.24 
Wu et al. [73] 2018 RNN NSLKDD Multiclass Acc=81.29 
Naseer et al. [74] 2018 LSTM NSLKDD Multiclass Acc=89.00 
Ding et al. [75] 2018 LSTM NSLKDD  Multiclass Acc=73.18 
Ding et al. [75] 2018 CNN NSLKDD  Multiclass Acc=80.13 
Hwang et al. [76] 2019 LSTM ISCX2012 Binary Acc=99.99 
Arivuda et al. [77] 2019 CNN NSLKDD Binary Acc=99.67 
Chouhan et al. [78] 2019 CNN NSLKDD Multiclass Acc=89.41 
VKumar et al. [79] 2019 DNN KDD99 Multiclass Acc=92.90 
VKumar et al. [79] 2019 DNN KDD99 Binary Acc=93.00 
Faker et al. [80] 2019 DNN UNSW-NB15 Binary Acc=99.19 
Faker et al. [80] 2019 DNN UNSW-NB15 Multiclass Acc=97.04 
Faker et al. [80] 2019 DNN CICIDS2017 Binary Acc=97.73 
Liu et al. [81] 2019 CNN-LSTM NSLKDD Binary Acc=98.90 
Anani et al. [82] 2019 LSTM KDD99 Binary Acc=99.43 
Anani et al. [82] 2019 GRU KDD99 Binary Acc=99.06 
Anani et al. [82] 2019 Bi-LSTM KDD99 Binary  Acc=82.20 
Li et al. [83] 2019 GRU NSLKDD Binary  Acc=82.87 
Sokolov et al. [84] 2019 GRU Gas Pipeline Binary  Acc=91.70 
Hao et al. [54] 2019 GRU ISCX 2012 Binary  Acc=99.90 
Ge et al. [85] 2019 FFN BoT-IoT Multiclass Acc=98.09 
Bae et al. [86] 2019 Autoencoder KDD99 Binary Acc= 84-100 
Yang et al. [87] 2019 CNN KDD99 - Acc=97.34 
Zhang et al. [88] 2019 GA Optimized DBN NSL-KDD Multiclass Acc= 99.45 
Otoum et al. [89] 2019 SMO NSL-KDD Binary Acc=99.02 
Lopez et al. [90] 2019 MLP NSL-KDD Binary Acc=79.70 
Liang et al. [91] 2019 DNN NSL-KDD Binary Acc=98.00 
Rezvy et al. [92] 2019 Stacked Autoencoder AWID  Multiclass Acc=99.90 
Parker et al. [93] 2019 Autoencoder AWID Binary Acc=98.00 
Hassan et al. [43] 2019 CNN UNSW-NB15 Multiclass Acc=98.43 
Tian et al. [94] 2019 Autoencoder, SVM UNSW-NB15 Binary Acc=97.00 
Nagisetty et al. [95] 2019 DNN UNSW-NB15 Binary F1 score=99.28 
Ujjan et al. [96] 2019 Stacked Autoencoders Personal Dataset - Acc=95.00 
Alaiz et al. [97] 2019 LSTM, GRU Personal Dataset Multiclass Acc=96.08 
Thamilarasu et al. [98] 2019 Feed Forward DNN Personal Dataset Binary Recall=97 
Bassey et al. [99] 2019 CNN Personal Dataset - Acc=98.80 
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Table 2.1 (Continued): Overview of Related Work using Deep Learning Frameworks for Anomaly 
Detection. 

Callegari et al. [100] 2019 MLP Personal Dataset - Acc=87.10 
Nguyen et al. [32] 2019 GRU Personal Dataset Multiclass Acc=95.60 
Li et al. [101] 2019 GRU Personal Dataset Multiclass F1score=80.30 
Liu et al. [102] 2019 CNN VAST 2013 - Acc=95.86 
Ferrag et al. [103] 2019 RNN BoT-IoT Multiclass Acc=98.20 
Kishore et al. [104] 2020 DNN KDD99 - Acc=92.70 
Kim et al. [105] 2020 CNN-LSTM CISC-2010 Binary  Acc=91.54 
Kim et al. [105] 2020 CNN-LSTM CICISC-2017 Binary  Acc=93.00 
Roopak et al. [106] 2020 CNN-LSTM CICIDS2017 Binary  Acc=99.03 
Jiang et al. [107] 2020 LSTM KDD99 Binary  Acc=98.94 
Malik et al. [108] 2020 LSTM-CNN CICIDS2017 Multiclass Acc=98.60 
Susilo et al. [109] 2020 CNN BoT-IoT Binary Acc=91.00 
Ferrag et al. [41] 2020 DNN, RNN, CNN BoT-IoT Binary Acc=98.31 
Ferrag et al. [41] 2020 DNN, RNN, CNN BoT-IoT Multiclass Acc=98.37 
Li et al. [110] 2020 CNN NSL-KDD Multiclass Acc= 86.95 
Almiani et al. [111] 2020 RNN NSL-KDD Multiclass Acc=92.18 
Khamis et al. [112] 2020 CNN UNSW-NB15 - Acc=96.00 
Bu et al. [113] 2020 CNN - Multiclass Acc=92.53 
Vinayakumar et al. [114] 2020 C-CMU P1 & DMD2018 - Acc=99.20 
Swarna et al. [115] 2020 DNN Kaggle Multiclass Acc=99.90 
Wang et al. [47] 2020 CNN, GRU Multiple  Binary Acc=99.42 
Alzahrani et al. [116] 2020 Fast GRNN MedBIoT Multiclass F1score =99.99 
Priyanga et al. [117] 2020 CNN SWaT Multiclass Acc=98.02 
Yin et al. [46] 2020 C-LSTM_AE Webscopre S5 - Acc=99.62 
Aldhaheri et al. [118] 2020 SNN BoT-IoT Multiclass Acc=98.73 
Wu et al. [119] 2021 SRDLM KDD99 Multiclass Acc=94.03 
Kunang et al. [120] 2021 DNN NSL-KDD  Multiclass Acc= 83.33 
Ling et al. [121] 2021 CNN Gas pipeline Multiclass Acc=95.97 
Liu et al. [122] 2021 DSSTE+LSTM NSLKDD Multiclass Acc=81.78 
Ashraf et al. [123] 2021 LSTM UNSW-NB15 Binary Acc=98.00 
Borisenko et al. [124] 2021 LSTM CIC-IDS2018 Multiclass Acc=94.00 
Hai et al. [125] 2021 LSTM CICIDS2017 Binary Acc=99.55 
Pooja et al. [126] 2021 BiLSTM KDD Binary Acc=99.70 
Jia et al. [127] 2021 IE-DBN KDD Multiclass Acc=98.12 
Jia et al. [127] 2021 IE-DBN NSLKDD Multiclass Acc=98.79 
Biswas et al. [59] 2021 LSTM-GRU BoT-IoT Binary Acc=99.76 
Biswas et al. [59] 2021 LSTM-GRU NSL Binary Acc=99.14 
Laghrissi et al. [58] 2021 LSTM KDD99 Binary Acc=98.88 
Imrana et al. [128] 2021 BiLSTM NSLKDD Binary Acc=94.26 
Imrana et al. [128] 2021 BiLSTM NSLKDD Multiclass Acc= 91.36 
ElSayed et al. [56] 2021 CNN InSDN Binary Acc= ~97.50 
ElSayed et al. [56] 2021 CNN InSDN Multiclass Acc= ~97.50 
Joshi et al. [129] 2021 ANN CTU-13 Binary Acc= 99.94 
Sethi et al. [130] 2021 Reinforcement NSLKDD Multiclass Pr=96.50 
Khan et al. [50] 2021 LSTM UNSWNB-15 Binary Acc=98.88 
Alyasiri et al. [131] 2021 GE MQTT Binary Acc=97.94 
Hussain et al. [132] 2021 DT MQTTset Binary Acc=99.47 
Vaccari et al. [133] 2021 RF MQTTset Binary Acc=99.68 
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organizations. Rezaeipanah et al. [134] detect intrusions by combining deep learning and 

observer learning. Observer learning is used to fine-tune the training parameters. Their approach 

is based on a supervisor learning algorithm and a deep neural network that optimizes the number 

of hidden layers and neurons and their threshold values. The authors report an accuracy of 97.64%. 

Lin et al. [135] developed ERID, a real-time anomaly detection system based on 

unsupervised stacked auto-encoders, for detecting four different kinds of attacks in IoT. 

Haghighat et al. [136] propose VNN, a novel deep learning system based on voting. Their 

model gives the ability to combine the best models constructed by various data and various 

deep learning architectures to provide more accurate and robust results. They used KDD99 

and CTU-13 datasets to evaluate their model. Because the sample size was too small, the 

proposed technique missed U2R and Probing attacks in the KDD99 dataset. Zhao et al. [137] 

proposed a novel method for IDS that focuses on a lightweight deep neural network. The 

authors develop a compact unit that extracts features while minimizing computing load via 

feature map expansion and compression.  

Ge et al. [85] propose a novel scheme for connected IoT networks based on deep learning 

principles. They used the FFN model for binary and multiclass classification. Their model 

produced accurate binary classification results but failed to produce precise multiclass 

classification results. Swarna et al. [115] suggested a DNN (Deep Neural Network) to 

recognize and forecast unexpected cyberattacks in IoMT (Internet of Medical Things) 

networks to establish reliable and productive IDS. The proposed DNN framework achieved 

improved accuracy and a 32% reduction in computation time, allowing quicker detection 

to prevent post-intrusion effects in critical cloud computing. 
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Thamilarasu et al. [98] proposed an IDS for IoT networks. They evaluate their framework 

via real network traffic. The goal of their approach is to detect IoT malicious activity in 

real-time. They used a DNN with three hidden layers to construct their proposed 

framework. Meidan et al. [138] used a deep autoencoder to detect IoT botnet attacks. The 

deep autoencoder framework was evaluated via Mirai and Bashlite IoT botnets. They used 

nine IoT devices to develop the IoT botnet dataset for their proposed framework. 

2.4 GANs Frameworks for Anomaly Detection 

Generative Adversarial Networks (GANs) have been effectively used in a wide variety of 

areas in the past, providing a production technique for computer vision, activity 

recognition, and classification issues. Because of its broad range of applications, such as 

network intrusion detection, fraud detection, medical diagnostics, and new topic 

identification text mining, anomalous traffic classification has recently focused on 

academics and industry. A deep learning-based method called TrafficGAN is proposed by 

Liu et al. [139], which analyzes HTTP traffic sessions to differentiate between malware-

related and regular traffic. They used conditional GANs to generate synthetic data and 

achieved a precision of 96.60%. 

Ezeme et al. [140] use conditional GANs to create realistic distributions for a given profile 

to overcome the problem of class imbalance in an anomaly-based application. They also 

offer a new architecture for anomaly detection. They used single-class GAN for dataset 

balancing and binary GAN for data augmentation. They used KDD99 and ALOI datasets 

to evaluate their model. Their model performed well for the ALOI dataset with an accuracy 

of 97.88%, but for the KDD99 dataset, the accuracy was 85.66%. The model performance 
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for the normal class in the KDD99 dataset was measured at 77.75%. The advantage of their 

proposed framework is a lightweight anomaly detection system. 

Increased security issues have arisen because of the fast deployment of the Internet of 

Things. Shahid et al. [141] present a method for generating synthetic traffic sequences that 

correlate to actual bidirectional flows by combining an autoencoder with a Wasserstein 

GANs. Additionally, they demonstrated that the synthetic bidirectional flows are 

appropriately like genuine ones to trick anomaly detectors into identifying them as realistic. 

The data utilized during training significantly impacts the kinds of traffic sequences that 

the trained generator produces. The generator could only create sequences identical to those 

observed in the training phase. They validated their model using a small sample size, which 

may have resulted in an overfit model. 

Zhou [142] propose a convolutional encoder-based GAN anomaly detection model for 

industrial Internet environments. The model was validated via extensive tests on two real-

world industrial Internet datasets, demonstrating its efficacy in identifying industrial 

Internet abnormalities in packets. The absence of a significant number of data samples of 

IoT traffic and data privacy concerns add to the difficulty of creating an anomaly detection 

system. Zixu et al. [143] propose an unsupervised hierarchical method that involves 

collaboration between a GAN and an auto-encoder to identify anomalies. The BoT-IoT 

dataset was used to evaluate the proposed model. 

Nowadays, industrial robots are essential tools for increasing production efficiency via 

automation. To ensure that industrial robots function properly, sensors should be 

periodically inspected. If a sensor failure is discovered, the whole manufacturing process 

may be interrupted, increasing production costs. To create false anomalous samples,          
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Lu et al. [144] present an enhanced GAN called MSGAN with the adaptive update 

approach mechanism based on WGAN-GP, which they claim increases anomaly 

identification accuracy. The Wasserstein distance is used with the gradient penalty to 

enhance training stability and sample quality. Offline training is utilized to develop the 

model, while data augmentation using a dataset is employed to increase the number of 

anomalous instances. The synthetic samples generated, and the real-world normal training 

data are merged during the offline training phase to train the anomaly detection model. The 

online prediction method identifies novel time-series data gathered in real-time from 

different robotic sensors. 

Anomaly detection is important in developing smart industries in the developing IIoT. 

Kong et al. [145] present a deep network model based on GANs and bi-directional LSTM 

for detecting industrial time series anomalies. The bidirectional LSTM with an attention 

mechanism that captures time-series dependency serves as the generator and the 

discriminator structure. The experimental findings indicate that the suggested model 

detection performance cannot enhance the detection accuracy of industrial multivariate 

time series anomalies. Their model achieved a high precision of 73.56%, which is low in 

today's highly vulnerable Internet communication. Privacy and security are at risk if 

flexible and secure network services are not provided to meet these requirements. To 

efficiently apply such secure services, edge systems must be able to detect these devices 

automatically. Nukavarapu et al. [146] used GANs with labeled data as a starting point to 

create a multistage multidimensional classifier that uses automated feature extraction to 

build the classifier. They used only 3% of the label data during the training process and 

obtained a 96% accuracy rate. 
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In recent years, there has been an increase in interest in applying deep learning in 

cybersecurity. Recent research has led to the development of several intrusion detection 

systems. Intrusion detection is a key element of cybersecurity since it detects anomalous 

behavior based on traffic characteristics. However, anomalous activities in network 

communication are usually few compared to regular network activities. This class 

imbalance issue restricts the effectiveness of intrusion detection classifiers and results in a 

poor level of resilience to anomalies that are not known in advance. To address the issue 

of class imbalance, Huang et al. [147] present a new Imbalanced Generative Adversarial 

Network (IGAN). They used FFN to extract features, IGAN to generate augmented data 

samples, and a convolutional neural network to detect and classify ultimate intrusion. They 

carry out tests on three benchmark datasets to assess the performance of the proposed model. 

Significant uses exist for high-quality synthetic data: data understanding, compression, 

augmentation, system testing, and data disclosure. Xu [148] designed and developed a 

conditional GANs model to generate synthetic tabular data. Numerous unique 

characteristics of tabular data complicate the task of developing GANs based model. The 

author explores various difficulties associated with non-time series data in a single table 

and how his technique addresses them. The following challenges were highlighted by the 

author: mix data type, non-gaussian distribution, one-hot encoding sparse vectors, 

unbalanced categorical columns, high degree of dimension, insufficient training data, and 

missing values. 

Akcay et al. [149] develop a new anomaly detection model using a CGAN that 

simultaneously learns the creation of high-dimensional image space and the inference of 

latent space. They used an encoder to reduce the dimension of the input image. 
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Implementing an extra encoder network transfers the produced picture to its latent 

representation, which is then used to generate another image. Three image datasets are used 

to assess their model. In the area of fraud detection, machine learning techniques are 

extensively utilized. However, the imbalance between various categories presents a 

challenge in the learning tasks. Shao et al. [150] propose an approach using frequency-

domain features combined with GANs to improve minority class classification. Their 

method generates varied training data that fits the pattern of data changes by using the 

frequency domain amplitude characteristics of the data. They evaluated their suggested 

model using three classifiers. 

2.5 Summary 

Recent work in anomaly detection focuses on several features of the machine learning 

approach discussed in this chapter. Specifically, frameworks for anomaly detection in IoT 

networks are investigated. These frameworks are based on nonparametric machine learning 

techniques, deep learning, and GANs techniques. 
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Chapter 3. Proposed Anomaly Detection Approaches 

Proposed Anomaly Detection Approaches 

This chapter presents frameworks for anomaly detection based on nonparametric machine 

learning algorithms, feed-forward neural network, convolutional neural networks, 

recurrent neural network, and generative adversarial networks. A machine learning 

technique based on network traffic is developed to identify IoT devices linked to a network. 

3.1 Assumptions and Threat Model  

Computer systems have become an essential part of everyday life, and IoT has recently 

gained tremendous attention in the IT industry because of its many benefits. As IoT devices 

become increasingly ubiquitous, cybercriminals will be able to carry out more severe 

cyberattacks. As a result, the security industry has seen a huge increase in cyberattacks. 

Intruders use novel and innovative techniques to execute cyber-attacks, and as a result, 
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these attacks have successfully achieved their malicious objectives. Anomaly detection 

approaches use machine learning techniques to identify and classify attacks in IoT 

networks. Traditional machine learning techniques appear inefficient in unpredictable 

network technologies and various intrusion methods. Deep learning methods have shown 

their ability to identify anomalies accurately in many research areas. 

Security issues have increased because of the large increase in data transmission through 

various IoT devices, highlighting the importance of reliable intrusion detection systems. 

Although IoT applications are preferred over traditional devices and frameworks, they are 

still vulnerable to a variety of attack methods that exploit both well-known and innovative 

attack paths. Attacks such as DoS, DDoS, and other remote hacking techniques have 

become increasingly popular in recent years as IoT penetration has become more 

accessible. The IoT is frequently targeted by hackers who seek to obtain important data 

stored on insecure IoT devices that have not been patched, are not patchable, or have not 

been encrypted. 

The following assumptions have been considered when developing the framework for 

anomalies with applications to IoT networks: 

1. Comprehensive knowledge of the normal operation and execution requirements is 

available, and the number of anomalies that can be obtained is potentially unlimited. 

This is significant since the anomaly detection system's operation is dependent on 

the stored normal patterns. 

2. The data collected for training purposes is assumed to be secure, and the events 

generated by IoT devices are assumed to follow standard operating procedures. 
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3. The anomaly detection framework captures all inbound and outbound 

communication. 

4. Missing values in the data were handled using the mean imputation technique. 

These numbers are assumed to come from the same data distribution.  

Threat modeling is a technique that can aid organizations in incorporating application and 

network security into the design process. The fundamental goal is to establish where the 

most effort should be concentrated to secure a system, utilizing a security profile that 

prioritizes each application. Figure 3.1 presents a framework for the cybersecurity threat 

model for IoT networks. Identifying digital assets that are particularly concerned is a 

common starting point for threat modeling.  

 
Figure 3.1: Cybersecurity Threat Model with Applications to IoT Networks. 

The proposed framework considers a typical smart infrastructure consisting of smart 

lighting, utilities, appliances, entertainment, health sensors, security systems, safety 

sensors, temperature control, weather sensors, smart doors, and smart infrastructure. The 
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following are some of the most prevalent cyber security threats to smart infrastructure IoT 

devices: DoS, DDoS, Botnet, MiTM, Command and Control, Scanning, Data Theft, 

Identity theft, and MQTT Bruteforce. Once digital assets have been identified, the 

prospective threat actors may be internal or external in their methodology. The threat actors 

can employ one or more of the following threat techniques: 

 Denial of service and distributed denial of service are two of the most frightening 

threats to IoT networks. DoS attacks are malicious attempts to bring down service and 

make it inaccessible to legitimate users. Such attacks are carried out to prevent 

legitimate users from accessing services. Volumetric attacks create large network 

traffic, forcing the target to process the attack’s generated requests, crashing the system, 

or making the offered service inaccessible. A DDoS or DoS attack floods a system with 

HTTP, TCP, and UDP packets. All DDoS attacks are DoS; however, not all DoS attacks 

are DDoS. With a high volume of traffic directed to the same IP address, these traffic 

flows can be identified as part of a DDoS attack [151]. 

 A malicious IoT device periodically generates a large volume of malicious MQTT data 

to consume all server resources, including connection slots, networks, and other 

resources, with a limited allotment in an MQTT flood attack. Instead of instantiating 

many connections, this attack attempts to overwhelm the resources by using a single 

connection. A malformed data attack attempts to raise exceptions on a targeted service 

by generating and sending multiple erroneous packets to the broker. The MQTTSA tool 

can be used to launch a malformed data attack by delivering a succession of malformed 

connect or publish packets to the victim, causing the MQTT broker to throw an 

exception [152]. 
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 SlowITe is a slow DoS threat against Internet of Things Environments (SlowITe) that 

targets the MQTT application protocol used by many IoT devices. Specifically, as a 

Slow DoS attack, SlowITe takes minimal bandwidth and resources to attack an MQTT 

service compared to earlier threats. SlowITe makes many connections to the MQTT 

broker simultaneously to catch all available connections. This type of situation would 

result in the denial of service being established. MalariaDoS attack is launched to deny 

legitimate clients access to the service. In this scenario, the MQTT protocol is used to 

overwhelm the broker by establishing many connections and transmitting the 

maximum number of messages available for each connection [152]. 

 IoT botnets are networks of connected IoT devices that have been compromised by 

malware and have come under the command of malicious entities. Mirai specifies that 

the connections correspond to the Mirai botnet's features. Mirai is a type of malware 

that infects smart devices, converting them into a network of remotely operated bots. 

Okiru indicates that the connections have characteristics of an Okiru botnet. Okiru is a 

malware threat that targets IoT devices that use Argonaut RISC Core (ARC) CPUs. 

According to some reports, it is the first malware to target this particular micro-

architecture. Torii is a considerably more sophisticated IoT botnet than Mirai variants. 

Torii has a powerful set of capabilities for exfiltrating sensitive data and a modular 

architecture capable of collecting and executing other instructions and executables, all 

of which are accomplished across many layers of encrypted communication [153].  

 A brute force attack involves attempting to obtain the user's credentials used by the 

MQTT protocol. Using MQTT Bruteforce, the attacker's objective is to crack a user’s 

credentials (username and password) used during the authentication process [154]. 
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 A keylogger is a kind of malware that is highly insidious in which users type in sensitive 

information on their keyboard, thinking no one is watching. The unlawful 

transportation of data is referred to as data exfiltration. It is also called data theft, data 

extrusion, data exports, and data leakage [151]. 

 Operating system scan connections can be exploited to run a scan to acquire 

information that will be utilized to launch more attacks [151]. A port scan indicates that 

the connections are being exploited to conduct a port scan to collect information for 

subsequent attacks. To detect these attacks, the user had to look at the pattern of 

connections used by the same port, carried a similar amount of data, and had many 

distinct destination IP addresses [153]. 

 Man in the middle (MiTM) is an attack where a perpetrator inserts himself between the 

user and an application to listen in or mimic one of the parties, making it look like 

regular communication occurs. This attack aims to obtain sensitive personal data, such 

as usernames and passwords [155]. 

 C&C or C2, also known as "Command and Control," is a threat where the malicious 

actor utilizes a malicious server to command and control previously infected devices 

through an interconnected network. This activity can be identified during the network 

malware capture analysis since the connections to the suspicious server are periodic, 

the infected device will be downloading binaries from the server, and certain IRC-like 

or decoded commands are arriving and departing from the server. The Heartbeat threat 

indicates that the C&C server is using the packets received over this connection to track 

the infected machine. Heartbeat threat can be discovered by filtering connections with 

answer bytes less than 1B and comparable periodic connections. This threat is 
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accompanied by a known suspect destination port or an IP address associated with a 

command and control server [153].  

The threat model looks at all security measures to prevent and detect attacks. Preventive 

controls can be used to keep anything harmful from happening. Preventive measures 

include firewalls, endpoint protection, and IPS. Detective control includes the discovery 

and categorization of anomalous activities. Binary classification can be used to detect 

anomalous activity. If an anomalous activity is identified, the anomalous activity analysis 

section will determine the type of the anomaly using multiclass classification. The recovery 

and prevention section will take appropriate action in response to the detected anomaly. 

Recovery and prevention strategies vary according to the type of IoT network and the 

network administrator's specified policies. 

3.2 Proposed Framework 

This section proposes a technique to design a framework for anomalous activity analysis 

for intrusion detection with application to IoT Networks. The framework for anomalous 

activity analysis identifies attacks with a high degree of accuracy as well as a low rate of 

false alarms. The proposed framework will protect IoT networks from various types of 

cyberattacks by monitoring and analyzing the activities of IoT devices for both inbound 

and outbound traffic. The framework will be deployed in an IoT network's home gateway, 

allowing for monitoring of all inbound and outbound traffic. 

The framework will monitor inbound traffic for any suspicious activities that could harm 

and compromise the IoT network. Furthermore, the framework will also monitor outbound 

data for suspicious activity, such as an intruder may attempt to launch a DDoS attack via a 
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compromised IoT device, or insider users may use the IoT network to launch an attack on 

another network. Figure 3.2 shows a proposed framework for anomalous activity detection 

and analysis for intrusion detection systems with application to IoT Networks. The 

framework is composed of smart infrastructure and an interconnected architecture. The 

anomalous activity analysis will take place online in real time for inbound and outbound 

traffic. The same framework can be used for offline anomalous network traffic analysis. 

Online and offline data can be transformed into a CSV file using packet capture software 

such as CICFlowmeter [156]. 

The framework presented in Fig. 3.2 is built on a smart infrastructure environment. 

Authorized users of smart infrastructure include home users, policymakers, doctors, nurses, 

industrialists, etc. The outsider intruder is the attacker who launched an attack on the smart 

infrastructure from the Internet. The outsider intruder can also use compromised smart 

infrastructure IoT devices to launch DDoS or DoS attacks on other networks. The insider 

intruder can be an authorized user of the smart infrastructure or an attacker who gains 

access to the smart infrastructure through a compromised link. The insider intruder may 

attack the smart infrastructure or possibly intend to attack an external network by utilizing 

smart infrastructure resources. In either case, if the attack is coming as inbound flow to the 

IoT network or if the attack is generated from inside the IoT network as outbound flow, the 

anomalous activity detection and analysis framework will capture the network flow and 

inspect the flow for possible malicious activity. 

The monitoring process occurs in the home gateway, which is the point of entry for all 

inbound and outbound traffic. A packet capture tool collects IoT network packets; next, a 

feature extraction application such as CICFlowmeter extracts features from the received 
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packets and converts the received packets into network flow and CSV format. The selection 

of features is an important step in developing a machine learning model. Feature selection 

approaches involve finding and then selecting only those features required for improved 

prediction. The feature selection technique minimizes overfitting, accelerates model 

training, and makes the model less susceptible to test errors. This thesis used a feature 

selection technique called Recursive Feature Elimination (RFE) to extract relevant 

features. Accuracy, precision, and recall metrics have been used to rank features. A random 

forest algorithm was used to estimate the overall importance of features. The RFE 

algorithm will extract 64 features from the received flow.  

 
Figure 3.2: Framework for Anomalous Activity Analysis for Intrusion Detection with Applications to 

IoT Networks. 

To implement CNN models, users must first decide on the number of features to utilize for 

CNN1D, CNN2D, and CNN3D implementations. Any number of features can be used to 
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implement the CNN1D model. The CNN2D model requires the feature to be converted to 

an identical dimension, so if m features are selected, it can be converted to  × = . 

The CNN3D model also required the feature to be converted to an identical dimension, so 

if m features are selected, it can be converted to  × × = . This is the reason for 

selecting 64 features from the received flow so that these features can be converted  64 × 1 

or 8 × 8 or 4 × 4 × 4 for CNN models. Any number of features can be used to implement 

the RNN and cGANs models, but to keep consistency across all deep learning models, the 

same set of features was RNN and cGANs models. The FFN model used flow features and 

control flag features. Flow features and control flag features provide a new set of features 

that can be used to develop an anomaly detection model for IoT networks. 

Two techniques were used to handle the missing values in the received network flow. The 

first technique uses “0” to replace the missing value in the flow, while the other procedure, 

known as the mean imputation technique, replaces missing values with the remaining 

average in the column. Input variables should be scaled to a specified range for many 

machine learning techniques because it is better for many machine learning algorithms 

when numerical input variables are scaled to fit into a certain range. The input feature 

columns will be normalized within a defined range (−1, 1) to remove extreme high values 

and effectively speed up calculations.  

Next, the flow is transferred to the classification section. All proposed frameworks featured 

binary and multiclass classification. A detection rate of ~100% was obtained for all datasets 

utilized in this thesis using the proposed binary classification framework. As a result, it is 

suggested that the classification section will use the binary class model. A model for 

standard binary classification was suggested utilizing nonparametric machine learning 
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techniques. A lightweight RNN model for binary classification and a binary classification 

model based on transfer learning utilizing FFN and CNN were also proposed. So, if 

nonparametric machine learning techniques are used for binary classification, then the 

classification section will use a random forest or decision tree classifier. In the anomalous 

activity analysis section, if a deep learning model is utilized, then a transfer learning model 

using FFN or CNN or a lightweight RNN model is recommended for binary classification. 

Suppose it is detected that there is an anomaly in the receiving flow. In that case, the flow 

will be forwarded to the anomalous activity analysis section, which will deeply investigate 

the flow to determine the category of anomaly. A multiclass classification model is used to 

determine the category of identified anomalies. To ensure consistency in the framework's 

anomaly detection and anomalous activity analysis components, it is suggested that a deep 

learning model can be used because a multiclass classification model can be used as a 

binary classification model by implementing a transfer learning technique. The two-level 

model proposed in [157] [158] can be implemented using the framework presented in Fig. 

3.2, where the level1 model can be implemented in the classification module, and the level2 

model can be implemented in the anomalous activity analysis module. The classification 

module performs binary classification, while the anomalous activity analysis module 

performs multiclass classification utilizing FNN, CNN, and RNN models. 

Following the detection of an anomalous flow and categorization of the detected anomaly, 

necessary actions will be performed based on the type of anomaly that has been discovered. 

Some attacks can be vanished by simply de-authenticating an IoT device and asking for a 

re-authentication, while other attacks may be required to reset an IoT device. If DoS or 

DDoS attack occurs, it may require blocking an IP address or blocking of IP addresses, 
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while some attacks can vanish by simply dropping a received network flow. Recovery and 

prevention measures depend on the type of IoT network, and the network policies defined 

by the network administrator. 

3.3 Two-Level Anomalous Activity Detection Framework 

Anomaly detection techniques have been the key motivation for many researchers due to 

their potential to identify novel attacks. The IoT attacks appear identical to the traditional 

Internet, but due to the limited protection of IoT devices, the scale and simplicity of these 

attacks are larger. This section presents a two-level framework for detecting anomalous 

activity in IoT networks to facilitate intrusion detection. Section 3.3.1 uses flow features 

for level1, whereas level2 uses RFE for feature selection, Synthetic Minority Over-

Sampling Technique (SMOTE) for oversampling, and Edited Nearest Neighbors (ENN) for 

undersampling. Section 3.3.2 presents a two-level anomalous detection framework for IoT 

networks using flow features at level1 and level2 models.  

3.3.1 Two Level Hybrid Framework 

This section proposes a two-level hybrid anomalous activity detection framework for 

intrusion detection in IoT networks. The level1 model uses flow features to classify the 

network traffic as normal or anomalous. If an anomaly activity is detected, then the flow is 

forwarded to the level2 model to find the category of anomaly by deeply examining the 

contents of the packet. The level2 model uses RFE to select significant features, SMOTE 

for oversampling, and ENN to clean the datasets. Figure 3.3 shows the proposed two-level 

intrusion detection framework for IoT networks. 
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The data acquired for training purposes is presumed to be secure, and the events generated 

by IoT devices are assumed to follow standard operational procedures. The level1 model 

operates at the network layer of the IoT infrastructure, classifies the network flow as normal 

or anomaly, and forwards the network flow to the level2 model to identify the category of 

anomaly. Algorithm 1 returns lists of classifiers and the score of evaluation metrics.  

represents flow-based input features, and  represents the label of each instance. The label 

feature represents binary classification for the level1 model and multiclass classification 

for the level2 model. The classifier array contains the names of the classifiers to be 

evaluated.  is the number of classifiers used for evaluation. This section evaluated ten 

classifiers, and so the value of n is 10 in this case. _  is a function that 

calculates the evaluation score for each model. The _  function first splits 

the input  and  in training and testing sets. 80% of the dataset was used for training, and 

the remaining 20% was used for testing.  

Accuracy, precision, recall, and F1 score were utilized to evaluate the proposed model. The 

model was evaluated using a repeated stratified K-fold cross validator. The stratified K-

fold cross validator eliminates the risk of the model overfitting. _  function 

returns the name of the classifier and accuracy, precision, recall, and F1 score. The name 

of the classifier and evaluation metrics scores are then appended to the list. The process is 

repeated  number of times. Algorithm 1 returns a list of classifier names and their 

associated evaluation metrics scores. In comparison to other assessed classifiers, the 

decision tree classifier achieved high scores for the level1 model. 
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Figure 3.3: Two-level Anomaly Detection Framework. 
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Algorithm 1: Model Selection for Level1 and Level2. 

The level2 model extracts all features from the raw network data. Irrelevant and redundant 

features can affect the classification power of the machine-learning algorithm; therefore, it 

is required to remove irrelevant and redundant features. Feature selection is a technique of 

choosing a subclass of the significant features and removing the irrelevant and redundant 

features. These significant features increase the accuracy by concentrating on high-rank 

features while ignoring unrelated and redundant features. The RFE technique for feature 

selection is combined with SMOTE and ENN for oversampling and undersampling of the 

data classes in the level2 model. The internal structure of the proposed framework for IoT 

intrusion detection is presented in Fig. 3.4. 

The level2 model uses RFE methodology to obtain the importance of every feature through 

feature importance and coefficient attribute and remove the least significant feature from 

the set of features. The procedure is repeated until the desired number of features are 

selected, giving high accuracy, precision, and recall value. RFE to select optimal features 

for accuracy, precision, and recall metrics. The reason to use RFE for accuracy, precision, 

and recall is to find out a separate set of features for different metrics. It has been observed 

that some features are significant for one metric and insignificant for another metric.  

Input: X, y ← dataset 
Output:metrics 
classifier ← ARRAY[List of classifiers] 
metrics ← list() 
for i = 0 To n-1 

clf ← classifier[i] 
scores ← evaluate_model(clf, X, y) 
metrics.append(scores) 

end 
return metrics 
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Figure 3.4: Internal Organization of Two-level Anomaly Detection Framework. 

 
Algorithm 2: Model Selection using RFE for Level2. 

Combining these three sets of features creates an optimal set of features with the highest 

values for each of the three metrics. The RFE algorithm selects the same set of features for 

Input: X, y ← dataset 
Output: metrics 
classifier ← ARRAY [List of classifiers] 
metrics ← list () 
for i = 0 To n-1 

clf ← classifier[i] 
features ← evaluate_rfemodel(clf, X, y) 
X ← features 
scores ← evaluate_model(clf, X, y) 
metrics.append(scores) 

end 
return metrics 
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the F1 score as it selects for precision and recall because the F1 score is the harmonic mean 

of precision and recall. 

Two classifiers are required to select an optimal model for level2. First, an estimator is 

selected for the RFE algorithm to find an optimal set of features for accuracy, precision, 

and recall metrics using Algorithm 2. _  is a function that calculates a 

set of optimal features. _  first, calculate an optimal set of features for 

each evaluation metric. In this case, accuracy, precision, and recall evaluation metrics were 

used for the RFE algorithm; therefore, three sets of features were created. These three sets 

of features were merged to create the final features set. A repeated stratified K-fold cross-

validation technique was utilized to evaluate the RFE model. The stratified K-fold cross 

validator reduces the likelihood of the model becoming overfit. _  

return list of selected features , which represents the input features and is now reduced to 

a set of optimal features generated by the RFE algorithm. _  function is 

used to calculate the evaluation score of the current classifier. Compared to other classifiers 

evaluated, decision tree and random forest classifiers achieved high scores for the RFE 

estimator and classifier for the level2 model. However, the random forest classifier score 

is somehow a little high compared to the decision tree classifier, but the random forest 

classifier is computationally more expensive than the decision tree classifier. The random 

forest classifier achieved a more stable score; therefore, the random forest was selected as 

an estimator for the RFE algorithm and as a classifier of the level2 model. 

Imbalanced datasets are biased toward the majority data classes. The dataset is balanced 

using oversampling and undersampling approaches [159][160]. After the feature selection 

process, a combination of oversampling and undersampling was applied to balance the 
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dataset to improve the classification accuracy of minority classes. SMOTE and ENN create 

a synthetic sample of minority classes to improve the classification accuracy of minor 

classes. The CICIDS2017 and UNSW-15 datasets were balanced using SMOTE and ENN. 

Random forest classifier was used at level2 to identify the category of the detected 

anomaly. The level2 model deeply inspects the network traffic to categorize the detected 

anomaly appropriately. 

3.3.2 Two Level Flow based Framework  

The significant increase of IoT devices in smart homes and other smart infrastructure, and 

the recent attacks on these IoT devices, are motivating factors to secure and protect IoT 

networks. The primary security challenge is to develop a methodology to identify malicious 

activity and promptly mitigate the impact correctly. This section proposes a flow features-

based two-level anomalous activity detection framework for intrusion detection systems in 

IoT networks. The level1 model categorizes the network flow as normal or abnormal, while 

the level2 model classifies the category or subcategory of detected malicious activity. 

When the network flow is classified as an anomaly by the level1 model, the level1 model 

forwards the network flow to the level2 model for further investigation to find the category 

or subcategory of the detected anomaly. Figure 3.5 shows a detailed view of IoT networks' 

two-level flow-based anomalous activity detection framework. 

Anomaly detection techniques have become more attractive due to their potential to detect 

novel attacks. However, the key issue is to identify these attacks efficiently and in a timely 

manner. Some attacks in IoT systems appear to be the same as those on the traditional 

Internet, but due to the weak security of IoT devices, the magnitude and simplicity of these  
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Figure 3.5: Two-Level Flow-Based Anomaly Detection Framework. 

attacks are more important. A two-level anomaly detection framework was proposed for 

smart infrastructure. In the proposed approach, the network layer is responsible for training 

the level1 model, analyzing the IoT network traffic for malicious activity, and forwarding 

the network flow to IoT Fog or Cloud layer to classify the category of an anomaly when 

the input flow is detected as abnormal. The IDS at the network communication layer is 

responsible for classifying the network flow as normal or anomalous. The IDS at the level1 

allows detecting malicious activity near the smart infrastructure by optimizing local 

parameters. The level1 IDS accelerates attack detection by getting the parameters locally. 

If the detected flow is anomalous, the level1 model transfers the flow to the level2 model 

to identify the attack category. The level2 model uses the same set of flow features. A 
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decision tree classifier was used for level1, and a random forest classifier was used for the 

level2 model.  

The level1 model identifies network traffic as normal or abnormal at the network 

communication layer. The level1 model can optimize local settings to identify malicious 

activity near smart infrastructure. The flow-based local IDS accelerates attack detection by 

updating the local parameters. The network communication layer transfers the network 

flow to the level2 model for deep packet inspection to identify the category of detected 

anomaly. The primary objective of the proposed level2 model is to classify the category of 

input flow accurately. A performance study was conducted using algorithm 1 to determine 

the most effective classification technique. A high accuracy, precision, recall, and F1 score 

value were obtained when a perfect classifier was selected. Decision tree and random forest 

classifiers achieved identical high scores compared to other classifiers in the evaluation. 

The decision tree model is more straightforward and requires less processing time than the 

random forest classifier. A decision tree model for level1 was selected based on the 

assessment metrics score. 

Algorithm 1 was also used to select an optimal classifier for the level2 model. The label 

feature for the level2 model classifies the dataset as a multiclass label. The primary function 

of the level2 model is to find the attack category or subcategory of the anomaly. A 

performance analysis was carried out to establish the most successful classification 

approach for the level2 model. In comparison to other classifiers evaluated, random forest 

classifiers achieved high scores. A random forest model for level2 was selected based on 

the assessment metrics score. 
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3.3.3 Strengths and Limitations 

Strengths 

 The frameworks presented in sections 3.2.1 and 3.2.2 are computationally less intensive 

and do not require the use of a graphics processor to complete training and testing. 

 By integrating multiple trees into one ensemble model, a random forest can help 

minimize the high variation of a flexible model such as a decision tree. 

Limitations 

 The classification algorithm is biased towards the majority class when an imbalanced 

dataset is used. Oversampling and undersampling techniques were used to balance the 

datasets to solve this issue. SMOTE generates synthetic samples for the minority class, 

but the methodologies used in SMOTE are based on local knowledge rather than 

generalized information about the minority class. 

 A slight change in the data can significantly change the decision tree structure, resulting 

in instability for very large data. When it comes to categorization, if certain classes 

dominate, it can result in biased trees. As a result, it is suggested to balance the dataset 

before fitting. 

 These frameworks do not capture spatial and temporal connectivity anomaly detection 

problems. 

Sections 3.4 through 3.7 of this chapter explore deep learning and GANs based anomaly 

detection frameworks to address these issues. 
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3.4 Feed-Forward Neural Network Model 

The security of IoT networks is getting increasingly complex, and anomaly detection for 

IoT network traffic is an important element in addressing these issues. However, extracting 

useful and effective network traffic features for anomaly detection is challenging. This 

section presents the design of an anomalous activity detection system for IoT networks 

based on flow and control flag features utilizing a Feed-Forward Neural Network (FFN). 

The model has been validated using a variety of benchmark datasets for IoT networks for 

binary and multiclass classification. 

The information in the FFN is only passed forward through the input nodes, the hidden 

layers, and ultimately the output nodes. This implies that the network's output cannot be 

redirected back into the neural network. The FFN has a simple structure compared to other 

artificial neural networks and performs effectively in a wide range of situations. One hidden 

layer binary FFN model is shown in Fig. 3.6. Inputs are denoted as , , … ,  where m 

is the number of features, the hidden layer neurons are denoted as , , … ,  where n is 

the number of neurons, and the output is represented as , … ,  where k is the number of 

outputs, each neuron has a unique weight associated with each neuron in the subsequent 

layer. The weight of the link from to is denoted by  and the weight for connection 

from  to  is denoted by .  represent connection from input to hidden layer where 

 specifies the link between the hidden and output layers. 

Calculating a weighted sum and applying the activation function  as stated in (3.1), 

support moves from input neurons to hidden layer neurons. The transition from hidden 

neurons to output neurons is represented in (3.2) using a weighted sum and an activation 
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function . The neural network model additionally incorporates an externally induced bias, 

represented by b. Depending on whether the bias is positive or negative, the bias impacts 

boosting or reducing the activation function net input.   

 
Figure 3.6: A Single Hidden Layer FFN Model. 

 

= ( + )                                                                                                                   3.1 

= ( + )                                                                                                                  3.2 

The activation function can take various forms depending on the nature of the problem; 

SoftMax activation is applied for multiclass classification problems, while the sigmoid 

activation function is used for binary classification [161][162]. The proposed model 

comprises an input layer, four hidden layer blocks, and an output layer, as shown in Fig. 3.7.  
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Figure 3.7: Architecture of Multiclass FFN Model. 

Each hidden layer block consists dense layer, activation layer, normalization layer, and 

dropout layer. Basic features, flow features, and control flag features are sent to the input 

layer. The activation layer uses a ReLU activation function in all hidden layers. The goal 

of the layer normalization procedure is to modify all the inputs for the next layer of the 

neural network. A model normalization layer can help speed up and stabilize the learning 

process by lowering error rates. Overfitting may occur in the FFN model, requiring large 

modification of the model parameters. Kernel, bias, and activity regularizers were 

implemented in the proposed model dense layers. These regularizers utilize the l1 and l2 

penalty functions. By skipping neurons during the training process, a dropout layer 

decreases the probability of overfitting. The dropout layer is used to reduce the likelihood 

of overfitting. The dropout layer changes input units to 0 randomly and at a rate-dependent 

frequency at each step during training, which helps minimize the overfitting of the model. 

The output layer generates the output, and it has the same number of neurons as the number 

of classes. 

A multiclass pre-train model implemented a transfer learning technique for binary 

classification. Transfer learning is a machine learning technique in which a model produced 
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for one activity is utilized as the starting point for a model on a different task. Transfer 

learning from a multiclass FFN model to a binary class FFN model is effective because the 

binary FFN model is trained using a subset of data used by the multiclass classification 

model. From the pre-trained multiclass FFN model, the output layer was removed. A new 

output layer with two neurons and a sigmoid activation function was added to the model to 

achieve binary classification. The new model is trained using a binary class dataset. All 

model layers were disabled during training except the output layer, which was used in the 

training process. The architecture of a binary class FFN model utilizing transfer learning is 

shown in Fig. 3.8.  

 
Figure 3.8: Architecture of Binary Class FFN Model using Transfer Learning. 

The output layer of the pre-train multiclass model was removed. The model added a new 

output layer with two neurons and a sigmoid activation function for binary classification. 

The hidden layers in the binary model are locked during the training phase and cannot be 

trained. The binary classification technique utilized the same features as the multiclass 

classification technique. Transfer learning is beneficial for binary classification since it 

ensures that the multiclass model can be used for binary classification.  
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3.5 Convolutional Neural Network Model  

The growing development of IoT devices creates a large threat surface for cybercriminals 

to conduct potentially more destructive cyberattacks; as a result, the security industry has 

seen an exponential increase in cyber-attacks. These attacks were successful because 

attackers employed unique and innovative approaches when conducting cyber-attacks. An 

anomaly IDS uses machine learning techniques to detect and classify attacks in IoT 

networks. Traditional machine learning algorithms appear ineffective when faced with 

unexpected network technologies and a diversity of invasion strategies. In many research 

areas, deep learning methods have shown their ability to identify anomalies accurately. 

Convolutional neural networks are an excellent alternative for anomaly detection and 

classification. They have the ability to automatically categorize the essential features in 

incoming data, as well as their ability to execute faster computations.   

This section designs a novel CNN based anomaly-based intrusion detection model for IoT 

networks. First, a convolutional neural network is used to design a multiclass classification 

model. The proposed model is then implemented using convolutional neural networks in 

1D, 2D, and 3D. The model was tested on various IoT network benchmark datasets for 

binary and multiclass classification. Transfer learning was used to implement binary and 

multiclass classification using a convolutional neural network multiclass pre-trained 

model. 

3.5.1 Model Design 

The convolutional neural networks have recently produced excellent voice recognition and 

image recognition results. A convolutional neural network model was proposed for 
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anomaly detection in IoT networks due to its superior image analysis capability. The results 

produced by convolutional neural networks are attractive in these fields. Furthermore, the 

benefits of convolutional neural networks can be maximized by converting anomaly 

detection problems to image recognition problems. A convolutional neural network 

allocates weights and biases to different image elements and distinguishes one from others. 

Anomaly detection was proposed using 1D, 2D, and 3D convolutional neural networks. A 

general structure of the proposed model is presented in Fig. 3.9. The model consists of an 

input layer, four blocks of convolution layers, flatten layer, a fully connected layer, and an 

output layer. Each block consists of a convolutional, normalization, pooling, and dropout 

layer. The input layer receives inputs from the reshaping system. The reshaping system 

transforms network data into a format compatible with CNN1D, CNN2D, and CNN3D 

models. The blocks of convolution layers are the primary components of a convolutional 

neural network.  

The pooling layer was omitted from the CNN2D model fourth block and excluded from 

the CNN3D model third and fourth blocks. The pooling layer was removed from these 

models because an additional down sample of the input data is not possible. The 

convolution layer extract features from the input image and learns image attributes from 

tiny squares of input data, preserving the association between pixels. The layer 

normalization aims to normalize all the inputs of a neural network layer. The layer 

normalization standardizes the output of the convolution layer for the average pooling 

layer. The pooling layer improves features by summarizing features in sub-maps of robust 

features. The average pooling layer determines the overall number of features in each patch 

by computing the total number of updates throughout the whole function map. 
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Figure 3.9: Layers View of Proposed CNN Model. 

A convolution neural network has a possibility of an overfitting issue and will have to 

undergo extensive fine-tuning of the testing parameters. A dropout layer reduces the chance 

of overfitting by ignoring some neurons during the training phase. When adjacent frames 

are interrelated strongly with feature maps, a regular dropdown does not regularize the 
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activations. A spatial dropout layer was used, which drops the entire feature maps instead 

of individual units. The tensor is reshaped to create a flat operation on a tensor with the 

number of elements in the tensor, excluding the batch size, equal to the number of elements 

in the tensor. The flatten layer is fully connected to a dense layer. In the dense layer, 512 

neurons were employed. The last layer of the model is the output layer, and the number of 

neurons in the output layer equals the number of classes. To further demonstrate the 

effectiveness of the CNN model in detecting anomalies in IoT networks, the same structure 

was implemented across the CNN1D, CNN2D, and CNN3D models. Seven datasets were 

used to test CNN1D, CNN2D, and CNN3D models. 

3.5.2 Convolution 1D Model Design  
Convolution is calculated in 1D using time access, and the kernel moves in one direction. 

The input and output data for the CNN1D model are two-dimensional data and are most 

often used for time series. First, an input vector 64 × 1 is generated to fit the 64 best 

features chosen by the feature selection algorithm. The RFE algorithm was used to extract 

64 features from the received flow. Four convolution layer blocks were added to the model 

after the input layer. The four-convolution layer blocks are considered a method of feature 

learning. The convolution layers extract features from the input image and find image 

properties from small data samples within the input, retaining the vector relationship. The 

proposed CNN1D model layer’s view is presented in Fig. 3.10. 

First convolution layer uses ReLU activation, 32 filters, kernel size 5, and the same padding 

parameters. The layer normalization procedure modifies the activation of the previous 

layers independently for each sample in a batch. The first convolution layer and layer 
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normalization output are (64, 32). The average pooling layer offers a solution to down 

sample feature maps by summarizing features in a feature map segment. The average 

pooling layer output (32, 32). A spatial dropout layer was used to regularize the training 

model to reduce overfitting. The spatial dropout layer uses a drop value of 0.2. The 

convolution layers use identical parameters, excluding filters that are doubled in each 

subsequent layer. The classification part consists of fully connected flatten and dense 

layers. The flatten layer is applied to the model transforming the tensor into a shape 

equivalent to tensor elements. There is no batch size parameter for the flatten layer. The 

flatten layer is connected to a fully connected dense layer, and the dense layer is connected 

to the output layer. The dense layer has 512 neurons and ReLU activation, whereas the 

output layer has a class number dependent number of neurons. 

3.5.3 Convolution 2D Model Design 
The CNN2D model is most often used to process image data. Kernel moves in two 

directions in a CNN2D model. First, an 8 × 8 × 1 input image is created to match the 64 

features of the CNN2D model. The received flow was analyzed using the RFE technique 

to extract 64 features. The CNN2D model consists of an input layer, four convolution layer 

blocks, fully connected layers, and an output layer. First convolutional layer uses a ReLU 

activation with a kernel size (5, 5), 32 filters, and the same padding parameter. The 

proposed CNN2D model layer view is presented in Fig. 3.11. The output of the first 

convolution layer and normalization layer is (8, 8, 32). 

By summing the locations of features in segments, the average pooling layer offers a 

method for generating sample characteristic maps. The average pooling layer output (4, 4, 32). 
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A spatial dropout layer is added at the end of the first convolution layer to minimize the 

model overfitting and regularize the training data output. A dropout value of 0.2 was used 

for the dropout layer. The same parameter values are used throughout all four convolution 

layers, except for the filters doubled in each successive layer. The average pooling layer 

was not used in the fourth convolution layer block because the input vector shapes were 

reduced to (1, 1, 128) in the third convolution layer block. Flatten layer has been used to 

construct a feature vector. The flatten layer is linked to the fully connected dense layer, and 

the dense layer is attached to the output layer. The number of neurons in the output layer 

is calculated by the number of classes in the dataset. 

3.5.4 Convolution 3D Model Design 
The CNN3D model is commonly used to process three-dimensional image data. The kernel 

moves in three directions in the CNN3D model. First, an input image with the dimensions 

4 × 4 × 4 × 1 is generated to match the 64 features for the CNN3D model. The received 

flow was analyzed using the RFE technique to extract 64 features. The CNN3D layer view 

of the proposed model is shown in Fig. 3.12. In addition to the input layer, the CNN3D 

model has four convolutions layers blocks, flatten layer, a dense layer, and an output layer. 

ReLU activation, 32 filters, kernel size (5, 5, 5), and the same padding parameters were 

used in the CNN3D model first layer. Layer normalization and average pooling layer are 

used next to the convolution layer. The output of the average pooling layer (2, 2, 2, 32). A 

spatial dropout layer is created at the end of the first convolution layer block to prevent the 

overfitting of the model and regularize the model performance. The average pooling layer 

was used only in the first two convolution layers because, in the second convolution layer, 

the pooling layer reduces the vector dimension to (1, 1, 1, 64). The layer normalization and 
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spatial dropout layers were used along with all convolution layers. Flatten layer was added 

to reshape the number of tensor elements. The flatten layer is connected to the dense layer, 

which is connected to the output layer. The dense layer has 512 neurons and ReLU 

activation, while the output layer contains an undetermined number of neurons based on 

the class number. 

3.5.5 Transfer Learning  
A transfer learning technique for binary classification presented in section 3.4 was adopted 

for multiclass and binary classification. The transfer learning technique deploys a pre-train 

multiclass CNN model for the multiclass and binary models. In the first phase, pre-trained 

multiclass classification CNN1D, CNN2D, and CNN3D models applied the transfer 

learning principle for binary classification. The same pre-trained learning model was 

utilized for multiclass classification in the subsequent phase. Using a transfer learning pre-

train multiclass CNN model for binary classification, the input, convolution, and fully 

connected layers are adopted from the already pre-trained multiclass model. 

The output layer was removed from the pre-trained multiclass CNN model. A new output 

layer was added to the model with two neurons and a SoftMax activation function for 

binary classification. The new model is trained using a binary class dataset. During training, 

all layers of the multiclass CNN model were disabled except the dense and output layers 

used in the binary classification training process. A binary classification model based on 

transfer learning is presented in Fig. 3.13. The binary classification model uses a 

pre-train multiclass classification model. The input layer has the same number of 

features. The convolution, normalization, pooling, dropout, and flatten layers were frozen 
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Figure 3.10: Convolution1D Layers View of Proposed Model. 

 

Figure 3.11: Convolution2D Layers View of Proposed Model. 

 

Figure 3.12: Convolution3D Layers View of Proposed Model. 



65 
 

 

Figure 3.13: Layers View of Proposed Transfer Learning Model. 

when the binary classification model was trained, only the dense and output layers were 

allowed to learn during the training phase. The binary CNN model has a ReLU activation 

function and 256 neurons at the dense layer. The output layer uses two neurons and a 

SoftMax activation function. The same hyperparameters for binary classification are used 

for CNN1D, CNN2D, and CNN3D models. The transfer learning methodology was then 

used to classify multiclass data. 
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3.6 Recurrent Neural Network Model 

IoT devices increase the quantity of information shared and produced through the Internet 

due to advancements in information and communication technology. Cybersecurity is 

important today due to the increasing growth of IoT devices, which has resulted in a variety 

of attacks on computer systems and networks. Cyber security has become an increasingly 

difficult issue to manage as various IoT connections grow. Malicious traffic identification 

using deep learning techniques has emerged as a key component of Network-based 

Intrusion Detection Systems (NIDS). Deep learning methods have been a research focus in 

network intrusion detection. Recurrent neural networks are useful in a wide range of 

applications. While many machine learning methods have been employed to identify 

anomaly based invasions, relatively few attempts have been made to utilize the recurrent 

neural network for anomaly detection in IoT networks. IoT networks have expanded 

rapidly in recent years, and cyberattacks on IoT networks are becoming more widespread. 

It has become more necessary to effectively identify malicious attacks in the IoT domain 

to reduce security threats on IoT networks. 

This section design a novel deep learning model for anomaly detection in IoT networks 

using a recurrent neural network. The proposed model is implemented in IoT networks 

utilizing LSTM, BiLSTM, and GRU approaches for anomaly detection. A hybrid deep 

learning model was also developed by combining convolutional and recurrent neural 

networks. A convolutional neural network can analyze input features without losing 

important information, which is particularly well suited for feature learning. Finally, a 

lightweight deep learning model for binary classification was proposed using LSTM, 

BiLSTM, and GRU techniques.  



67 
 

Neuronal networks have the potential to improve all aspects of everyday operation 

significantly. A recurrent neural network with a sequential information structure is an 

artificial neural network. They are referred to as recurrent because they execute the same 

function on each sequence element, with the outcome depending on prior computations. 

RNNs are networks that include loops, which allow data persistence. Long Short-Term 

Memory (LSTM) networks are a kind of RNN that can learn long-term dependencies. 

Hochreiter et al. [163] introduce the LSTM networks. The LSTM networks perform well 

across a broad range of issues and are now extensively utilized. LSTMs are designed to 

prevent long-term dependence [164]. Each recurrent neural network comprises a chain of 

repeating neural network modules. Recurrent neural networks include loops, enabling 

information to be retained in the network. A loop enables data to be transferred from one 

network phase to the next phase. LSTMs are expressly intended to prevent the issue of 

long-term dependence. Each recurrent neural network comprises a chain of repeating 

neural network modules. 

The first stage of LSTM is to determine which information from the cell state will be 

discarded. A sigmoid layer, known as the "forget gate layer," makes this determination. 

The sigmoid layer examines the values in ℎ and  and returns a value between 0 and 1 

for each value in the cell state . A 1 indicates "totally retain this," whereas a 0 indicates 

"entirely discard this". The operation of forgets gate layer of the LSTM is represented by 

(3.3). It is necessary to determine what additional information will be stored in the cell state 

because of the input gate layer decision. The input gate, which is a sigmoid layer, 

determines the first values to update. Equation (3.4) represents the operation of the input 

gate layer. A tanh layer generates a vector of potential nominee values, ∁t that may be 
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included in the state. A tanh layer operation is represented by (3.5). Equation (3.6) updates 

the cell state Ct-1 into the new Ct. 

= . [ℎ , ] +                                                                                                           3.3 

= ( . [ℎ , ] + )                                                                                                            3.4 

∁ = ℎ( . [ℎ , ] + )                                                                                                   3.5 

∁ =  × ∁ + × ∁                                                                                                                  3.6 

The last step is to determine the output. The output result will be based on the current state 

of the cell. First, a sigmoid layer is implemented that sets the output of the cell state based 

on the values received. Equation (3.7) represents this operation. As shown in (3.8), the 

system implements a cell state to the tanh function and then multiplies it by the output of 

the sigmoid gate. This process ensures that only the values that have been selected to return 

are sent. The output ℎ  operation is presented in (3.8). 

= ( . [ℎ , ] + )                                                                                              3.7 

ℎ =  × tanh (∁ )                                                                                                         3.8  

 

Cho et al. [165] developed a variant of LSTM called Gated Recurrent Unit (GRU). The 

GRU has only two gates, while the LSTM has three gates. The LSTM input and forget 

gates are combined into an “update gate” in GRU. The GRU eliminated the cell state and 
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transferred information via the hidden state. Similar to an LSTM forget and input gates, 

the update gate operates in the same way. It determines which data should be discarded and 

which should be included. The reset gate determines how much previous information 

should be erased from the memory. The GRU uses fewer tensor operations than LSTM, 

and as a result, they are faster to train than the LSTM model. A single GRU cell operation 

is presented by (3.9 to 3.12). Equation (3.9) represents the reset gate operation, (3.10) 

describes the update gate operation, (3.11) shows the current memory state of the GRU, 

and (3.12) represents the final memory state of the GRU. 

= ( . [ℎ , ])                                                                                                                     3.9  

= ( . [ℎ , ])                                                                                                                  3.10  

ℎ = ℎ( . [ ×  ℎ , ])                                                                                                  3.11 

ℎ = (1− ) × ℎ + × ℎ                                                                                                    3.12 

BiLSTM is an extension of conventional LSTM that enhances model performance on 

sequence classification tasks by learning in both directions simultaneously. Because they 

train two LSTM on the input sequence instead of one, BiLSTM is useful when all timesteps 

in the input sequence are accessible. BiLSTM considers forward and backward activation 

to calculate the output. 

3.6.1 Recurrent Neural Network Model 

Deep learning techniques are gaining popularity due to their ability to detect computer 

network threats and abnormalities in various applications. Numerous applications have 
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demonstrated the effectiveness of a recurrent neural network. This section design LSTM, 

BiLSTM, and GRU models for anomaly detection in IoT networks. The model consists of 

an input layer, output layer, and four recurrent, activation, normalization, activity 

regularization, and dropout layers. Kernel, bias, and activity regularizers are used at the 

LSTM, BiLSTM, and GRU layers. The kernel regularizer imposes a penalty on the kernel 

of the layer; the bias regularizer enforces a penalty on the bias of the layer while the output 

of the layer is penalized by the activity regularizer. The regularizer uses the value of l1-l2 

to compute the value for kernel, bias, and activity regularization. 

The Keras have different activation functions for activation layers. LeakyReLU activation 

function is utilized in the activation layer. Next, layer normalization is used, which 

improves and stabilizes the learning process. A neural network can be encouraged to learn 

weak features by utilizing an activity regularization layer. The activity regularization 

support l1, l2, and l1-l2 regularization techniques. The activity regularization layer updates 

the input activity, which is dependent on the cost function. A recurrent neural network is 

prone to overfitting and will need significant adjustments during training to avoid 

overfitting. By ignoring certain neurons during the training phase, a dropout layer mitigates 

the risk of overfitting. Neuron weights in a neural network settle into their environment as 

the network learns. Four recurrent, activation, normalization, activity regularization, and 

dropout layers were used across LSTM, BiLSTM, and GRU models. Before the output 

layer, a dense layer is used with 512 neurons. The dense layer employs LeakyReLU 

activation function. The output layer is the last layer of the model, and the number of 

neurons in this layer is dependent on the number of classes in the dataset. 



71 
 

The same framework was used to construct LSTM, BiLSTM, and GRU models. Figure 

3.14 shows a layered view of the proposed recurrent neural network-based LSTM, 

BiLSTM, and GRU model. Table 3.1 shows the proposed RNN model components, 

including one input layer, four RNN layers, four activation layers, four normalization 

layers, four activity regularisation layers, four dropout layers, one dense layer, and one 

output layer. The input layer receives network traffic with 64 features. RFE technique was 

used to select 64 features from IoT datasets. The NSLKDD dataset RNN model use 41 

input features. First, a 64× 1  input vector is created to suit the 64 best features selected by 

the feature selection method [166]. The LSTM model use 512 units, kernel, bias, and 

activity regularizers at each LSTM layer. The regularizer uses the l1-l2 function for 

penalties. The activation layer uses the LeakyReLU activation function, an alternative to 

Rectified Linear Unit (ReLU) implementation. It does not contain zero-slope sections; 

LeakyReLU solves the "dying ReLU" issue. The learning curve for LeakyReLU operation 

has accelerated significantly. It has been shown that having the "mean activation" near "0" 

speeds up the training process. In contrast to ReLU, LeakyReLU is more "balanced"; as a 

result, it can learn more quickly [167]. 

A model normalization layer may usually aid in accelerating and stabilizing the learning 

process by reducing error rates. Layer normalization has the potential to regulate the hidden 

state dynamics of recurrent neural networks. To avoid introducing additional dependencies 

across training instances, unlike batch normalization, layer normalization calculates 

normalization statistics from the total of inputs to the neurons of the hidden layer [168]. 

Overfitting is a major issue in neural networks. Regularization and dropout layers were 

employed to minimize the risk of overfitting. The activity regularization layer performs 
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Figure 3.14: Proposed LSTM, BiLSTM, and GRU Model Layer’s view for Multiclass Classification. 
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cost-dependent adjustments to the input activity. l1-l2 factors serve as a baseline for the 

activity regularization layer functionality. The dropout layer reduces the possibility of 

overfitting by changing certain input units to 0 at a frequency equal to the dropout rate 

during training. This implies that their impact on downstream neuron activity is eliminated 

temporally on the forward pass, and any weight changes are not transferred to the cell on 

the backward trip. 

BiLSTM is a sequence processing model with two LSTMs: one processing input in the 

forward direction and the other LSTM processing the sequence in the backward direction. 

In this way, the BiLSTM model provides higher predictions than the normal LSTM model 

due to the extra data training. The BiLSTM model requires a long learning time. The 

proposed BiLSTM model consists of an input layer, four BiLSTM layers, four activation 

layers, four-layer normalization layers, four activity regularization layers, four dropout 

layers, one dense layer, and one output layer, as shown in Table 3.1.  

Table 3.1: Recurrent Neural Network Model Parameter and Hyperparameters for Multiclass 
Classification. 

Layer  Layer Name  Layer Configuration  

Input  Input Layer 1 64 input features  

Hidden layers  LSTM or  
BiLSTM or  
GRU 

4 Units=512 
Kernel regularizer, 
Bias regularizer, 
Activity regularizer 

Activation  4 LeakyReLU(alpha=0.2) 

Layer Normalization  4 Axis=1, Center=True, Scale=True 

Regularization  4 l1= 0.0001, l2= 0.0001 

Dropout  4 Dropout rate =0.2 

Classification Dense  1 Neuron =512, Activation=ReLU 

Output Output 1 The number of neurons is equal to the number of 
classes in the dataset, Activation=SoftMax 

Hyperparameters Early Stopping (monitor='loss', patience=5, verbose = 1), optimizers= Adam, Loss function= 
sparse categorical_ cross entropy, Learning rate=0.001, Batch size=120, epochs= 100 to 500. 
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The GRU was created to address the vanishing gradient issue inherent in conventional 

recurrent neural networks. GRU is a variant of LSTM since they are constructed similarly 

and, in certain instances, provide equally good outcomes. GRU uses so-called update and 

reset gates to overcome the vanishing gradient issue of a conventional RNN. In other 

words, two vectors indicate which data should be transferred to the output device. The 

proposed GRU model consists of an input layer, four GRU layers, four activation layers, 

four-layer normalization layers, four activity regularization layers, four dropout layers, one 

dense layer, and one output layer, as shown in Table 3.1. 

3.6.2 Convolutional and Recurrent Neural Networks Model 

A convolutional neural network is a type of deep learning algorithm that accepts an input 

image, assigns value to distinct image elements, and is capable of differentiating between 

multiple image components. Recent research has shown that convolutional neural networks 

can produce outstanding speech recognition and image identification results. The 

advantages of convolutional neural networks can be fully revealed if intrusion detection 

problems can be transformed into image recognition problems. A convolutional neural 

network can effectively capture spatial and temporal correlations related to intrusion 

detection. The design matches the anomaly detection issue better because of the reduced 

number of parameters and weights reusability [169]. 

Convolutional and recurrent neural networks were used to build a model. Convolutional 

neural networks can learn input features without losing essential information, making them 

ideal for prediction. A layered view of the proposed convolutional neural network-based 

LSTM, BiLSTM and GRU models is presented in Fig. 3.15. Table 3.2 shows the multiclass 
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classification configurations of LSTM, BiLSTM, and GRU models based on a 

convolutional neural network. The convolutional layer was created using a convolutional 

1D model. Convolution is computed in 1D using temporal access, with the kernel moving 

in just one direction. CNN1D requires two-dimensional input, and output data is often used 

to process time-series data. First, an input vector 64×1 is created to correspond to the 64 

best features selected by the feature selection method. The convolutional layer is 

combined with the activation, normalization, regularization, dropout , and average 

pooling layers. 

The activation layer uses the LeakyReLU activation function with a value of 0.2 for the 

alpha parameter. The layer normalization utilizes a feature axis for normalization. The 

activity regularization layer uses l1-l2 function, and the dropout layer randomly drops 

neurons to reduce the chance of overfitting. A pooling layer minimizes the convolved 

features' dimension and reduces the computing resources needed to analyze the data. 

The activation, normalization, regularization, and dropout layers are combined with two 

LSTM, BiLSTM, or GRU layers. The dense layer receives input from the final dropout 

layer, and the output of the dense is transferred to the output layer. The dense layer uses 

512 neurons and LeakyReLU activation function. The number of neurons in the output is 

determined by the number of classes in the dataset. The output layer of the proposed model 

has four, five, six, ten, and nineteen neurons. The following benefits accumulate from the 

initial model interface being a convolutional neural network: The spatial and temporal 

correlations associated with an anomaly detection problem can be captured effectively by 

a convolutional neural network when optimal filters are used, and with fewer 

parameters and reusable weights, the architecture is more suited to fit the anomaly 
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detection data. The pooling layer lowers computing power by reducing the dimension of 

the features. 

 

Figure 3.15: Proposed Convolutional Neural Network based LSTM, BiLSTM, and GRU Model 
Layer’s View for Multiclass Classification. 
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Table 3.2: Convolutional Neural Network based LSTM, BiLSTM, and GRU Models Parameter and 
Hyperparameters for Multiclass Classification. 

Layer  Layer Name  Layer Configuration  

Input  Input Layer 1 64 input features  
Hidden layers  CNN1D 1 Filter =64, 

Kernel size =5, 
Padding=same,  
Kernel regularizer, 
Bias regularizer, 
Activity regularizer 

LSTM or  
BiLSTM or  
GRU 

2 Units=512 
Kernel regularizer, 
Bias regularizer, 
Activity regularizer 

Activation  3 LeakyReLU(alpha=0.2) 

Layer Normalization  3 Axis=1, Center=True, Scale=True 

Regularization  3 l1= 0.0001, l2= 0.0001 

Dropout  3 Dropout rate =0.2 

Classification  Dense  1 Neuron =512, 
Activation=ReLU 

Output Output 1 The number of neurons is equal to 
the number of classes in the 
dataset, Activation=SoftMax 

Hyperparameters Early Stopping (monitor='loss', patience=5, verbose = 1), optimizers= 
Adam, loss function= sparse categorical_ cross entropy, Learning 
rate=0.001, Batch size=120, epochs= 100 to 500. 

3.6.3 Recurrent Neural Network Model for Binary Classification 

A lightweight binary classification model utilizing a single RNN layer was proposed. A 

layered view of the binary classification model is presented in Fig. 3.16, and Table 3.3 

shows the configurations of LSTM, BiLSTM, and GRU models for binary classification. 

There is an input layer in the model. The number of inputs to the model is the same as the 

number of features in the multiclass classification. The hidden layer consists of LSTM, 

BiLSTM, or GRU layer combined with the activation, normalization, activity 

regularization, and dropout layers. The activation layer uses the LeakyReLU activation 

function, the normalization layer uses batch normalization, and the regularization layer 

uses activity regularization along with the l1-l2 penalty function. The regularization and 

dropout layers lower the likelihood of the model overfitting. The dense layer use 512 
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neurons and the LeakyReLU activation function. The dense layer works as a classification 

layer, and the output layer uses two neurons to classify the data as normal or anomalous. 

 

Figure 3.16: Proposed LSTM, BiLSTM, and GRU Model Layer’s view for Binary Classification. 

Table 3.3: LSTM, BiLSTM and GRU Models Parameter and Hyperparameters for Binary 
Classification. 

Layer  Layer Name  Layer Configuration  

Input  Input Layer 1 64 input features  

Hidden layers LSTM or BiLSTM or 
GRU 

1 Units=512 
Kernel regularizer 
Bias regularizer 
Activity regularizer 

Activation  1 LeakyReLU(alpha=0.2) 

Layer Normalization  1 Axis=1, Center=True, 
Scale=True 

Regularization 1 l1= 0.0001, l2= 0.0001 

Dropout  1 Dropout rate =0.2 

Classification Dense  1 Neuron =512, 
Activation=ReLU 

Output Output 1 Two neurons, 
Activation=SoftMax.  

Hyperparameters Early Stopping (monitor='loss', patience=5, verbose = 1), 
optimizers= Adam, loss function= sparse categorical_ cross 
entropy, Learning rate=0.001, Batch size=120, epochs= 100 to 500. 
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3.7 Conditional GANs Model 

While anomaly detection and the related concept of intrusion detection are widely studied, 

detecting anomalies in new operating behavior environments such as the Internet of Things 

is an active field of research. Anomaly detection models trained on datasets that are likely 

imbalanced have poor results. Still, the ability of Generative Adversarial Networks (GANs) 

to emulate complex high-dimensional distributions seen in real-world data suggests that 

they can be effective for anomaly detection. This section proposes a novel anomaly 

detection framework for IoT networks utilizing conditional GANs (cGANs) to build 

realistic distributions for a given feature set to overcome the issue of data imbalance. To 

this end, a one-class cGAN (ocGAN) model was utilized to learn the minority data class to 

balance the dataset. Then, the binary class cGAN (bcGAN) model generates augmented 

data for the binary dataset. The performance of the ocGAN and bcGAN models in binary 

and multiclass classification environments was evaluated using two network-based 

anomaly detection datasets and five IoT network-based anomaly detection datasets. 

3.7.1 cGANs Design and Implementation 
Generative adversarial networks are an innovation in machine learning. Ian Goodfellow et 

al. [170] developed this novel system capable of simulating any data distribution. This deep 

learning approach comprises a training phase in which two neural networks are challenged 

against one another: a generator that produces synthetic data and a discriminator that 

differentiates between real and synthetic data. As part of the training process, the generator 

and discriminator compete against one another, improving both models. Finally, after the 

GANs model has been fully trained, it can generate synthetic data that seems to be real. 
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GANs can generate various types of synthetic data, including voice, video, tabular, and 

image data. This section used cGANs to generate synthetic data for anomaly detection in 

IoT networks [171]. 

3.7.2 cGANs 
This section discusses the cGANs model. A general diagram of cGANs is represented in 

Fig. 3.17. The generator and discriminator are two basic building modules in cGANs. The 

Generator model (G) and the Discriminator model (D) are trained simultaneously. D is 

responsible for classifying the input sample as genuine or fake produced by G. D is trained 

to increase the likelihood of correctly labeling both training instances and the G data. The 

probability range produced by D(x) is between 0 and 1; thus, D(x) log is between -ve 

infinity and 0. When D accurately guesses actual data, D(x) approaches 1, log D(x) 

approaches 0, maximizing the function (3.13). Once D accurately guesses fake data, 

D(G( )) approaches 0, log (1-D(G( )) approaches 0, which maximizes the function (3.13) 

[172]. G is responsible for generating a sample that seems to be drawn from the real data 

. For cGANs, the objective function of a two-player minimax game is presented by (3.13). 

 ( , ) = ~ ( ) ( | ) + ~ ( )  (1 − ( | ) 3.13 

3.7.2.1 Generator  

The generator is an artificial neural network with multiple layers. A layer diagram of 

cGANs is represented in Fig. 3.18. Noise and labels are provided as input to the generator. 

The embedding layer embeds latent dimensions, labels, and input classes. The conventional 
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cGANs model in the literature utilized a value of 100 for the latent dimension. The 

proposed framework used a latent dimension of 120 to get a better detection rate. The 

output of the embedding layer is conditioned with noise to generate input features. 

 

Figure 3.17: General Diagram of Generative Adversarial Networks. 

The generator comprises three layers of blocks. Each block has a dense layer, a LeakyReLU 

activation layer, and a batch normalization layer. The batch normalization technique 

generalizes all inputs for the subsequent neural network layer. The input is transferred to 

the first layer of the generator. The first dense layer has 256 neurons, doubled in each 

subsequent dense layer. The output of the generator uses the tanh activation function. The 

generator is given latent input  and a conditional input  and generate . The output of 

the generator  can be continuous, discrete, or a mixture of both. The generator equation 

is represented by (3.14). The generator output layer produces the same number of features 

as the original dataset. White noise is supplied to the generator to minimize the possibility 

of overfitting. The generator aims to cause as much confusion as possible in the discriminator 
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so that produced data is mislabeled as true. The generator loss function is represented in 

(3.15). The loss function should be maintained to a minimum. 

: ( , ) ⟼                                                                                                                                3.14  

= [log ( ( ( , ), ̅)))]                                                                                                   3.15 

3.7.2.2 Discriminator  
Ian Goodfellow developed the first GANs, also known as unconditional GANs, which had 

no control over the generated data. However, to manage the data generation process, more 

information is provided in cGANs [171]. The discriminator's goal is to accurately 

categorize generated data as false while accurately labeling real observations as true. The 

discriminator equation is represented by (3.16), and the discriminator loss is represented 

by (3.17).  

 : ( , ̅) ⟼  ℎ   ⊇  ,                                                                                          3.16 

= [(log ( ( , ̅))] + [(log(1 − ( ( , ), ̅))]                                                     3.17 

The discriminator is trained to maximize the probability of correctly identifying the training 

and generating data. To minimize discriminator overfitting during training, additive noise 

was added to each  and  sample. The embedding layer embeds the number of input 

classes, number of input features, and labels. The output of the embedding layer merged 

with actual input features. The discriminator comprises a dense layer, a LeakyReLU 

activation layer, and a dropout layer. Each dense layer of the discriminator uses 512 neurons. 

A neural network may overfit the training data, requiring further parameter optimization.  
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Figure 3.18: Conditional Generative Adversarial Networks Architecture for Generating Synthetic 

Data for Anomaly Detection. 

A dropout layer lowers the likelihood of overfitting by ignoring specific neurons during 

training. The dropout layer was used after the second and third activation layers. The 

discriminator's goal is to maximize the value of (3.13) to achieve maximum efficiency. 

Equation (3.18) represents the optimal condition for a discriminator. If  is a very real 

instance, then predict p ( ) will be near to 1 and g ( ) will approach zero. In this situation, 

the optimum discriminator will give the instance a value of 1. In contrast, for a randomly 

generated sample,  = G ( ), the discriminator will provide a label of 0, as the p (G ( )) 

estimate will be close to 0. 

D( ) =
( )

( ) + ( )                                                                                                          3.18 
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3.7.3 cGANs Anomaly Detection  

The synthetic data generation and anomaly detection using cGANs are divided into one 

class cGAN (ocGAN), binary class cGAN (bcGAN), and multiclass anomaly detection 

frameworks. 

3.7.3.1 One Class cGAN  
The one class cGAN (ocGAN) model works with one data class and generates the synthetic 

instances of the class in the binary class dataset. In typical conditions, the dataset is 

unbalanced since most network traffic is normal, while malicious data is always in the 

minority. Unbalanced datasets generate results that are skewed in favor of the dominant 

class. ocGAN model is used to create synthetic data of the minority class to balance the 

dataset. The dataset is split into two parts: the training and test sets. The training data is 

divided into majority data class and minority data class. The minority data class is used to 

train the ocGAN model, and then the ocGAN model can be used to create synthetic data 

for the minority class. Once the ocGAN model has been trained appropriately, any number 

of instances of the minority class can be generated to balance the dataset. The ocGAN 

model is implemented in two ways, as shown in Fig. 3.19 and 3.20. The minority data class 

is used to train the ocGAN model; however, the detector model is trained differently. 

The framework design presented in Fig. 3.19 employs the real majority data class and the 

entire synthetic data for the minority data class to train the detector model. To ensure that 

the training dataset is balanced, an equal number of synthetic data instances is generated 

as the number of instances in the majority class to train the detector model on a balanced 

collection of data. The framework presented in Fig. 3.20 uses the real majority and minority 

data classes. The synthetic data of the ocGAN model merged to balance the dataset.   
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Figure 3.19: Framework for Anomaly Detection using ocGAN Model for Synthetic Data Generation 
for Minority Data Class, Training the Detector Model using Real Majority Data Class and Synthetic 

Minority Data Class. 

 

Figure 3.20: Framework for Anomaly Detection using ocGAN Model for Synthetic Data Generation 
for the Minority Data Class and Training the Detector Model using Real and Synthetic Data. 
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Any classification technique that works best on a specific kind of data may be used as a 

detector model. 

3.7.3.2 Binary Class cGANs 
The binary class cGAN (bcGAN) model can generate synthetic instances for two classes. 

The dataset is binary labeled which includes both normal and malicious data instances. As 

a result, the bcGAN model generates synthetic data for normal and malicious classes. The 

main goal of the bcGAN model is to produce normal synthetic data that may be combined 

with actual normal data to demonstrate that they are part of the same group. Synthetic data 

produced by the bcGAN model for the malicious class and real anomalous data are merged 

to reveal that they are members of the same group. Figures 3.21 and 3.22 show two different 

implementation frameworks for the bcGAN model. Figure 3.21 illustrates a framework 

architecture for the bcGAN model to generate synthetic data for a binary dataset. The input 

dataset has been partitioned into two distinct data classes: majority class and minority class. 

The number of instances of the majority data class is reduced to make a balanced dataset. 

The reason to balance the dataset is to give equal opportunity to normal and malicious 

classes during the bcGAN model training. The bcGAN model will be trained using a real 

balance dataset. When appropriately trained, the bcGAN model can generate an unlimited 

number of normal and anomalous data. 

A framework design presented in Fig. 3.22 utilizes the ocGAN and bcGAN models. The 

input dataset is a binary dataset split into majority data class and minority data class. The 

minority data class is used for training the ocGAN model, and the ocGAN model is then 

used to create synthetic data to balance the binary dataset. The data produced by an ocGAN 

model merged with data from a real minority class and a real majority class to create   
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Figure 3.21: Framework for Anomaly Detection using the bcGAN Model for Synthetic Data Generation. 

 

Figure 3.22: Framework for Anomaly Detection using the ocGAN Model for the Minority Data Class 
to Balance the Dataset and the bcGAN Model for Synthetic Data Generation. 
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a balanced dataset. The normal and malicious data classes now have the same number of 

occurrences. The balanced dataset can be used to train the bcGAN model to generate 

synthetic data for normal and malicious classes. The detector model trained using the 

bcGAN model generated synthetic data. The bcGAN model is used to create the training 

data for the detector model, allowing the whole real balance dataset to be used for testing. 

3.7.3.3 Binary Class cGANs for Multiclass Classification 
The multiclass synthetic data cGAN framework uses several bcGAN models to generate 

synthetic data for multiclass datasets. A framework for multiclass data augmentation is 

presented in Fig. 3.23. The framework consists of several bcGAN models. The number of 

bcGAN models used in the framework depends on the number of anomalous classes in the 

dataset. The dataset is divided into multiple binary datasets, with each dataset consisting of 

a normal and an anomalous class. Each binary dataset will be assigned a bcGAN model.  

Each bcGAN model generated synthetic data are merged to create a multiclass training 

dataset for the detector model. The detector model is trained using the synthetic data and 

real dataset used for testing to evaluate the performance of bcGAN models in multiclass 

classification scenarios.  

3.7.3.4 Detector 
The detector model is used to evaluate the performance of ocGAN and bcGAN models. 

Initially, the dataset is divided into 80% for training and 20% for testing the ocGAN model. 

The training dataset is further divided into majority data class and minority data class. A 

minority data class is used to train the ocGAN model, which will augment the minority 

data class. After training the ocGAN model, the synthetic instances can be generated to 

ensure that the dataset is distributed equally across all classes. A balanced dataset was 



89 
 

created using real data from the majority class, real data from the minority class, and synthetic 

data from the minority class. The detector is trained using a balanced dataset. The ocGAN 

model performance is evaluated using the remaining 20% of the testing data. This method was 

developed to work with the ocGAN frameworks presented in Fig. 3.19 and 3.20.  

 
Figure 3.23: Framework for Multiclass Classification Anomaly Detection using the bcGAN Model. 

The bcGAN model generates synthetic balance data for training the detector model. The 

proposed bcGAN enables fine-grained control over the number of instances generated for 

normal and anomalous classes by creating an infinite number of instances for each class. 
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The testing was performed on a real balance dataset, which means that data from the 

majority data class were removed to create an equal distribution of normal and anomalous 

classes. A 2:1 rule was used to create synthetic data for the detector training, generating 

two instances of training data for every instance of testing data. This approach was 

designed for bcGAN frameworks presented in Fig. 3.21 and 3.22. The proposed framework 

used a Feed-Forward Neural Network (FFN) model as a detector. The FFN has numerous 

processing units operating in the forward direction to get input data, which feed into 

multiple processing units in the output direction to arrive at outputs. As shown in Fig. 3.24, 

the model consists of an input layer, four dense layer blocks, and an output layer. 

 

Figure 3.24: Architecture of FFN Model. 

The number of inputs equals the number of features in the dataset. Each dense block 

consists of a dense layer, activation layer, normalization layer, regularization layer, and 

dropout layer. The dense layer consists of 512 neurons. Kernel, bias, and activity 
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regularizers were incorporated in the proposed model dense layers. The l1-l2 penalty 

functions are used in these regularizers. The activation layer uses the ReLU activation 

function. The normalization layer uses batch normalization. A neural network can learn 

weak features faster with the help of an activity regularisation layer. The activity 

regularisation method supports the approaches of l1, l2, and l1-l2 regularisation. The 

activity regularisation layer updates the input activity dependent on a cost function. 

Dropout layer reduces the chance of overfitting by randomly dropping some neurons. The 

output layer uses a SoftMax activation function, and the number of outputs is equal to the 

number of classes in the dataset. The FFN model uses sparse categorical cross-entropy loss 

function and Adam optimizer. The activity regularisation, dropout, early stopping, kernel 

regularizer, bias regularizer, and activity regularizer were used to reduce model overfitting. 

3.8 IoT Device Identification 

As smart technology becomes more incorporated into people's daily lives, security and 

privacy concerns are arising. New security vulnerabilities have emerged due to various new 

manufacturers developing IoT devices. The network traffic contents and patterns will 

expose vulnerable IoT devices to intruders. New methods of network assessment are 

needed to evaluate the type of IoT devices connected to the network. The recognition of 

IoT devices would give a comprehensive framework for establishing stable IoT networks. 

This section discusses a machine learning technique to identify connected IoT devices 

through network traffic monitoring. Two datasets were generated from the IoT23 [153] and 

Hamza et al. [173] pcap files. A model was developed based on network traffic analysis to 

identify the IoT device. The proposed model was evaluated via full features dataset, 
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reduced features dataset, and flow features dataset. The proposed model can accurately 

classify IoT devices through evaluations using the generated datasets. 

The research into identifying the types of IoT devices is in its infancy due to the rising 

complexity of the IoT industry. The increased demand for IoT devices creates several 

issues for network administrators trying to keep their networks running smoothly. This 

section presents a technique to design a model to identify IoT devices in IoT networks 

when a new IoT device has been added, an IoT device is compromised, or an IoT device 

provides false information. New network research techniques are required to discover the 

IoT devices linked to the network. In this sense, it is possible to use data analysis methods 

to identify distinctive configurations that can classify the type of IoT device.  

Unlike desktop computers, IoT devices perform particular tasks, making them merely more 

predictable. It is proposed to analyze network traffic to detect IoT devices with high 

precision and a low rate of false alarms. The proposed methodology will safeguard the IoT 

network operations against different attacks by checking and analyzing IoT device 

operations. Figure 3.25 shows the proposed model for device identification in IoT 

networks. The testbed comprises a mixture of IoT modules and interconnecting structures. 

The IoT devices include sensors to receive/send data from/to the physical world. As seen 

in Fig. 3.25, identifying IoT devices is divided into five phases. 

3.8.1 Monitoring 

IoT network traffic is collected by a network management tool. The monitoring process 

will occur between the home gateway and the smart infrastructure. The benefit of using 

this technique is to detect malicious IoT device operations before the gateway is passed. 
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Packet capture software such as Wireshark is used to capture network communication. IoT 

device data will be collected from the payload to produce the profile of the device. The 

data from all devices will be analyzed to identify device behavior. 

 

Figure 3.25: IoT Device Identification Framework for Smart Infrastructure. 

3.8.2 Sensor profile 

The module for the sensor profile describes a data structure for the normal operation of IoT 

sensors. Machine learning methods have been used to describe the regular function of IoT 

sensors. A detailed model should establish all potential states of normal sensor behavior. 

This section focuses on the sensors traffic analysis to classify IoT devices across the 

network. The network administrator will detect infected sensors in the IoT networks 

through device identification. 

3.8.3 Activity Analysis 

The activity analysis module uses sensor profile as a benchmark to search for possible 

inconsistencies in the received IoT device communications. A runtime profile is generated 

for the device communications, and any deviation from the base model should be 
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considered an abnormality. The probability distribution is used to verify the likelihood of 

normal behavior beyond the lower or upper bound. If the collected data rate exceeds the 

specification parameters, it will be considered an abnormal system. 

3.8.4 Classification 

The classification functionality determines the irregularity after the analysis module finds 

a malicious flow in the received communications. Classification of irregularities allows IT 

managers, or users, to recognize the type of abnormality more precisely. 

3.8.5 Action 

Several recovery measures can be taken to protect the IoT networks, e.g., reject received 

information, adjust the network configuration, de-authenticate the sensor, re-authenticate 

the sensor, block IP, drop flow, etc. If the classification unit does not identify an IoT device, 

then the device will be requested to re-authenticate itself. This section focuses on the sensor 

profile used to detect IoT devices through network traffic analysis. An intruder can identify 

IoT devices to discover infected IoT devices by performing proactive network traffic 

analysis. Sensor profile and device recognition can assist the network administrator in 

identifying compromised IoT devices in the networks. The IT manager can also use the 

sensor profile to enforce different security policies for various IoT devices. 

3.9 Summary 

This chapter discusses various frameworks for anomaly detection in IoT networks based 

on nonparametric machine learning algorithms, feed-forward neural networks, 

convolutional neural networks, recurrent neural networks, and generative adversarial 
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networks. Firstly, a two-level framework for identifying anomalies in IoT networks using 

nonparametric machine learning approaches is described. Next, a feed-forward neural 

network, convolutional neural network, recurrent neural network, and generative 

adversarial networks frameworks for anomaly detection in IoT networks are proposed. 

Finally, a machine learning based IoT device identification technique is proposed.  
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Chapter 4. Experiments 

Experiments 

This chapter describes a technique for generating a new dataset from existing pcap files. 

Several datasets were used to evaluate proposed frameworks. Following that, the 

experiments performed to evaluate various proposed techniques in anomaly detection 

utilizing a variety of benchmark datasets have been discussed. 

4.1 Introduction 

Six IoT and four network anomaly detection datasets were used in the experiments. 

CICIDS2017 [174] and UNSW-15 [175] datasets were used to evaluate the proposed 

framework presented in section 3.3.1. The BoT-IoT [176] dataset was used to evaluate the 

proposed framework presented in Section 3.3.2. BoT-IoT [176], IoT-NI [177], MQTT 

[166], MQTTset [166], IoT-23 [166], and IoT-DS2 datasets are used to evaluate the 

techniques presented in sections 3.4, 3.5, 3.6, and 3.7. Section 3.8 evaluates the proposed 
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technique by utilizing the IoT-DI20, IoT-DI21, IoT-DI, and IoT botnet [138] datasets. 

These frameworks improve the benchmark procedures accuracy, precision, recall, and F1 

score in each evaluation scenario. The experiments are organized in the same order as the 

proposed frameworks in Chapter 3. 

4.2 Datasets 

This section describes the datasets utilized in the experiments to evaluate proposed 

frameworks. The intruder intended to use malicious activity to degrade the target IoT 

network's resources. New techniques and detection algorithms for IoT networks need a 

well-designed dataset. A technique is required for effectively classifying anomalies to 

mitigate their effects. The IoT networks are difficult to analyze and test because of the lack 

of sufficient well-structured IoT datasets for anomaly-based intrusion detection. The initial 

phase involves the processing of raw network traffic. CICFlowmeter [156] was used to 

extract features from pcap files and construct the CSV format of the dataset. 

In addition to publicly available datasets, BoT-IoT [176], IoT-NI [177], MQTT [166], 

MQTTset [166], and IoT-23 [166] datasets have been generated from existing pcap files 

for anomalous activity detection in IoT networks. The attack categories of these datasets 

were then combined to create IoT-DS2, a larger attack dataset. Two datasets were 

generated to identify IoT devices, which were then combined to create a dataset with many 

IoT devices. These datasets can be accessed from [154]. 
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4.2.1 BoT-IoT Dataset 

Koroniotis et al. [151] created the BoT-IoT dataset. The BoT-IoT dataset testbed includes 

VMs linked to the network over a LAN and the Internet. The PFSense system connects the 

VMs to the Internet. The Ubuntu server provides IoT resources to emulate a real IoT 

network, while Kali Linux is used as an attack system. The ostinato tool is used to generate 

normal network traffic. A realistic smart home framework was generated using five IoT 

devices that were run locally and linked to the cloud services through the node-red system 

for developing network traffic. The MQTT protocol was used to transmit IoT messages to 

the Cloud. The taxonomy of attacks and the summary of the number of instances in the 

BoT-IoT dataset are presented in Table 4.1. There are four attack categories which are 

further divided into ten subcategories. A comprehensive explanation of the testbed 

configuration and attacks is available in the referenced article [151]. The adapted BoT-IoT 

dataset is publicly available [154].  

Table 4.1: BoT-IoT Dataset Instances. 

No Category Subcategory With Redundancy Without Redundancy 

0 Normal Normal 105202 77511 

1 DoS                 HTTP 34057 33392 

 TCP 19111830 8264448 

 UDP 37881485 9122245 

2 DDoS HTTP 51934 50709 

 TCP 15975894 8410058 

 UDP 21049846 9738949 

3 Scan OS Fingerprinting 350093 35675 

 Service Scanning 1481465 221276 

4 Data Theft  Data Exfiltration 259725 62673 

 Keylogging 194990 81865 

Total 96496521 36098801 
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4.2.2 IoT Network Intrusion Dataset 

Kang et al. [155] developed the IoT Network Intrusion dataset. A standard smart home 

system consisting of a smart home SKT NGU and EZVIZ Wi-Fi camera was used to 

produce IoT Network Intrusion dataset. These two IoT devices are used victim devices and 

are wired to a smart home Wi-Fi router. Laptops, tablets, and smartphones are also linked 

to the smart home router. These devices were used as attacking devices in the testbed. Table 

4.2 shows the taxonomy of attacks and the number of instances in the IoT Network 

Intrusion dataset. There are four attack categories which are further divided into eight 

subcategories. Binary, category, or subcategory can be used as label features. The adapted 

IoT Network Intrusion dataset is publicly available [154]. 

Table 4.2: IoT Network Intrusion (IoT-NI) Dataset Instances. 

No Category Subcategory With Redundancy Without Redundancy 

0 Normal Normal 40073 39851 

1 DoS                 DoS-Synflooding 59391 59391 

2 MITM  MITM ARP Spoofing 35377 32909 

3 Mirai               
  

Mirai-Ackflooding 55124 41998 

 Mirai-HTTP Flooding  55818 43008 

 Mirai-Host Brute force 121181 112990 

 Mirai-UDP Flooding  183554 168975 

4 Scan                Scan Host Port 22192 21240 

 Scan Port OS  53073 50882 

Total 625783 571244 

4.2.3 MQTT-IoT-IDS2020 Dataset 

Hindy et al. [178] developed the MQTT-IoT-IDS2020 dataset. The dataset comprises 

common and brute force attacks from the MQTT networking framework. Twelve MQTT 

sensors, a broker, a system to simulate camera feed, and an attacker make up the network. 

In normal operation, the twelve sensors send random messages on an automated basis. The 

dataset includes the most common MQTT attacks and scenarios for real-world testing 
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devices. There are four attack categories in the MQTT-IoT-IDS2020 dataset. The attack 

categorization and the number of occurrences in the MQTT-IoT-IDS2020 dataset are 

shown in Table 4.3. The adapted MQTT-IoT-IDS2020 dataset is publicly available [154].  

Table 4.3: MQTT-IoT-IDS2020 (MQTT) Dataset Instances. 

No Category With Redundancy Without Redundancy 

0 Normal    334318 167159 
1 MQTT-Bruteforce     2002780 2001972 
2 Scan-A                31245 29276 
3 Scan-U               33404 27843 
5 Sparta              1252259 1217198 

Total  3654006 3443448 

4.2.4 MQTTset Dataset 

The MQTTset dataset was generated by Vaccari et al. [152]. The testbed for the MQTTset 

dataset comprises 10 IoT sensors in a typical smart home environment. MQTTset dataset 

was created with the help of IoT-Flock [179], a network traffic generator capable of 

simulating IoT devices and networks that use the MQTT and CoAP protocols. They 

installed several IoT sensors linked to the MQTT broker to generate the dataset. The 

MQTTset dataset category classes are Normal, Bruteforce, DoS, Flood, Malformed, and 

SlowITe. Table 4.4 presents the attack classification and the number of instances in the 

MQTTset dataset. The adapted MQTTset dataset is publicly available [154] 

Table 4.4: MQTTset Dataset Instances. 

No Category With Redundancy Without Redundancy 

0 Normal    440699 420136 

1 MQTT Bruteforce     4547 4513 

2 MQTT Flood 77793 77756 

3 Malaria DoS               11408 11265 

5 Malformed 3580 3535 

6 SlowITe 3044 3044 

Total   541071 520249 
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4.2.5 IoT-23 Dataset 

The IoT-23 dataset was developed by Stratosphere Laboratory CTU University, Czech 

Republic [153]. There are 20 malicious-related events and three non-malicious-related 

events for IoT devices. The objective of the IoT-23 dataset is to give researchers a large 

labeled dataset of IoT malware infections to build machine learning models. The IoT-23 

dataset's testbed consists of IoT devices and interconnects networks. A standard smart 

home structure was developed to generate the dataset, consisting of an Amazon Echo 

device, Philips Hue device, and Somfy door lock device. Table 4.5 shows the number of 

IoT-23 dataset instances. The adapted IoT-23 dataset is publicly available [154]. 

Table 4.5: IoT-23 Dataset Instances. 

No Category With Redundancy Without Redundancy 

0 Normal 4313776 4253672 

1 Attack 1716778 1699608 

2 Mirai 756 756 

3 File Download 8035 7707 

4 Heartbeat 12895 12648 

5 C&C 23981 20612 

6 Torii 33858 24492 

7 Port Scan 65944863 2999999 

8 DDoS 20768988 4619869 

9 Okiru 13718252 12908506 

Total  106542182 26547869 

There are nine types of attacks in the IoT-23 dataset. The IoT-23 dataset contains twenty 

distinct network events that simulate a variety of IoT device use cases. The benign network 

traffic was also collected by gathering the network traffic of three distinct IoT devices. 

These three devices are real hardware devices, not a simulation. Like every other actual 

IoT network, malicious and normal situations operate with unrestricted Internet 

connectivity in a managed network. This dataset provides the community with two distinct 
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datasets: the first dataset contains normal and malicious networks, while the other includes 

only benign IoT network capture. The IoT-23 intrusion detection dataset's primary 

advantage is that it effectively simulates a recent trend in IoT network traffic; it is also one 

of the few publicly accessible IoT intrusion detection datasets. 

Table 4.6: IoT-DS2 Dataset Instances. 

No Category                      BoT-IoT IoT-NI IoT-23 MQTT MQTTset IoT-DS2 

0 Normal - - 4253672 - - 2000000 
1 DDoS 452918 - - - - 500000 
2 DoS - 59391 - - - 59391 
3 MITM ARP Spoofing - 32909 - - - 32909 
4 Mirai - 366971 - - - 366971 
5 MQTT Bruteforce - - - 2001972 - 500000 
6 Sparta - - - 1217198 - 500000 
7 Theft 144538 - - - - 6257 
8 Attack - - 1699608 - - 500000 
9 C&C - - 20612 - - 20612 
10 File Download - - 7707 - - 7707 
11 HeartBeat - - 12648 - - 12648 
12 Okiru - - 12908506 - - 500000 
13 OS Scan 52704 - - - - 35675 
14 Port Scan - - 2999999 - - 500000 
15 Torii - - 24492 - - 24492 
16 MQTTFlood - - - - 77793 77793 
17 Malformed - - - - 3580 3580 
18 SlowITe - - - - 3044 3044 

Total 
  

 
 

 
 26340262 

4.2.6 IoT-DS2 Dataset 

The anomalous categories in the BoT-IoT, IoT-NI, MQTT, MQTTset and IoT-23 datasets 

were combined to increase the number of attack categories in the dataset. Table 4.6 shows 

the new dataset named IoT-DS2, which contains 18 attack classes and a normal class. The 

main reason for combining anomalous categories from multiple datasets is to evaluate the 

performance of the proposed framework on a wide collection of categories. The IoT-DS2 

dataset evaluation results further indicated that merging anomalous categories from various 



103 
 

datasets is feasible, even if the datasets were developed under slightly different 

circumstances. The adapted IoT-DS2 dataset is publicly available [154] 

4.2.7 IoT-DI20 Dataset 

In this section, the research aims to provide a way for IoT devices to be identified based on 

their network behavior. The IoT-23 [153] dataset's pcap files are used to extract network 

features to construct a new dataset. CICFlowmeter [156] was used to extract features from 

pcap files and construct the CSV format of the dataset. IoT-DI20 is the name of the new 

dataset [154]. The total number of instances collected for different IoT devices is presented 

in Table 4.7. The IoT-DI20 dataset comprises 80 network features and a label feature. The 

label feature identifies the type of IoT device. Several networks and flow features are 

included in the proposed new dataset. The adapted IoT-DI20 dataset is publicly available [154]. 

Table 4.7: IoT-DI20 Dataset Instances. 

No Category With Redundancy Without Redundancy 

1 Amazon Echo     29495 18984 

2 Philips Hue 24633 16747 

3 Somfy Door Lock 8286 6843 

4.2.8 IoT-DI21 Dataset 

Cyber-attacks on smart environments are becoming more sophisticated, putting these 

environments at risk. To construct a new dataset, network features are extracted from the pcap 

files of the [173] dataset using CICFlowmeter. The new dataset is named IoT-DI21 and can be 

accessed at [154]. The IoT-DI21 dataset consists of 29 IoT devices, 80 network features, and 

a label feature. The label feature is used to identify the type of IoT device. Table 4.8 shows that 
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24 devices have at least 2000 instances, while 5 devices have less than 1000 instances. The 

adapted IoT-DI dataset is publicly available [154]. 

Table 4.8: IoT-DI21 Dataset Instances. 

No Device Name With Redundancy Without Redundancy 

1 TPLinkRouterBridgeLAN 993600 655872 
2 Ndropcam 764276 420410 
3 SamsungSmartCam 185182 164542 
4 AmazonEcho 117305 111495 
5 Belkinwemomotionsensor 106059 101647 
6 WithingsAurasmartsleepsensor 89383 83291 
7 BelkinWemoswitch 83633 81153 
8 InsteonCamera 81727 80220 
9 WithingsSmartBabyMonitor 80220 76903 
10 Laptop 77833 52640 
11 SmartThings 50513 43170 
12 SamsungGalaxyTab 43234 35136 
13 MacBook 35718 28693 
14 TP-LinkDNCam 29245 23822 
15 NetatmoWelcome 19189 16145 
16 Netatmoweatherstation 16733 12684 
17 TribySpeaker 15005 10666 
18 LightBulbsLiFXSmartBulb 10973 10466 
19 iHome 10668 9524 
20 PIX-STARPhoto-frame 7932 7388 
21 AndroidPhone 7388 6927 
22 HPPrinter 6845 6295 
23 TP-LinkSmartplug 5789 5766 
24 MacBook-Iphone 2329 2066 
25 WithingsSmartscale 622 622 
26 NESTProtectsmokealarm 396 396 
27 Iphone 108 108 
28 BlipcareBloodPressuremeter 74 61 
29 NestDropcam 58 58 

4.2.9 KDD99 and NSLKDD Datasets 

The most common datasets for intrusion detection are the DARPA 98/99, which were 

developed at MIT Lincoln Lab via an emulated network environment. The DARPA 98 

dataset contains seven days, whereas the DARPA 99 contains five weeks of network traffic. 

The DARPA 98/99 datasets are widely used for network intrusion detection, but these 

datasets are frequently criticized because these datasets contain many redundant records. 
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Lee and Stolfo [180] developed a framework to construct and extract features from 

DARPA 98/99 and named the new dataset KDD99. The KDD99 dataset contains TCP 

attributes but fails to provide information about IP addresses.  

The KDD99 is the most widely used dataset to evaluate anomaly-based intrusion detection 

models. The KDD99 dataset has two weeks of attack-free data and five weeks of attack 

data. The KDD99 main categories are Normal, DoS, Probe, U2R, and R2L. The training 

data contain 24 dissimilar attacks, while testing data contain 14 new attacks. These new 

attacks in the testing dataset can check the model detection ability toward unknown attacks. 

The KDD99 dataset comprises 80 % of attack traffic. The KDD99 dataset violates the 

normal network scenario where 99.99 % flows normal network traffic. The User-2-Root 

and Root-2-Local attacks are uncommon in the KDD99 dataset. The KDD99 dataset 

contains redundant records which produce biased results for high-frequency DoS and 

normal classes. Ghorbani et al. [181] removed some deficiencies from the KDD99 dataset. 

They found duplicate records in the training and testing datasets. Redundant records 

generate biased results in training and testing data. They also analyzed the difficulty level 

of the KDD99 dataset. The new dataset named NSL-KDD dataset is publicly available for 

the researchers. 

4.2.10 UNSW-NB15 Dataset 

The UNSW-NB15 [175][182] dataset has been released at the defense force academy 

University of New South Wales, Australia. The UNSW-NB15 dataset reflects modern 

attacks scenario and deep structured network traffic information. The UNSW-NB15 dataset 

contains nine modern attack categories and realistic events of normal network traffic. The 
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complexity of UNSW-NB15 training and testing sets was evaluated via the Kolmogorov-

Smirnov test to compare training and testing distribution. The skewness test was used to measure 

the feature's irregularity, and the kurtosis test was used to evaluate the smoothness of features.  

The UNSW-NB15 dataset contains 49 features. The features of the UNSW-NB15 dataset 

are grouped into seven categories; flow, basic, content, time, additional generated features, 

connection, and labeled features. The UNSW-NB15 attack categories are Analysis, 

Backdoor, DoS, Exploit, Fizzers, Generic, Reconnaissance, Shellcode, and Worm. The 

dataset is organized in two ways to detect anomalies: binary class consists of normal and 

anomaly labels. In contrast, the attack category label consists of nine attack categories and 

a normal network label. The UNSW-NB15 dataset has several advantages compared to the 

earlier intrusion detection datasets. It contains modern anomalous and normal behavior; 

the training and testing set has a similar probability distribution. The flow-based features 

from the packet header and payload replicate the network packets competently. 

4.2.11 CICIDS2017 Dataset 

The canadian institute for cybersecurity releases the CICIDS2017 [174] dataset at the 

University of New Brunswick, Canada. The CICIDS2017 dataset used diverse attack 

scenarios to generate anomalous network traffic and accurate measures to produce the 

normal network traffic. The CICIDS2017 data were collected for five days, and 80 features 

were extracted using a CICFlowmeter [156]. The CICIDS2017 dataset's important criteria 

are complete network configuration, complete traffic, labeled dataset, complete interaction, 

complete capture, a larger number of available protocols, attack diversity, heterogeneity, a 

large number of features set, and the dataset's metadata. 
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4.3 Two-Level Anomalous Activity Detection Framework 
Experiments 

A hybrid framework for anomalous activity detection experiments using the CICIDS2017 

[174] and UNSW-15 [175] datasets are presented in section 4.3.1. The proposed flow-

based framework for anomalous activity detection experiments using the BoT-IoT [176] 

dataset is described in Section 4.3.2. 

4.3.1 Two Level Hybrid Framework 

Preprocessing the dataset is essential because some feature data types and formats are not 

suitable for machine learning algorithms. The protocol, state, and service features have 

string datatype converted to an integer representation. All features were normalized. The 

system uses the same methodology for both datasets. After the preprocessing, the data is 

ready for training and testing. Python sklearn package was employed to develop the 

proposed model. The main function of the prospective framework is to classify malicious 

activity in IoT communication appropriately. 

Whenever an anomalous activity is discovered, the flow is forwarded to the level2 model, 

which uses a deep packet examination to determine the anomaly category. The level2 

model extracts all features from the raw network data. Feature selection is an important 

factor in modeling anomaly-based intrusion detection systems. An irrelevant feature can 

result in overfitting and affect the modeling power of classification algorithms. The 

objective of feature selection is to remove irrelevant and redundant features from the data 

to improve the predictive power of a classification algorithm. Our earlier work proposes a 

filter-based feature selection model for anomaly-based intrusion detection systems [183].  
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The proposed model evaluates the features based on information gain by considering each 

feature's consistency, dependency, information, and distance. The experimental results 

show that the proposed model has a key effect in reducing computational and time 

complexity. 

In recent years, SCADA system complexity and interconnectivity have exposed the 

SCADA networks to numerous potential vulnerabilities [184]. A machine learning 

approach for anomaly-based intrusion detection in SCADA networks has been developed 

[185]. Additionally, a model for feature selection for anomaly-based intrusion detection in 

SCADA networks was proposed to remove redundant and irrelevant features. These 

models were evaluated using an industrial control system dataset developed at the 

Mississippi State University Starkville, USA [186]. The feature selection algorithm ranks 

the features by measuring information gain. The InfoGainAtributeEval was used as an 

evaluator and ranker as a search method. These feature selection strategies perform well on 

small datasets. 

The level2 model presented in section 4.3.1 employs the RFE approach to determine the 

relevance of each feature using the feature importance and coefficient feature attributes. 

The RFE methodology removes the least significant feature from the current collection of 

features using the feature importance and coefficient attributes. RFE use to select optimal 

features for accuracy, precision, and recall metrics. RFE for accuracy, precision, and recall 

for CICIDS2017 and UNSW-15 datasets are presented in Fig. 4.1 and 4.2.  

The RFE algorithm selects the same set of features for the F1 score as it selects for precision 

and recall because the F1 score is the harmonic mean of precision and recall. The feature 

selection process is an important part of machine learning because it helps choose good 
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quality features. The proposed model uses the RFE methodology in a well-organized way 

to select active and reliable features for anomaly detection. The features selected for 

accuracy, precision, and recall are combined to produce optimal features for all evaluation 

metrics. Table 4.9 shows the features selected for accuracy, precision, and recall for 

CICIDS2017 and UNSW-NB15 datasets. A performance study selected the finest 

classification technique to achieve a high true positive and true negative value. A random 

forest classifier was used for the level2 model. The level2 model deeply inspects the 

network traffic to categorize the detected anomaly appropriately. 

  
(a) (b) 

  
(c) (d) 

Figure 4.1: (a). Accuracy, (b). Precision, (c). Recall and (d). F1 Score for different Features using 
RFE for CICIDS2017 Dataset. 
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(a) (b) 

  
(c) (d) 

Figure 4.2: (a). Accuracy, (b). Precision, (c). Recall and (d). F1 Score for different Features using 
RFE for UNSW-NB15 Dataset. 

Table 4.9: Features Selected for CICIDS2017 and UNSW-NB15 Datasets. 

Dataset  Selected Feature  

CICIDS2017 Destination Port, Bwd Packet Length Max, Bwd Packet Length Min, 

Bwd Packet Length Std, Flow IAT Mean, Flow IAT Std, Flow IAT 

Min, Fwd IAT Min, Bwd Packets/s, Min Packet Length, Max Packet 

Length, Init Win bytes forward, act data pkt fwd 

UNSW-NB15 dsport, proto, dur, sbytes, dbytes, sttl, service, slosad, smeansz, dmeansz, 

stime, synack, ct_srv_dst 

When imbalanced datasets are used, the classification technique is skewed, preferring the 

majority class. Oversampling and under-sampling techniques were used to balance the 

datasets to solve the class imbalance issue. SMOTE and ENN were adopted to balance 

CICIDS2017 and UNSW-NB15 datasets. SMOTE was used for oversampling, and ENN 

was used for cleaning the dataset. Regular, borderline1, borderline2, and SVM algorithms 
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were used, but the finest results were obtained via regular and borderline1 algorithms. 

Borderline1 algorithm was used for the oversampling. K is the number of neighbors 

determining the average distance to the minority samples in the borderline1 algorithm. A 

variety of K values were explored, but K=4 to 8 was the optimal number of neighbors for 

computing the average distance between the minority samples.  

4.3.2 Two Level Flow based Framework  

Malicious third parties have targeted the IoT networks. A network intrusion detection 

system is a realistic protection mechanism for IoT networks. For this purpose, a well-

structured IoT dataset is required to develop and validate the credibility of the intrusion 

detection system for IoT networks. An IoT Botnet dataset was developed at the University 

of New South Wales, Canberra, Australia [151]. The IoT Botnet dataset addresses the 

drawback of previously developed datasets, i.e., complete network information, diverse 

attack scenario, and accurate labeling. They extracted 46 network features and two label 

features for the IoT Botnet dataset. The IoT Botnet dataset has a limited number of flow 

features. The IoT Botnet dataset and the related pcap files are publicly available. A new 

dataset adopted from the IoT Botnet dataset using a network traffic flow analyzer [156] to 

improve flow and network features. The output of the traffic analyzer is the CSV file with 

80 network traffic features. 15 flow-based features were selected from the adopted BoT-

IoT dataset. Table 4.10 shows the flow-based features selected from the adopted BoT-IoT 

dataset.  

New techniques and detection algorithms for intrusion detection require a well-designed 

dataset for IoT networks, which contains comprehensive modern normal network traffic 
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and diverse intrusions scenarios with in-depth structured network traffic information. The 

BoT-IoT dataset provides a reference point for identifying anomalous activity across the 

IoT networks. The label feature identifies the network traffic as normal or anomalous, 

while the category label feature classifies the network traffic as Normal, DDoS, DoS, Scan, 

or Theft. The sub-category label feature identifies the network traffic as Normal, DDoS-

HTTP, DDoS-TCP, DDoS-UDP, DoS-HTTP, DoS-TCP, DoS-TCP, OS-Fingerprint, 

Service-Scan, Keylogging, and Data-Exfiltration. Maximizing the detection rate by 

minimizing false positive and false negative rates is the primary objective of the proposed 

intrusion detection system framework. 

Table 4.10: Selected Flow Features BoT-IoT Dataset. 

Feature Name Feature Name  

Dst Port Flow IAT Min 

Protocol Fwd IAT Tot 

Flow Duration Fwd IAT Mean 

Flow Byts/s Subflow Fwd Pkts 

Flow Pkts/s Subflow Fwd Byts 

Flow IATMean Subflow Bwd Pkts 

Flow IAT Std Subflow Bwd Byts 

Flow IAT Max Binary Label or Category Label 

Supervised learning is important in developing a machine learning model for intrusion 

detection systems. Supervised learning divides the instances into previously determined 

classes. The proposed framework presented in section 3.3.2 was evaluated using the BoT-

IoT dataset. The BoT-IoT dataset required a preprocessing process because some feature 

data types and formats are unsuitable for machine learning algorithms. Therefore, before 

training, the BoT-IoT dataset's non-numeric features have been converted into numeric 

features. The BoT-IoT dataset was normalized using column normalization. 
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4.4 Feed-Forward Neural Network Model Experiments 

The proposed framework is evaluated using bidirectional network flows, consisting of 

packets transmitted between IoT devices. The BoT-IoT [176], IoT-NI [177], MQTT[154], 

MQTTset [154], IoT-23 [154] and IoT-DS2 [154] datasets  are used to evaluate the 

proposed model. The features extracted from the datasets are divided into three groups: 

basic features, flow features, and control flag features The features extracted from the 

datasets used in this section are summarized in Table 4.11. 

4.4.1 Preprocessing Dataset 

The BoT-IoT dataset instances are presented in Table 4.1. The IoT-NI dataset instances are 

shown in Table 4.2, MQTT dataset instances are described in Table 4.3, MQTTset dataset 

instances are presented in Table 4.4, and IoT-23 dataset instances are shown in Table 4.5. 

The initial phase involves the processing of raw network traffic. This process extracts 

network features from pcap files of datasets. A flow has the same source IP, destination IP, 

source port, destination port, and protocol. After extracting the features, the next step is to 

label each dataset instance according to a predefined condition. Each dataset generated in 

this thesis has its own rules for labeling dataset instances as normal or malicious. 

First, the network features flow ID, source IP, source port, destination IP, and timestamp 

were removed from all datasets. These network features describe communication in a 

specific IoT network; however, the proposed model applies to all IoT networks. Second, 

the dataset's non-numeric category features are converted to a numeric field. Two 

techniques were used to handle missing values for these datasets. Machine learning models can 

accommodate data missingness by using encoded variables. "0" is used to encode a missing 
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value. Alternatively, mean imputation technique was used to deal with the missing values in 

the data. Using the mean imputation method, the remaining values in any missing information 

variable are averaged, and the missing values are then replaced with the average.  

Table 4.11: Basic Features, Flow Features, and Control Flag Features. 

Feature Type Features Name 

Basic Features Destination Port, Protocol  

Flow Features Flow Duration, Flow Byts/s, Flow Pkts/s, Flow IAT 
Mean, Flow IAT Std, Flow IAT Max, Flow IAT Min, 
Subflow Fwd Pkts, Subflow Fwd Byts, Subflow Bwd 
Pkts, Subflow Bwd Byts 

Control Flag Features Fwd PSH Flags, Bwd PSH Flags, Fwd URG Flags, 
Bwd URG Flags, FIN Flag Cnt, SYN Flag Cnt, 
RST Flag Cnt, PSH Flag Cnt, ACK Flag Cnt, 
URG Flag Cnt, CWE Flag Cnt, ECE Flag Cnt 

After converting the pcap files to CSV, duplicate instances were introduced. Each dataset 

was cleansed of redundant instances. The model can be evaluated during the testing phase 

utilizing previously unseen data once redundant instances have been removed. Input 

feature columns normalized within a defined range (−1, 1) to remove extreme high values 

and effectively speed up calculations. The binary label column is encoded as 0 for normal 

and 1 for anomalous network instances. BoT-IoT dataset multiclass were labeled from 0 to 

3 for Normal, DoS/DDoS, Scan, and Data theft. The IoT-NI dataset multiclass were labeled 

from 0 to 4 for Normal, DoS, MITM ARP Spoofing, Mirai, and Scan. MQTT dataset 

multiclass were labeled from 0 to 4 for Normal, MQTT Bruteforce, ScaneA, ScanUDP, 

and Sparta. The MQTTset multiclass label was encoded as 0 to 5 for Normal, Bruteforce, 

MQTTFlood, MalariaDoS, Malformed, and SlowITe. The IoT-23 dataset multiclass was 

labeled from 0 to 9 for Normal, Attack, Mirai, File Download, Heartbeat, C&C, Torii, Port 

Scan, DDoS, Okiru. 
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Due to the imbalance in the training set, the class weights were adjusted to give the 

classifiers distinct sensitivity for each class. Class weights are calculated using the number 

of instances in each class. As a result, the class with fewer samples would have a higher 

weight score. The preprocessed data is divided into three sets for classification purposes: 

training, validation, and testing. The features from the training set were chosen and fed into 

a neural network model during the training phase. The testing technique compares the 

classifier's performance against a specified test set. Binary and multiclass classification 

techniques were investigated. A binary classification model assigns each instance to one 

of two categories: normal or anomaly.  

A multiclass classification model assigns each instance to one of two categories: normal or 

anomaly category. TensorFlow library and Keras implementations are used for FFN, CNN, 

RNN, and cGAN models. FFN, CNN, RNN, and cGAN model’s experiments were 

conducted using Google Colab Pro. The Pareto Theory, also known as the 80/20 rule, is 

used to partition the dataset. The dataset is first divided into 80 % for training and 20 % for 

testing in a stratified way. The stratified methodology ensures an equivalent number of 

samples from each division of training, validation, and testing sets. The training set is then 

divided into 80 % for training and 20 % for validation in a stratified way. Sections 4.4, 4.5, 

4.6, and 4.7 were applied to the same preprocessing.  

4.4.2 Model Tuning 
Several iterations are necessary to achieve a convergence phase for the neural networks; 

however, iterations can be decreased by selecting a specific configuration of parameters 

that will help to optimize the training process. Regularization techniques are used to 
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prevent overfitting. Kernel regularizer, bias regularizer, activity regularizer, and dropout 

techniques were used to fine-tune the model to prevent overfitting. The layers of the FFN 

model are started with random values to learn the features gradually. Adam optimizer was 

adopted, and the optimizer weights were modified using a sparse cross-entropy loss 

function. A series of tests were performed using different learning rates to find an optimal 

value of the learning rate to maximize the detection rate. Early stopping methodology was 

also implemented, so after a specific number of epochs, if the validation loss does not 

reduce, the training process will be stopped automatically. The number of epochs must be 

adjusted appropriately for the network output to achieve its full potential throughout the 

training phase. 

The proposed model was trained using 50, 100, 200, and 500 epochs. It is concluded that 

100 epochs are the optimal number of epochs since the model converges within that period. 

Batch size is also an important parameter to consider while fine-tuning deep learning 

models. The batch size may be increased to speed up the training process. So, as a result, 

the training model may be finished in a very short period. However, batch sizes are 

relatively ineffective at improving test scores, though they produce equal training losses. 

A series of trials were conducted with various batch sizes to determine which would work 

better. A batch size of 128 gives optimal values to maximize the detection rate. 

The model's accuracy and loss were evaluated at each epoch value. It provides a technique 

to assess the model performance for training and validation data. The most significant 

feature of neural networks is the loss function. The loss function is used to calculate 

gradients and subsequently used to adjust the neural network weights. If the validation loss 

does not reduce after a certain number of iterations, the early stopping method will 
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terminate the training process, minimizing the over-fitting problem. The average accuracy 

for training, validation, and testing was 99.10%, 99.25%, and 99.25% using the combined 

features IoT-DS2 dataset. The model accuracy does not improve despite the increased 

epoch and early stopping settings, the model accuracy does not improve. Consequently, 

when a model is run across many epochs, the training data gets overfitted to the model. 

4.5 Convolutional Neural Network Model Experiments 

BoT-IoT [176], IoT-NI [177], IoT-23 [154], MQTT[154], MQTTset [154], KDD99 [180] 

and IoT-DS2 [154] datasets were used to evaluate the proposed CNN models. Previously 

the network features flow ID, source IP, source port, destination IP, and timestamp were 

removed from all the adapted datasets because these features describe communication inside 

a specific IoT network. Additionally, destination port and protocol were eliminated from all 

adapted datasets to increase the generalizability of the feature set. Sections 4.5, 4.6, and 4.7 

utilized the same feature set. 

4.5.1 Feature Selection 

The selection of features is an important step in developing a deep learning model. Model 

improvement techniques known as feature selection include identifying and choosing 

certain features needed to enhance prediction. The feature selection strategy minimizes 

overfitting, speeds up model training, and makes the model less prone to test errors. A 

feature selection technique called RFE was used to extract relevant features from the 

proposed datasets. Accuracy, precision, and recall are used to rank features. A random 

forest algorithm was used to estimate the overall importance of features. A 5 and 10 fold 
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cross-validation test was utilized to validate the subset of selected features and the 

overfitting of the RFE model. The RFE algorithm extracts 64 features from the IoT-DS2 

dataset. The feature selection technique utilizes the feature significance, and coefficient 

attributes to determine the relevance of each feature and eliminates the least important 

feature from the current collection of features. The IoT-DS2 dataset was chosen as the 

feature selection dataset because it contains malicious data from other datasets. CNN1D, 

CNN2D, and CNN3D used the same set of 64 features for the BoT-IoT, IoT-NI, IoT-23, 

MQTT, MQTTset, and IoT-DS2 datasets. Section 4.6 and 4.7 also utilized the same set of 

64 features. 

4.5.2 Model Tuning  
Most deep learning networks require a large number of training iterations to attain 

convergence, but these can be decreased by selecting a precise parameter configuration that 

allows for greater convolution in the training process, as well as designing and guiding the 

network structure. In addition, regularization is also beneficial in avoiding overfitting. 

Three regularization methods and various hyperparameters were used to tune the binary 

and multiclass models. Same hyperparameters optimization was used for binary and 

multiclass CNN models to implement the model generalization for different classification 

problems. As the baseline construct, a multiclass CNN model was designed comprising 

four blocks of convolution layers, a flatten layer, a dense layer, and an output layer. The 

CNN model layers were initialized with random values to help it learn the features over 

time. 
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Kernel, bias, and activity regularizers were used for data preparation levels. l1 is 

randomized, and l2 is integrated with l1. Convolutional neural networks with three 

architectures were investigated. The number of convolutional layer blocks, filters, and 

kernel size were increased/decreased, respectively. Different dropout rates were utilized in 

the convolutional and dense layers. The findings show that the reference convolutional 

neural network model outperforms the other models. Adam optimizer and a sparse 

categorically cross-entropy loss function were selected to adjust the optimizer weights. In 

deep learning algorithms, the learning rate is essential since it specifies the size of the steps 

taken by a model during each iteration. A series of tests were performed, varying the 

learning rate for the Adam optimizer (0.01, 0.001, 0.0001, 0.00001), and 0.0001 was 

chosen as the best learning rate to maximize the detection rate. As the network learns, the 

loss function becomes inversely proportional to its output, and the error trend decreases as 

accuracy increases. Finally, to prevent overfitting, an early stopping strategy was 

implemented. The training process will stop when the validation loss does not reduce over 

a set number of iterations. The number of epochs must be adjusted to guarantee the highest 

potential network output during the testing period, to the point that the network accuracy 

vs. epochs no longer increases. 50, 100, 200, and 500 epochs were used in each CNN 

model. Since all CNN models converge within 100 epochs, 100 epochs are considered the 

optimum number of epochs. 

The activation function of a deep learning algorithm is important. The ReLU activation 

function was used in convolution and dense layers. The SoftMax activation function was 

used in the output layer. The batch size is also a key hyperparameter to adjust deep learning 

systems. Increasing the batch size can improve the degree to which computations are 
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parallelized and distribute the training examples across several worker nodes. As a result, 

model training may be significantly accelerated. However, larger batch sizes have seemed 

to generalize poorly for testing results despite producing comparable training losses to 

smaller batch sizes [187]. The generalization gap refers to the difference between train and 

test error. Different batch size experiments were performed to see what batch size would 

work best (16, 32, 64, 128, 256, 512). A batch size of 64 to 128 was considered the optimal 

choice for training and testing the CNN model. 

The binary and multiclass CNN models are validated using the accuracy, precision, recall, 

and F1 score. The accuracy and loss of the CNN model were calculated for each epoch 

during training. It can assess whether the model has been sufficiently learned to 

differentiate between various anomalies and how many data points in the validation set 

have been correctly identified. The loss function is perhaps the most important aspect of 

neural networks. The gradients are calculated using the loss function, and the gradient is 

used to update the neural network biases, increasing, or decreasing the neural network 

weights. TensorFlow has a variety of loss functions that can be used to accomplish a variety 

of tasks. Figure 4.3 shows the loss of the CNN model during training and validation.  

The loss function measures the total deviation for each test within the training set. The 

average loss for training was 0.05, while the testing loss measured 0.0007. When the 

validation loss does not reduce for a certain number of iterations, the early stopping 

technique will end the training process to reduce the over-fitting problem. CNN model was 

trained using a 100 epoch, a batch size of 128, and patience of 5 iterations. The loss function 

and accuracy plot are inversely related, as seen in Fig. 4.3. The average accuracy was 

99.90% for training, 99.80% for validation, and 99.90% for testing using the BoT-IoT 
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dataset. The accuracy did not improve with 200 and 500 epochs and 10 iterations of 

patience. Consequently, operating a model over a large number of epochs results in 

overfitting the training data. 

 

Figure 4.3: Loss and Accuracy of Multiclass CNN1D Model in Training and Validation. 

A transfer learning principle was employed for binary classification using pre-trained 

multiclass classification CNN1D, CNN2D, and CNN3D models. Next, the same pre-

trained learning model was used for multiclass classification of BoT-IoT, IoT-NI, IoT-23, 

MQTT, and MQTTset datasets. The binary and multiclass classification transfer learning 

model uses an IoT-DS2 dataset pre-trained model consisting of all attack classes from BoT-

IoT, IoT-NI, IoT-23, MQTT, and MQTTset datasets. 

4.6 Recurrent Neural Network Model Experiments 

BoT-IoT [176], IoT-NI [177], IoT-23 [154], MQTT[154], MQTTset [154], NSLKDD 

[181] and IoT-DS2 [154] were used to evaluate RNN anomaly detection models. The 

proposed RNN and CNNRNN models are evaluated using accuracy, precision, recall, F1 

score, TNR, FPR, and FNR. This section combines the Keras framework with the 
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TensorFlow backend to conduct all the experiments. The experiments were conducted 

using Google Colab. Three processes comprise a neural network model assessment: 

training, validation, and testing. Due to imbalanced datasets, class weights were used for 

classes in the training phase. Class weights were calculated based on the number of class 

instances, so the classes with a small number of instances will get high importance. At each 

epoch value, the accuracy and loss of each model were computed for both the training and 

validation sets. 

The Adam optimizer was used to train each RNN model for 100 epochs on the same batch 

size. The loss functions of the neural network are certainly the most important factor. The 

sparse categorical cross-entropy loss function is used in this section. Three methods were 

used to mitigate the model's overfitting. First, the kernel, bias, and activity regularizers are 

used at LSTM, BiLSTM, GRU, and CNN layers. The kernel, bias, and activity regularizers 

use l1-l2 penalty techniques for regularization. Second, the activity regularization layer 

was used, and third, the dropout layer was used. These three strategies eliminate the 

possibility of the model overfitting. Finally, an early stopping approach was used to 

terminate the model if the validation loss did not decrease during the training phase. The 

early stopping strategy also minimizes the likelihood of overfitting, which occurs when a 

model is trained over a large number of epochs. 100 epochs were used to train all RNN 

models, with a batch size of 128 and patience of 5 iterations for each model. The batch size 

and the number of epochs were increased and decreased to check for improvement in the 

model's accuracy. Still, the accuracy of the model was not improved.  

Figure 4.4(a) illustrates the loss, and Fig. 4.4(b) illustrates the accuracy of LSTM, 

BiLSTM, and GRU models during training and validation using the BoT-IoT dataset. The 
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loss and accuracy of the CNN-based LSTM, BiLSTM, and GRU models using the BoT-

IoT dataset during training and validation are represented in Fig. 4.5(a) and 4.5(b). The 

loss function calculates the overall deviation across all tests in the training set. The early 

stopping strategy will stop the training process if the validation loss does not decrease after 

a specified number of iterations, hence reducing the over-fitting problem. As illustrated in 

Figures. 4.4 and 4.5 show that the loss function and the accuracy plot are inversely associated. 

The accuracy did not increase with 200 and 500 epochs and 10 iterations of patience. Overfitting 

of the training data occurs due to running a model over a significant number of iterations. 

 

  
(a) (b) 

Figure 4.4: (a). Loss. (b). Accuracy of Multiclass Classification using LSTM, BiLSTM, and GRU 
Models utilizing BoT-IoT Dataset. 

  
(a) (b) 

Figure 4.5: (a). Loss. (b). Accuracy of Multiclass Classification using CNN based LSTM, BiLSTM, 
and GRU Models utilizing BoT-IoT Dataset. 
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4.7 Conditional GANs Model Experiments 

The cGANs evaluated models using KDD99 [180], NSLKDD [181], BoT-IoT [176], IoT-

NI [177], IoT-23 [154], MQTT[154], and MQTTset [154] datasets. KDD99 and NSLKDD 

datasets have 41 features, which were all used to evaluate the cGAN model. The BoT-IoT, 

IoT-NI, IoT-23, MQTT, and MQTTset datasets contain 80 network features, but 64 were 

used to evaluate the cGAN model. The RFE algorithm was used to extract 64 features. 

4.7.1 One Class cGANs 

This methodology balances dataset instances by providing data for the minority classes and 

distributing it throughout the dataset instances in a randomized fashion. t-SNE was used to 

visualize the dataset with many dimensions. t-SNE reduces the dataset dimensions to two 

or three dimensions [188]. The concept of perplexity was used to calculate the number of 

nearby neighbors that each point has in the area. This method allows us to visualize the 

performance of the ocGAN model in relation to the real data class. The synthetic data is 

labeled fake in Fig. 4.6(a to g).  

Each dataset has been successfully divided into normal and anomalous clusters. The 

synthetic and real samples from the minority class are joined to generate a single cluster 

that aims to categorize data from that class more precisely. The synthetic minority data 

points are identical to the real minority data points in classification. The data visualizations 

in Fig. 4.6(a to g) demonstrate the ocGAN model's ability to generate samples identical to 

real samples, suggesting that the generator can augment minority classes. 
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Figure 4.6 (a): KDD99 Dataset Real Data Classes 

and ocGAN Model Synthetic Data Class. 
Figure 4.6 (b): NSLKDD Dataset Real Data 

Classes and ocGAN Model Synthetic Data Class. 

  
Figure 4.6 (c): BoT-IoT Dataset Real Data 

Classes and ocGAN Model Synthetic Data Class. 
Figure 4.6 (d): IoT-NI Dataset Real Data Classes 

and ocGAN Model Synthetic Data Class. 
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Figure 4.6 (e): MQTT Dataset Real Data Classes 

and ocGAN Model Synthetic Data Class. 
Figure 4.6 (f): MQTTset Dataset Real Data 

Classes and ocGAN Model Synthetic Data Class. 

 

Figure 4.6 (g): IoT-23 Dataset Real Data Classes and ocGAN Model Synthetic Data Class. 

Figure 4.6: Real data classes and ocGAN model synthetic data class 
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4.7.2 Binary Class cGANs 

The bcGAN model has been used to build synthetic instances from a binary dataset. The 

bcGAN model can generate an infinite number of instances for each class. From Fig. 4.7(a 

to g), "fake" symbolizes the synthetic data. Fig. 4.7(a to g) shows the tSNE data 

visualizations for the bcGAN model for the datasets used in this section. To calculate the 

number of near neighbors each point has, perplexity values are used. Each class's synthetic 

and real samples are combined to form a single cluster that attempts to categorize data more 

precisely from that class. 

Each dataset is successfully separated into the normal and anomalous clusters, as shown 

in Fig. 4.7(a to g). Each cluster is a combination of real and synthetic samples. The 

synthetic data points are categorized very precisely to the real data points. The data 

visualizations in Fig. 4.7(a to g) show the bcGAN model can learn to produce samples 

similar to real samples, indicating that it can be used to augment a binary dataset. The 

data generated by the bcGAN model was tested by comparing it to a real dataset. The 

goal of testing using a real dataset is to rule out the possibility of overfitting the bcGAN 

model. The testing dataset was balanced to ensure that each data class had an equal 

chance of success. 
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Figure 4.7 (a): KDD99 Dataset Real Data Classes 

and bcGAN Model Synthetic Data Classes. 
Figure 4.7 (b): NSLKDD Dataset Real Data 

Classes and bcGAN Model Synthetic Data Classes. 

  
Figure 4.7 (c): BoT-IoT Dataset Real Data Classes 

and bcGAN Model Synthetic Data Classes. 
Figure 4.7 (d): IoT-NI Dataset Real Data Classes 

and bcGAN Model Synthetic Data Classes. 
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Figure 4.7 (e): MQTT Dataset Real Data Classes 

and bcGAN Model Synthetic Data Classes. 
Figure 4.7 (f): MQTTset Dataset Real Data 

Classes and bcGAN Model Synthetic Data Classes. 

 

Figure 4.7 (g): IoT-23 Dataset Real Data Classes and bcGAN Model Synthetic Data Classes. 

Figure 4.7: Real Data Classes and bcGAN Model Synthetic Data Classes. 
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4.7.3 Binary Class cGANs for Multiclass Classification 

This section summarises the observations for the framework for multiclass classification 

based on the bcGAN model represented in Fig. 3.21. The synthetic data visualization using 

tSNE for KDD99, BoT-IoT, IoT-NI, MQTT, MQTTset, and IoT-23 datasets using the 

bcGAN model for multiclass classification framework is presented in Fig. 4.8(a to f). The 

KDD99 dataset synthetic data classes using the bcGAN model for multiclass classification 

framework are presented in Fig. 4.8(a). In the KDD99 dataset, five distinct clusters were 

created, one for each data class.  

The BoT-IoT dataset multiclass classification framework produces five clusters, as shown 

in Fig. 4.8(b). DDoS and DoS classes have extremely similar clusters; hence, these two 

classes were merged to conduct multiclass classification on the BoT-IoT dataset. The 

authors in [161] also report that the data from DDoS and DoS are closely related, so they 

combined these two classes when performing multiclass classification. The strong 

association between these two classes has been demonstrated using synthetic data for the 

BoT-IoT dataset, as seen in Fig. 4.8(b).  

The multiclass classification framework generates a unique cluster for each data class in 

the IoT-NI, MQTT, and MQTTset dataset, as shown in Fig. 4.8(c to e). The IoT-23 dataset 

produced nine distinct clusters; however, the framework could not differentiate between 

Torii and Okiru anomaly classes. The average detection rate for BoT-IoT, IoT-NI, and IoT-

23 datasets for multiclass classification was less than 80%. As a result, the comprehensive 

results of these datasets were not included. The overfitting of the bcGAN model in a 

multiclass classification situation was checked using 5-fold cross-validation. 
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(a) (b) 

  
(c) (d) 

  
(e) (f) 

Figure 4.8: (a). KDD99 Dataset Synthetic Data Classes using bcGAN Model for Multiclass 
Classification Framework. (b). BoT-IoT Dataset Synthetic Data Classes using bcGAN Model for 

Multiclass Classification Framework. (c). IoT-NI Dataset Synthetic Data Classes using bcGAN Model 
for Multiclass Classification Framework. (d). MQTT Dataset Synthetic Data Classes using bcGAN 

Model for Multiclass Classification Framework. (e). MQTTset Dataset Synthetic Data Classes using 
bcGAN Model for Multiclass Classification Framework. (f). IoT-23 Dataset Synthetic Data Classes 

using bcGAN Model for Multiclass Classification Framework. 
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4.8 IoT Device Identification Experiments 

Preprocessing was required for the IoT-DI20 [154] and IoT-DI21[154] datasets because 

data types of some features are not suited to machine learning techniques. The IoT-AD20 

and IoT-DI21 dataset was generated using the CICFlowmeter application. Three IoT 

devices are included in the IoT-DI20 dataset. The IoT-DI21 dataset contains 29 IoT 

devices, but five of these devices had fewer than 1,000 instances; therefore, these five 

devices were excluded from the IoT-DI21 dataset. The IoT-DI20 and IoT-DI21 datasets 

were combined to increase the number of IoT devices in the dataset, and the new dataset 

was named the IoT-DI dataset. The IoT-DI dataset consists of 26 IoT devices [154].  

First, flow ID, source IP, source port, destination IP, destination port, and Timestamp 

features were removed from all datasets because these network features define 

communication inside a particular IoT network, but the proposed model can be applied to 

all IoT networks. Duplicate instances were also removed. The mean imputation technique 

was used to deal with the missing values in the data. Using the mean imputation method, the 

remaining values in any missing information variable are averaged, and the missing values are 

then replaced with the average. Input feature columns normalized within a range (-1, 1).  The 

proposed model has been tested against the full features dataset, reduced features, and flow-

based features. 

The learning curve illustrates a connection between the training and cross-validation of an 

algorithm over several test samples. The learning curve shows how the algorithm will 

enhance its detecting capacity as more data is provided or sufficient data is provided for 

the optimal output of the algorithm. Figure 4.9 shows the F1 score-based learning curve 

for detecting IoT devices using a decision tree algorithm. F1 score was used for the learning 
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curve because it is the harmonic means of precision and recall. The learning curve indicates 

that a minimum of fifty thousand instances is required to obtain a higher detection rate for 

IoT device identification. 

 

Figure 4.9: IoT-DI Dataset Learning Curve for IoT Device Identification. 

 

Figure 4.10: Botnet Dataset Learning Curve for IoT Device Identification. 
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Meidan et al. [138] have created an IoT botnet dataset using nine IoT devices. The dataset 

includes 115 attributes for normal and malicious networks stream. The dataset consists of 

different normal network activities for each industrial device to maintain regular network 

activity in the training set. Figure 4.10 presents the learning curve for the IoT botnet dataset. 

4.9 Summary 

This chapter presents a technique to generate IoT network intrusion datasets for anomalous 

activity detection in IoT networks. Five IoT network datasets for anomaly detection and 

three datasets for IoT device identification were generated. These datasets have a wider 

network and flow-based features. The details of the experiments that were performed to 

evaluate the proposed frameworks are also presented in this chapter. 
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Chapter 5. Discussion of Results 

Discussion of Results 

This chapter discusses the evaluation results of each framework. In each evaluative 

situation, the frameworks in this thesis compared to the benchmark techniques in terms of 

accuracy, precision, recall, and F1 score. 

5.1 Introduction  

The proposed frameworks were tested using a variety of IoT network intrusion datasets. A 

comparison was made between the proposed anomaly detection frameworks and the 

previously published benchmark methodologies in this field based on the outcomes of their 

evaluations. The experiments were performed using six IoT datasets and four network-

based datasets. Four IoT-related datasets were utilized to detect connected IoT devices. The 

discussion of results is arranged in the same sequence as the Chapter 3 proposed 

frameworks for anomalies. 
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5.2 Evaluation Metrics 

The proposed frameworks are validated using the accuracy, precision, recall, and F1 score. 

Accuracy is expressed as the proportion of accurately identified samples to the total 

number. Precision is measured by the ratio of appropriately classified items to the total TP 

(True Positive) and FP (False Positive). Precision measures how many of the identified 

anomalies are real anomalies. This metric indicates the model's ability to identify only 

anomalies correctly. The recall value is determined by calculating the overall amount of 

TP measurements by means of the total number of TP and FN (False Negative). Recall 

measures how many of the real anomalies were identified. This metric indicates the model's 

ability to detect all anomalies. Finally, the F1 score is computed as the weighted average 

of precision and recall. The F1 score measures the overall performance of the anomaly 

detection model by combining recall and precision and calculating the harmonic mean. 

Additionally, TPR, TNR, FPR, and FNR were also calculated. TPR (True Positive Rate) 

refers to the number of anomalies that test positive. The TNR (True Negative Rate) is the 

number of normal samples that are found to be negative, i.e., the proportion of correctly 

declared good data. The FPR (False Positive Rate) indicates how frequently the detector 

incorrectly flags data points as anomalies, i.e., the number of normal samples that test 

positive. An effective system generates the fewest possible false positives. If the FPR is 

excessive, consumers will disable the system since it is more annoying than useful. FNR 

(False Negative Rate) is the number of abnormal samples that test negative. The rate of 

false negatives indicates how frequently the detector missed anomalies. The formula for 

these metrics is presented in (4.1 to 4.7). 
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5.3 Two-Level Anomalous Activity Detection Framework  

Section 5.3.1 presents the proposed hybrid framework evaluation findings utilizing the 

CICIDS2017 [174] and UNSW-15 [175] datasets. Section 5.3.2 discusses the proposed 

flow-based framework evaluation results utilizing the BoT-IoT [176] dataset. 

5.3.1 Two Level Hybrid Framework 

The level1 model's primary function is to classify the incoming data as normal or abnormal. 

The classification algorithm for the level1 model was a decision tree classifier. The level1 
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model use only flow-based features to classify the IoT communication. 80% of the dataset 

was used for training, and 20 % of the dataset was used for testing. The proposed level1 

model achieved an accuracy of 99.72% for the CICIDS2017 dataset, as shown in Table 

5.1. The proposed level1 model achieved a precision of 99.90% for the normal class and 

99.69% for the anomaly class. The recall value of the level1 model was also measured high 

both for normal and anomaly classes using CICIDS2017. Cross-validation tests evaluated 

the proposed model's accuracy, precision, recall, and F1 score. The cross-validation test for 

the CICIDS2017 dataset is presented in Table 5.1. The results of cross-validation for the 

CICIDS2017 dataset reveal minor changes in accuracy, precision, recall, and F1 score.  

Table 5.1: Accuracy, Precision, Recall, and F1 Score for Binary Classification using CICIDS2017 Dataset. 

Assessment  Class Accuracy Precision Recall F1 score TNR FPR FNR 

Training 80% 
Testing 20% 

Normal 
99.72 

99.90 99.92 99.91 99.59 0.41 0.08 

Anomaly 99.69 99.59 99.64 99.92 0.08 0.41 

3-Fold  
Normal 

99.60 
99.82 99.93 99.88 99.27 0.73 0.07 

Anomaly 99.71 99.27 99.49 99.93 0.07 0.73 

5-Fold 
Normal 

99.42 
99.70 99.93 99.82 98.78 1.22 0.07 

Anomaly 99.72 98.78 99.25 99.93 0.07 1.22 

10-Fold 
Normal 

99.40 
99.69 99.93 99.81 98.72 1.28 0.07 

Anomaly 99.70 98.72 99.21 99.93 0.07 1.28 

As shown in Table 5.2, the proposed level1 model achieves an accuracy of 99.60% when 

used with the UNSW-NB15 dataset. Precision was 99.83% for the normal class and 99.66% 

for the anomalous class using the proposed level1 model. The recall and F1 score of the 

level1 model were also high for the normal class and anomalous class using the UNSW-

NB15 dataset. Table 5.2 also summarizes the cross-validation test for the UNSW-NB15 

dataset. Cross-validation findings of the UNSW-NB15 dataset indicate only minor changes 

in accuracy, precision, recall, and F1 score. The FPR for CICIDS2017 was 0.34% and 



139 
 

0.31% for the UNSW-NB15 dataset. FNR was 0.14% in the CICIDS2017 dataset and 

0.31% in the UNSW-NB15 dataset. 

The proposed level2 model accuracy, precision, recall, and F1 score for CICIDS2017 and 

UNSW-NB15 datasets are presented in Tables 5.3 and 5.4. The proposed level2 model was 

99.81% accurate for CICIDS2017 and 99.87% accurate for UNSW-NB15 datasets. The 

proposed model achieved high precision and recall for both datasets. The FPR for 

CICIDS2017 was 0.35%, while the FPR for the UNSW-NB15 dataset was 1.96%. The 

FNR in the CICIDS2017 dataset was 0.20%, whereas it was 1.84% in the UNSW-NB15 

dataset.  

Table 5.2: Accuracy, Precision, Recall, and F1 Score for Binary Classification using UNSW-NB15 Dataset. 

Assessment  Class Accuracy Precision Recall F1 score TNR FPR FNR 

Training 80% 
Testing 20% 

Normal 
99.60 

99.83 99.85 99.84 99.62 0.38 99.83 

Anomaly 99.66 99.62 99.64 99.85 0.15 99.66 

3-Fold  Normal 
99.53 

99.67 99.99 99.83 99.23 0.77 0.00 

Anomaly 99.99 99.23 99.62 99.99 0.00 0.77 

5-Fold Normal 
99.45 

99.67 99.90 99.79 99.26 0.74 0.10 

Anomaly 99.78 99.26 99.52 99.90 0.10 0.74 

10-Fold Normal 
99.05 

99.69 99.62 99.65 99.29 0.71 0.38 

Anomaly 99.13 99.29 99.21 99.62 0.38 0.71 

Additionally, cross-validation tests are applied to assess the accuracy, precision, recall, and 

F1 score of the proposed level2 multiclass classification model. Table 5.5 shows the results 

of the cross-validation test for the CICIDS2017 and UNSW-15 datasets, respectively. 

Cross-validation findings for the CICIDS2017 and UNSW-NB15 datasets demonstrate 

small changes in accuracy, precision, recall, and F1 score. Low FPR and FNR values 

indicate that the proposed technique can be implemented in IoT networks to detect and 

correctly classify anomalies.  
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Table 5.3: Accuracy, Precision, Recall, and F1 Score for Multiclass Classification using CICIDS2017 
Dataset. 

Class Accuracy Precision Recall F1 score TNR FPR FNR 

Normal 99.81 99.90 99.88 99.89 99.57 0.43 0.12 
DDoS 99.81 99.97 99.84 99.91 99.99 0.01 0.16 
PortScan 99.81 99.42 99.91 99.66 99.96 0.04 0.09 
Botnet 99.81 88.05 69.10 77.43 99.99 0.01 30.90 
Infiltration 99.81 99.99 25.00 40.00 99.99 0.01 75.00 
Web Attack 99.81 96.51 90.51 93.41 99.99 0.01 9.49 
FTP-Pat 99.81 99.99 99.96 99.98 99.99 0.01 0.00 
SSH-Pat 99.81 99.77 98.72 99.24 99.99 0.00 1.28 
DoS-slowloris 99.81 97.18 97.52 97.35 99.99 0.01 2.48 
DoS-Slowhttptest 99.81 98.26 91.87 94.96 99.99 0.01 8.13 
DoS-Hulk 99.81 99.33 99.65 99.49 99.94 0.06 0.35 
DoS-GoldenEye 99.81 99.30 99.34 99.32 99.99 0.01 0.66 
Heartbleed 99.81 99.99 99.99 99.99 99.99 0.01 0.01 

Table 5.4: Accuracy, Precision, Recall, and F1 score for Multiclass Classification using UNSW-NB15 
Dataset. 

Class Accuracy Precision Recall F1 score TNR FPR FNR 

Normal 97.87 98.89 99.92 99.40 97.35 2.65 0.08 
Exploits 97.87 90.53 96.60 93.47 99.59 0.41 3.40 
Fuzzers 97.87 91.73 91.27 91.50 99.81 0.19 8.73 
Backdoors 97.87 98.19 78.16 87.04 99.99 0.01 21.84 
DoS 97.87 80.38 76.82 78.56 99.65 0.35 23.18 
Generic 97.87 98.22 95.63 96.91 99.54 0.46 4.37 
Reconnaissance 97.87 95.73 76.81 85.23 99.95 0.05 0.31 
Shellcode 97.87 87.65 87.01 87.33 99.98 0.02 12.99 
Analysis 97.87 90.02 76.63 82.79 99.98 0.02 23.37 
Worms 97.87 84.78 82.98 83.87 99.99 0.01 17.02 

Table 5.5: Cross-Validation Score for CICIDS2017 and UNSW-NB15 Datasets. 

Class Accuracy Precision Recall F1 score TNR FPR FNR 

(a) CICIDS2017 

3-Fold 99.75 99.75 99.74 99.74 99.65 0.35 0.26 
5-Fold  99.71 99.71 99.70 99.70 99.64 0.36 0.30 
10-Fold 99.77 99.76 99.76 99.76 99.64 0.36 0.24 

(b) UNSW-NB15 

3-Fold 96.35 96.35 96.36 96.27 97.03 2.97 3.36 
5-Fold  96.81 96.84 96.82 96.74 97.50 2.50 2.90 
10-Fold 96.22 96.23 96.23 96.14 96.86 3.14 3.49 
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5.3.2 Two Level Flow based Framework 

Following preprocessing, the BoT-IoT dataset was prepared to be used using machine 

learning algorithms. The proposed framework was developed using the Python sklearn 

library. Training and testing are two essential components of machine learning. A random 

sampling technique was used to generate the training and testing sets. The proposed 

framework selects a random sample for training and testing each time. A fully-grown tree 

is likely to overfit the data; therefore, therefore the decision tree was divided by using a 

maximum depth selection for the proposed model. Another way to remove overfitting is to 

use a random forest classifier, which combines multiple decision tree algorithms to obtain 

better predictive performance. A decision tree was used at level1, and a random forest 

classifier was used at level2 for the proposed framework. In machine learning, different 

validation tests are used to evaluate the success rates of a proposed model. The jackknife 

test is efficient and reliable because of its unique results. However, the computational time 

of the jackknife test is an issue when using a large dataset. Therefore, a K-fold cross-

validation test was used to evaluate the performance of the proposed model to minimize 

the running time. The k-fold cross-validation test uses the first k-1 folds for training and 

the last fold for testing. The proposed framework was validated using 3, 5, and t10 folds 

cross-validation tests. 

The primary function of the proposed level1 model is to classify the input flow correctly 

as normal flow or anomalous flow. High accuracy, precision, recall, and F1 score values 

are obtained when an immaculate classifier is chosen for intrusion detection. Therefore, a 

performance study was accomplished to choose the most excellent classification technique. 

The proposed level1 model achieved an accuracy of 99.98% for the BoT-IoT dataset, as 
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shown in Table 5.6. The proposed level1 model had a precision of 99.99% for the normal 

class and 99.99% for the anomaly class. The level1 model had a high recall value for 

normal and anomaly classes. The FPR was 0.26%, while the FNR was 0.01%. Table 5.6 

also shows cross-validation tests for the BoT-IoT dataset. The findings of the cross-

validation tests for binary classification of the BoT-IoT dataset remain consistent. 

Table 5.6: Accuracy, Precision, Recall, and F1 Score for Binary Classification using BoT-IoT Dataset. 

Assessment  Class Accuracy Precision Recall F1 score TNR FPR FNR 

Training 80% 
Testing 20% 

Normal 99.98 99.99 99.73 99.86 99.99 0.00 0.27 

Anomaly 99.99 99.99 99.99 99.73 0.27 0.00 

3-Fold  
Normal 

99.97 
99.87 99.71 99.79 99.99 0.01 0.29 

Anomaly 99.99 99.99 99.99 99.71 0.29 0.01 

5-Fold 
Normal 

99.97 
99.95 99.72 99.84 99.99 0.00 0.28 

Anomaly 99.99 99.99 99.99 99.72 0.28 0.00 

10-Fold 
Normal 

99.98 
99.99 99.72 99.85 99.99 0.00 0.28 

Anomaly 99.99 99.99 99.99 99.72 0.28 0.00 

The level2 model determines the type of attack or subcategory of attack. Several 

classification techniques were compared to find the best classification strategy for the 

proposed level2 model. A random forest classifier was used for the level2 model. The 

accuracy, precision, recall, and F1 score of different classifiers trained on the BoT-IoT 

dataset are shown in Fig. 5.1. When the level1 model classifies a network flow as an 

anomaly, the flow will be forwarded to the level2 model for further classification to find a 

category or subcategory of the detected anomaly. The prediction results of the level2 model 

for categorized attacks are presented in Table 5.7. To further assess the proposed model's 

accuracy, precision, recall, and F1 score, 3, 5, and 10 folds cross-validation tests were 

utilized. Table 5.8 displays the results of cross-validation tests performed via the BoT-IoT 

dataset. Low FPR and FNR values show that the proposed technique based on flow features 

is suitable for detecting and correctly classifying anomalies in IoT networks. 
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Figure 5.1: Accuracy, Precision, Recall, and F1Score using BoT-IoT Dataset. 

Table 5.7: Accuracy, Precision, Recall, and F1 Score for Multiclass Classification using BoT-IoT Dataset. 

Class Accuracy Precision Recall F1 score TNR FPR FNR 

Normal 99.51 99.96 99.78 99.87 100.00 0.00 0.22 

DDoS 99.51 99.21 98.84 99.03 99.75 0.25 1.16 

DoS 99.51 98.84 99.22 99.03 99.63 0.37 0.78 

Scan 99.51 99.97 99.96 99.97 99.99 0.01 0.04 

Theft 99.51 99.96 99.97 99.97 99.99 0.01 0.03 

Table 5.8: Cross-Validation Score for BoT-IoT Dataset. 

Class Accuracy Precision Recall F1 score TNR FPR FNR 

3-Fold 99.52 99.52 99.52 99.52 99.85 0.15 0.48 

5-Fold  99.58 99.58 99.58 99.58 99.87 0.13 0.42 

10-Fold 99.60 99.60 99.60 99.60 99.87 0.13 0.40 
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5.4 Feed-Forward Neural Network Model 

This section presents the results of the FFN model for binary and multiclass classification, 

which were evaluated using six benchmark datasets. The FFN model utilized flow features 

and flag features. The evaluation results using the FFN model were compared to previously 

published papers. 

5.4.1 Multiclass Classification 

This section evaluates a feed-forward neural network-based model for detecting anomalies 

in IoT networks using flow and flag features. Network traffic was classified using the 

multiclass classification into normal and different attack categories. The average training 

loss was 0.07, whereas the average testing loss was 0.03. Overfitting was reduced using an 

early stop strategy with 5 iterations of patience. The training process converged in less than 

100 epochs, and the training was terminated early due to the early stopping technique. Six 

datasets are used to evaluate the performance of the multiclass FFN model. Table 5.9 

summarises the average accuracy, precision, recall, and F1 score evaluation metrics for the 

BoT-IoT, IoT-NI, MQTT, MQTTset, IoT-23, and IoT-DS2 datasets using the flow feature 

set, control flag feature set, and combined feature set. 

The BoT-IoT dataset was labeled 0 to 3 for multiclass classification. The BoT-IoT dataset 

precision for Normal, DoS, Scan, and Theft classes is 98.90%, 99.97%, 99.93%, and 

99.84% using the combined features set. The FPR rate was measured at 0.05%, and FNR 

was 0.11%. The IoT-NI dataset multiclass was labeled 0 for normal and 1 to 4 anomalous 

categories. The performance of the proposed model for the IoT-NI dataset was not 

satisfactory for some anomalous classes. The precision was 97.88%, 99.97%, 99.70%, 
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81.92%, and 96.49% for the Normal, DoS, MITM ARP Spoofing, Mirai, and Scan classes. 

FPR was measured at 0.51%, while the FNR was measured at 4.76%. The high FNR is 

because most anomalies were discovered, but they were incorrectly classified. The model's 

detection rate was high for the MQTT, MQTTset, and IoT-23 datasets. Only 493 MQTT 

brute force attack instances were misclassified as normal; otherwise, all the instances were 

correctly classified in the MQTT dataset. Only 150 instances of the MQTTset dataset were 

misclassified, and the model achieved the highest detection rate among all datasets used in 

this section. The IoT 23 dataset's Normal class detection rate was 99.90%, and attack 

classes with low detection rates are File Download, Heartbeat, and C&C. FPR was 

calculated at 0.03%, while the FNR was calculated at 0.27%. 

Table 5.9: Average Multiclass Classification Accuracy, Precision, Recall, and F1score. 

Dataset 

Basic and Flow Features Basic and Control Flag Features Basic, Flow, and Control Flag Features 

Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score 

BoT-IoT 99.53 99.94 99.55 99.74 98.37 98.51 98.37 98.42 99.86 99.84 99.89 99.87 

IoT-NI 95.66 96.32 94.66 95.11 95.50 96.60 95.50 95.80 97.96 98.17 97.96 98.02 

MQTT 99.93 99.93 99.93 99.93 99.92 99.93 99.92 99.92 99.92 99.93 99.92 99.93 

MQTTset 99.97 99.97 99.97 99.97 99.96 99.96 99.96 99.96 99.99 99.99 99.99 99.99 

IoT-23 99.60 99.63 99.60 99.61 99.53 99.58 99.53 99.54 99.73 99.74 99.73 99.73 

IoT-DS2       98.80 98.80 98.80 98.80 98.75 99.07 98.75 98.84 99.30 99.43 99.33 99.36 

The IoT-DS2 has 18 attack classes and a normal class. The proposed model performance 

for IoT-DS2 multiclass classification is presented in Table 5.10. The precision for the 

Normal class was 99.66%, with FPR of 0.06% and FNR of 0.83% using the combined 

features set. Furthermore, attack types associated with the IoT-NI dataset were detected at 

a low rate. IoT-DS2 combines BoT-IoT, IoT-NI, MQTT, MQTTset, and IoT-23 datasets. 

Even though the same parameters were used to generate these datasets, the pcap files of 
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these datasets were generated under different conditions and circumstances, which is the 

main reason for the misclassification of certain attack categories. The overall FPR for the 

IoT-DS2 dataset was 0.03%, while FNR was measured at 0.66% using the combined 

features set. The combined features set model performs better than the Flow and Flag 

features set models. 

Table 5.10: Accuracy, Precision, Recall, and F1score of IoT-DS2 Dataset Multiclass Classification. 

         Model Basic and Flow Features Basic and Control Flag Features Basic, Flow, and Control Flag Features 

Class Precision Recall F1 Score Precision Recall F1 Score Precision Recall F1 Score 

Normal 99.41 99.08 99.25 99.44 97.57 98.50 99.44 99.07 99.26 

DDoS 99.94 99.95 99.95 99.56 99.77 99.67 99.93 99.96 99.94 

DoS 97.94 98.95 98.44 96.45 96.43 96.44 99.33 98.62 98.97 

MITM 52.79 96.30 68.20 38.09 97.12 54.72 68.97 96.11 80.31 

Mirai 99.24 90.48 94.66 97.83 85.22 91.09 99.55 94.99 97.22 

MQTT-BF 99.72 98.87 99.29 99.95 99.45 99.70 99.96 99.58 99.77 

Sparta 98.47 97.05 97.75 99.09 99.10 99.10 99.26 99.49 99.38 

Theft 89.39 97.65 93.34 96.81 96.81 96.81 98.87 99.35 99.11 

Attack 99.60 99.70 99.65 99.50 99.71 99.61 99.73 99.92 99.83 

C&C 96.77 90.37 93.46 94.47 90.24 92.30 96.19 91.77 93.93 

File Download 98.05 97.01 97.52 94.75 98.68 96.68 97.19 98.67 97.93 

Heartbeat 87.51 99.53 93.13 85.25 99.59 91.86 88.27 99.88 93.72 

Okiru 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 

OS Scan 99.75 99.34 99.54 98.59 96.79 97.68 99.61 99.71 99.66 

Port Scan 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 

Torii 99.92 99.98 99.95 99.39 99.96 99.67 99.99 99.88 99.94 

MQTT-Flood 99.99 99.99 99.99 99.97 99.99 99.99 99.99 99.99 99.99 

Malformed 74.49 99.86 85.33 91.61 99.85 95.55 97.36 99.72 98.52 

SlowITe 98.67 99.83 99.25 99.68 99.99 99.84 99.83 99.99 99.92 

5.4.2 Binary Classification 

Binary classification was accomplished through the application of the transfer learning 

technique. Binary FFN model training and validation require less time than multiclass 

classification. The IoT-DS2 dataset was selected for binary classification since it comprises 
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all attacks from the datasets used in this section. The transfer learning technique was 

implemented for the binary classification model using pre train model. Three models were 

generated using the IoT-DS2 dataset. The first model uses basic and flow features, the 

second model feature set consists of basic and control flag features, while the third model 

feature set consists of basic, flow, and control flag features. Figures 5.2 to 5.5 show the 

accuracy, precision, recall, and F1 score metrics for binary classification for flow, control 

flag, and combined features. Binary FFN models achieved a high detection rate for all 

attack categories with fewer misclassified occurrences. The combined features set model 

performs better than the Flow and Flag features set models. A binary classification model 

with two hidden layers was also constructed. The model obtained the equivalent accuracy, 

precision, recall, and F1 score as the transfer learning model.  

5.4.3 Discussion and Results Comparison 

This section built a novel intrusion detection model using a feed-forward neural network 

for IoT networks. Basic features, flow features, and control flag features were extracted 

from recently developed BoT-IoT, IoT-NI, MQTT, MQTTset, IoT-23, and IoT-DS2 

datasets. The proposed model achieved a high detection rate for binary and multiclass 

classification using flow, flag, and combined feature sets. The model performance for the 

IoT-NI dataset was not as high as for other datasets. 

The IoT-NI dataset was also used in IoT-DS2 datasets. The attack categories that belong 

to the IoT-NI dataset achieved a low detection rate compared to other attack categories. 

The binary classification model achieved high accuracy, precision, recall, and F1 score. 

The attack categories MITM, C&C, File Download, and HeartBeat achieved a low detection  
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Figure 5.2: Accuracy of IoT-DS2 Dataset for Binary Classification using Transfer Learning. 

 
Figure 5.3: Precision of IoT-DS2 Dataset for Binary Classification using Transfer Learning. 

 
Figure 5.4: Recall of IoT-DS2 Dataset for Binary Classification using Transfer Learning. 

 
Figure 5.5: F1 Score of IoT-DS2 Dataset for Binary Classification using Transfer Learning. 
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rate for the binary classification model. The model with a combined feature set outperforms 

the models with a Flow and a Flag feature set. 

Table 5.11: Comparison of Multiclass Classification. 

Paper Dataset Accuracy Precision Recall F1 Score 

Ferrag et al. [41] BoT-IoT 98.22 - - - 

Ge et al. [85] BoT-IoT 98.09 98.88 98.88 98.88 

Aldhaheri et al. [118] BoT-IoT 98.73 99.17 98.36 98.77 

Ge et al. [161] BoT-IoT 99.79 99.79 99.79 99.79 

Hussain et al. [132] MQTTset 99.47 99.69 99.79 99.63 

Vaccari et al. [133] MQTTset 99.68 - - 99.68 

Proposed Model BoT-IoT 99.86 99.84 99.89 99.87 

MQTT 99.92 99.93 99.92 99.93 

MQTTset 99.99 99.99 99.99 99.99 

Furthermore, a binary classification model was constructed with two hidden layers. It was 

found that the binary classification model achieved equivalent accuracy, precision, recall, 

and F1 score to the transfer learning model. Table 5.11 compares the proposed model to 

the models already published in the literature. Datasets were used as the primary data 

source to compare the proposed model to the models already published in the literature.  

Ferrag et al. [41], Ge et al. [85], Aldhaheri et al. [118], and Ge et al. [161] used the BoT-

IoT dataset to evaluate their model, but these techniques achieved low accuracy, precision, 

recall, and F1 score compare to the proposed model. Hussain et al. [132] and Vaccari et al. 

[133] evaluated their model using the MQTTset dataset, but these strategies obtained low 

accuracy, precision, recall, and F1 score compared to the proposed model. A model which 

used a combined feature set was selected for multiclass classification caparison. The 

proposed model performed better in all the parameter metrics used in this section. 
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5.5 Convolutional Neural Network Model 

This section presents the evaluation results of the CNN1D, CNN2D, and CNN3D models 

for binary and multiclass classification using seven benchmark datasets. Next, CNN1D, 

CNN2D, and CNN3D models were compared to the models already published in the 

literature.  

5.5.1 Multiclass Classification 

The multiclass classification was used to categorize the dataset as normal network traffic, 

or any attack described in sections 4.2.1 to 4.2.6. The effectiveness of the multiclass 

classification model during training and validation is shown in Fig. 4.3 in terms of loss and 

accuracy. It is found on the function curves; the accuracy and loss values have inverse 

functions. Overfitting was reduced due to the early stopping strategy with the patience of 

5 iterations. The training and validation processes take less than 100 epochs to complete. 

The loss of training and validation dropped slowly up to 100 epochs. This evidence 

confirms that these models correctly categorize various cyber-attacks present in the 

datasets or real IoT networks. The effectiveness of the multiclass CNN model is 

accomplished utilizing KDD99, BoT-IoT, IoT-NI, IoT-23, MQTT, MQTTset, and IoT-

DS2 datasets. 

The KDD99 dataset evaluation results are presented in Table 5.12(a). The precision and 

recall values are high for the Normal, DoS, and Probe categories. R2L and U2R categories 

have comparably low precision and recall values. FPR and FNR of the CNN1D model are 

low compared to CNN2D and CNN3D models. CNN1D model FPR was measured at 

0.03%, while the FNR was measured at 0.05%. There are three attack categories and one 
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normal category in the BoT-IoT dataset. The performance of CNN models using the BoT-

IoT dataset is presented in Table 5.12(b). All CNN models produce high precision and recall 

values over four classes. The accuracy of the CNN2D model is high compared to CNN2D 

and CNN3D models. The Normal class has a high F1 score using the CNN2D model 

compared to CNN1D and CNN3D models. The precision for Normal, DoS, Scan, and Theft 

was 99.87%, 99.93%, 99.78%, and 99.92% using the CNN2D model. FPR was 0.03%, 

while FNR was 0.09% for BoT-IoT using the CNN2D model.  

The IoT-NI dataset consists of five classes. The CNN model performance for the IoT-NI 

dataset is presented in Table 5.12(c). The CNN2D model demonstrated high precision and 

recall values. The precision of the Normal class is 99.60%, and the precision DoS class is 

99.95%. Mirai, MITM, and Scan's precision values were 92.33%, 98.72%, and 94.41%. 

The precision value for Mirai and Scan classes was not high as Normal, DoS, and MITM 

classes. The FPR for the IoT-NI dataset utilizing the CNN2D model was 1.65%, while the 

FNR was 2%. 

Next, the CNN model was evaluated using the IoT-23 dataset. The IoT-23 dataset 

comprises a normal class and nine malicious classes. The findings of CNN models using 

the IoT-23 dataset are presented in Table 5.12(d). The CNN2D model achieved a high level 

of precision and recall. Normal, DDoS, Attack, Mirai, Heartbeat, C&C, Torii, Port Scan, 

and Okiru had a high precision value greater than 99.34% using the CNN2D model. On the 

other hand, the File Download attack has a precision value of 90.38%. The proposed model 

performs better on the IoT-23 dataset than on the IoT-NI dataset.  

There are five classes in the MQTT dataset. Table 5.12(e). shows that the MQTT dataset 

achieved high precision and recall values for the Normal class and all malicious classes using 
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the CNN2D model. Normal, Scan, and Sparta classes were correctly detected. The only 

misclassification occurred in the MQTT brute force attack class. FPR was 0.004% for the 

MQTT dataset using the CNN2D model, while FNR was 0.076%. The MQTTset dataset 

evaluation results are presented in Table 5.12(f). The MQTTset dataset consists of five 

anomalous classes. The MQTTset dataset achieved high precision and recall values for the 

Normal class and all malicious classes using the CNN2D model except the MQTT brute force 

attack category, as shown in Table 5.12(e). The FPR was 0.002%, whereas the FNR was 

0.046%. 

Finally, the CNN model capability for larger class classification was evaluated. In Table 

5.13, the results of CNN models using the IoT-DS2 dataset are presented. The IoT-DS2 

dataset consists of a normal class and 18 attack classes. The CNN2D model has shown a 

high detection rate. The Normal class has a precision and recall score of 98.86% and 

99.27% or high. The Okiru, Port Scan, DDoS, MQTT Flood, MQTT-BF, Sparta, DoS, 

Mirai, OS Scan, Attack, SlowITe, File Download, and Heartbeat attack classes all have 

precision rates of 97% or above. Theft, MITM, Torii, C&C, and Malformed have precision 

rates ranging from 86.59% to 97%. The lowest precision rate was measured for C&C and 

Malformed attack categories. A summary of the multiclass classification of TPR, TNR, 

FPR, and FNR is presented in Table 5.14. Except for the IoT-NI dataset, all datasets had 

low FPR and FNR measures.  

Next, the transfer learning technique was used for multiclass classification of BoT-IoT, 

IoT-NI, IoT-23, MQTT, and MQTTset datasets. Transfer learning was performed using a 

pre-train model of the IoT-DS2 dataset of the CNN1D, CNN2D, and CNN3D models. 

Batch size of 128 across all datasets for regular multiclass classification; however,  this  
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Table 5.12: Accuracy, Precision, Recall, F1 Score of NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, and 
MQTTset Datasets Multiclass Classification using CNN1D, CNN2D, CNN3D Models. 

Model  CNN1D CNN2D CNN3D 

Class Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score 

(a) KDD99 Dataset Multiclass Classification using CNN1D, CNN2D, and CNN3D Models. 

Normal 99.95 99.95 99.97 99.96 99.92 99.93 99.98 99.95 99.90 99.91 99.93 99.92 

DoS 99.95 99.99 99.99 99.99 99.92 99.99 99.99 99.99 99.90 99.96 99.97 99.96 

Probe 99.95 99.71 99.23 99.47 99.92 99.89 99.02 99.45 99.90 99.70 98.91 99.30 

R2L 99.95 86.55 88.41 87.47 99.92 87.26 88.98 88.11 99.90 91.96 89.96 90.95 

U2R 99.95 90.18 90.58 90.38 99.92 88.29 89.50 88.89 99.90 84.39 90.50 87.34 

(b) BoT-IoT Dataset Multiclass Classification using CNN1D, CNN2D, and CNN3D Models. 

Normal 99.90 99.67 99.83 99.75 99.95 99.87 99.69 99.78 99.87 99.69 99.77 99.73 

DoS 99.90 99.98 99.95 99.97 99.95 99.93 99.86 99.89 99.87 99.98 99.97 99.98 

Scan 99.90 99.89 99.88 99.89 99.95 99.78 99.88 99.83 99.87 99.89 99.87 99.88 

Theft 99.90 99.89 99.90 99.89 99.95 99.92 99.91 99.92 99.87 99.90 99.91 99.90 

(c) IoT-NI Dataset Multiclass Classification using CNN1D, CNN2D, and CNN3D Models. 

Normal 97.84 99.52 98.73 99.13 98.20 99.60 98.69 99.14 97.19 99.51 97.64 98.56 

DoS 97.84 99.96 99.89 99.92 98.20 99.95 99.73 99.84 97.19 99.71 99.73 99.72 

Mirai 97.84 91.73 90.88 91.30 98.20 92.33 90.99 91.65 97.19 91.07 83.53 87.14 

MITM 97.84 98.82 98.17 98.49 98.20 98.72 98.65 98.68 97.19 97.83 98.15 97.99 

Scan 97.84 93.16 97.16 95.12 98.20 94.41 96.02 95.21 97.19 93.30 96.13 94.69 

(d) IoT-23 Dataset Multiclass Classification using CNN1D, CNN2D, and CNN3D Models.  

Normal 99.92 99.99 99.91 99.95 99.96 99.96 99.96 99.96 99.86 99.83 99.89 99.86 

DDoS 99.92 99.98 99.98 99.98 99.96 99.96 99.98 99.97 99.86 99.95 99.98 99.97 

Attack 99.92 99.99 99.99 99.99 99.96 99.55 99.99 99.77 99.86 99.55 99.99 99.77 

Mirai 99.92 98.29 99.57 98.92 99.96 99.34 99.09 99.21 99.86 99.34 99.05 99.19 

File Download 99.92 97.60 99.81 98.69 99.96 90.38 99.15 94.56 99.86 89.77 99.15 94.23 

Heartbeat 99.92 99.69 99.85 99.77 99.96 99.63 94.56 97.03 99.86 98.18 91.36 94.65 

C&C 99.92 99.98 99.98 99.98 99.96 99.96 99.96 99.96 99.86 99.97 99.97 99.97 

Torii 99.92 99.99 99.99 99.99 99.96 99.99 99.99 99.99 99.86 99.99 99.99 99.99 

Port Scan 99.92 99.99 99.99 99.99 99.96 99.99 99.99 99.99 99.86 99.99 99.99 99.99 

Okiru 99.92 99.99 99.99 99.99 99.96 99.99 99.99 99.99 99.86 99.99 99.99 99.99 

(e) MQTT Dataset Multiclass Classification using CNN1D, CNN2D, and CNN3D Models. 

Normal 99.91 98.56 99.61 99.08 99.95 98.46 99.99 99.22 99.90 98.18 99.99 99.08 

MQTT-BF 99.91 99.97 99.88 99.92 99.95 99.99 99.87 99.93 99.90 99.99 99.85 99.92 

Scan-A 99.91 99.99 99.99 99.99 99.95 99.95 99.99 99.98 99.90 99.99 99.99 99.99 

Scan-U 99.91 99.99 99.99 99.99 99.95 99.94 99.99 99.96 99.90 99.91 99.97 99.94 

Sparta 99.91 99.99 99.99 99.99 99.95 99.99 99.99 99.99 99.90 99.99 99.99 99.99 

(f) MQTTset Dataset Multiclass Classification using CNN1D, CNN2D, and CNN3D Models. 

Normal 99.92 99.99 99.99 99.99 99.95 99.99 99.99 99.99 99.91 99.99 99.99 99.99 

MQTT-Flood 99.92 99.99 99.94 99.97 99.95 99.97 99.83 99.90 99.91 99.99 99.74 99.87 

DoS 99.92 99.17 99.43 99.30 99.95 99.25 99.60 99.43 99.91 97.52 99.52 98.51 

MQTT-BF 99.92 98.05 99.56 98.80 99.95 97.60 99.22 98.41 99.91 93.83 98.90 96.30 

Malformed 99.92 98.22 96.22 97.21 99.95 99.06 99.53 99.29 99.91 98.12 89.96 93.86 

SlowITe 99.92 99.68 99.99 99.84 99.95 99.84 99.37 99.60 99.91 99.84 99.21 99.52 
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Table 5.13: IoT-DS2 Dataset Multiclass Classification using CNN1D, CNN2D, and CNN3D Models. 

Model  CNN1D CNN2D CNN3D 

Class Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score 

Normal 99.27 97.07 99.34 98.20 99.40 98.86 99.27 99.07 99.28 98.81 99.19 99.00 

DDoS 99.27 99.99 99.99 99.99 99.40 99.98 99.98 99.98 99.28 99.99 99.98 99.98 

DoS 99.27 98.15 98.92 98.54 99.40 99.14 92.75 95.84 99.28 99.33 91.74 95.38 

MITM 99.27 91.65 96.22 93.88 99.40 96.45 97.38 96.91 99.28 95.60 95.74 95.67 

Mirai 99.27 99.29 98.96 99.13 99.40 98.91 99.03 98.97 99.28 98.49 99.34 98.91 

MQTT-BF 99.27 99.84 99.67 99.76 99.40 99.89 99.52 99.71 99.28 97.84 99.60 98.71 

Sparta 99.27 99.84 99.53 99.68 99.40 99.65 99.33 99.49 99.28 99.40 98.11 98.75 

Theft 99.27 99.43 99.35 99.39 99.40 96.55 94.92 95.73 99.28 98.26 95.64 96.93 

Attack 99.27 98.90 99.14 99.02 99.40 98.85 99.22 99.03 99.28 99.00 98.30 98.65 

C&C 99.27 92.17 87.35 89.70 99.40 91.50 90.74 91.12 99.28 91.99 94.08 93.02 

File Download 99.27 99.44 97.90 98.66 99.40 97.75 96.42 97.08 99.28 95.50 96.98 96.23 

Heartbeat 99.27 95.48 66.64 78.49 99.40 97.32 85.62 91.09 99.28 98.27 84.10 90.64 

Okiru 99.27 99.99 99.99 99.99 99.40 99.99 99.99 99.99 99.28 99.99 99.99 99.99 

OS Scan 99.27 99.91 99.68 99.79 99.40 98.90 99.72 99.31 99.28 99.12 99.75 99.43 

Port Scan 99.27 99.99 99.99 99.99 99.40 99.99 99.99 99.99 99.28 99.75 99.98 99.86 

Torii 99.27 99.96 99.94 99.95 99.40 95.41 99.88 97.59 99.28 99.22 99.90 99.56 

MQTT Flood 99.27 99.99 99.99 99.99 99.40 99.98 99.79 99.89 99.28 99.88 99.96 99.92 

Malformed  99.27 94.72 98.52 96.58 99.40 86.59 94.81 90.51 99.28 91.02 91.69 91.35 

SlowITe 99.27 99.99 99.11 99.55 99.40 98.42 99.64 99.03 99.28 99.11 99.11 99.11 

Table 5.14: Average TPR, TNR, FPR, FNR for Multiclass Classification using CNN1D, CNN2D, and 
CNN3D Models. 

                         Model CNN1D CNN2D CNN3D 

Dataset TPR TNR FPR FNR TPR TNR FPR FNR TPR TNR FPR FNR 

KDD99 99.96 99.97 0.03 0.05 99.94 99.94 0.06 0.08 99.93 99.94 0.06 0.09 

BoT-IoT 99.90 99.96 0.04 0.10 99.93 99.97 0.03 0.09 99.88 99.94 0.06 0.13 

IoT-NI 97.84 98.45 1.55 2.16 98.05 98.35 1.65 2.00 97.19 97.27 2.73 2.81 

IoT-23 99.92 99.99 0.01 0.04 99.95 99.98 0.02 0.08 99.90 99.96 0.04 0.14 

MQTT 99.92 99.97 0.03 0.09 99.94 99.99 0.004 0.076 99.90 99.99 0.005 0.090 

MQTTset 99.92 99.99 0.03 0.08 99.94 99.99 0.02 0.046 99.92 99.98 0.02 0.13 

IoT-DS2 99.28 99.91 0.10 0.70 99.32 99.95 0.05 0.65 99.28 99.95 0.07 0.73 

batch size does not perform well for transfer learning multiclass classification models. 

Several experiments were conducted to determine the most appropriate batch size for 

transfer learning multiclass classification models. Batch sizes of 32 and 64 work well for 

transfer learning models. Table 5.15 summarizes the average accuracy, precision, recall, 

and F1 score for regular multiclass classification, whereas Table 5.16 summarizes the 

average accuracy, precision, recall, and F1 score for transfer learning multiclass 
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classification. The CNN1D and CNN2D models perform better than CNN3D using transfer 

learning multiclass classification. CNN1D and CNN2D models achieved approximately 

the same detection rate as regular multiclass classification models. The CNN3D model 

gives a relatively high error rate during training, validation, and testing. 

Table 5.15: Average Accuracy, Precision, Recall, and F1score for Multiclass Classification using 
CNN1D, CNN2D, and CNN3D Models. 

Model CNN1D CNN2D CNN3D 

Dataset Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score 

KDD99 99.95 99.94 99.96 99.95 99.92 99.93 99.94 99.93 99.91 99.91 99.93 99.92 

BoT-IoT 99.90 99.92 99.90 99.91 99.95 99.95 99.93 99.94 99.87 99.87 99.88 99.87 

IoT NI 97.84 97.87 97.84 97.85 98.20 98.10 98.05 98.07 97.19 97.18 97.19 97.18 

IoT-23 99.92 99.94 99.92 99.93 99.96 99.96 99.95 99.96 99.86 99.86 99.90 99.88 

MQTT 99.91 99.93 99.92 99.92 99.95 99.96 99.94 99.95 99.90 99.92 99.90 99.91 

MQTTset 99.92 99.93 99.92 99.92 99.95 99.96 99.94 99.93 99.91 99.90 99.92 99.92 

IoT-DS2 99.27 99.26 99.28 99.27 99.40 99.33 99.32 99.32 99.28 99.28 99.28 99.27 

Table 5.16: Average Accuracy, Precision, Recall, and F1score for Multiclass Classification using 
Transfer Learning using CNN1D, CNN2D, and CNN3D Models. 

Model CNN1D CNN2D CNN3D 

Dataset Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score 

BoT-IoT 99.30 99.26 99.20 99.23 98.60 98.56 98.57 98.56 98.13 98.10 98.09 98.10 

IoT NI 86.28 88.84 86.28 87.54 86.79 87.51 86.79 87.14 82.20 81.80 82.00 81.90 

IoT-23 99.62 99.61 99.62 99.61 99.60 99.60 99.58 99.59 86.00 87.45 86.00 82.60 

MQTT 99.92 99.90 99.92 99.91 99.93 99.93 99.93 99.93 96.10 96.21 96.08 95.19 

MQTTset 99.62 99.61 99.62 99.61 99.60 99.60 99.58 99.59 86.00 87.45 86.00 82.60 

The CNN3D model has higher FPR and FNR rates than CNN1D and CNN2D models. In 

addition, it also has a lower detection rate for the normal class compared to malicious 

classes. This study concludes that CNN1D and CNN2D are more effective at detecting 

anomalies in multiclass classification. These models are also better at detecting anomalies 

in transfer learning multiclass classification. The CNN1D uses 64 × 1 dimensions, the 

CNN2D uses 8 × 8 × 1 dimensions, and the CNN3D uses 4 × 4 × 4 × 1  dimensions for 

input data. The input dimensions used for the CNN3D model were small compared to 

CNN1D and CNN2D models. CNN3D model performance can be increased by using larger 
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data dimensions. This research demonstrates that the proposed model will aid in the 

development of a highly effective network intrusion detection system for IoT networks. 

5.5.2 Binary Classification 

The proposed binary CNN model classification accuracy, precision, recall, and F1 score 

were assessed using the KDD99, BoT-IoT, IoT-NI, IoT-23, MQTT, MQTTset, and IoT-

DS2 datasets. The binary CNN1D, CNN2D, and CNN3D models were constructed using 

the same set of features as the multiclass models. The binary classification assigns the 

dataset instance to one category: normal network traffic or malicious network traffic. 

Transfer learning was also used to perform binary classification on the KDD99, BoT-IoT, 

IoT-NI, IoT-23, MQTT, MQTTset, and IoT-DS2 datasets.  

Transfer learning was accomplished using pre-trained CNN1D, CNN2D, and CNN3D 

models of multiclass classification datasets. The output layer of the multiclass model was 

removed, and two neuron output layer was added. All layers of the multiclass model were 

frozen during training. The accuracy, precision, recall, and F1 score when binary 

classification is performed using transfer learning are summarised in Table 5.17. All CNN 

models trained on the seven datasets attained a high detection level.  

The binary classification was also performed using a transfer learning approach for 

individual anomalous classes of the IoT-DS2 dataset. The binary classification results of 

IoT-DS2 dataset classes using the transfer learning technique are presented in Fig. 5.6 to 

5.9. The binary CNN model took less time to train and validate than multiclass 

classification. Using a pre-train model further reduces the training time for binary 
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classification. Dynamic learning rates monitor the number of training epochs and increase 

Adam's optimization process efficiency during training.  

The Binary CNN model has high accuracy, precision, recall, and F1 score with a small 

number of incorrectly classified instances. Attackers may use various options or new 

resources to configure an attack. Additionally, several sophisticated attackers can employ 

novel evasion mechanisms. However, identical header fields inside the packets may 

accomplish the same attack objective. Consequently, the dataset network traffic indicates 

authentic hacker activities, illustrating the proposed model's generalizability [161]. 

Table 5.17: Accuracy, Precision, Recall, and F1 Score of Binary Classification using Transfer Learning. 

                         Model CNN1D CNN2D CNN3D 

Dataset Class  Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score 

KDD99 
Normal 

99.97 
99.98 99.99 99.98 

99.95 
99.98 99.97 99.98 

99.96 
99.98 99.99 99.98 

Anomaly 99.99 99.98 99.98 99.97 99.98 99.98 99.99 99.98 99.98 

BoT-IoT 
Normal 

99.24 
96.64 95.74 96.19 

99.59 
98.74 97.13 97.93 

99.22 
98.42 93.67 95.98 

Anomaly 99.78 99.82 99.80 99.85 99.93 99.89 99.67 99.92 99.79 

IoT-NI 
Normal 

98.28 
95.75 91.55 93.60 

97.98 
94.01 90.91 92.43 

97.98 
98.50 86.43 92.07 

Anomaly 99.37 99.70 99.54 99.33 99.57 99.45 99.01 99.90 99.46 

IoT-23 
Normal 

98.97 
99.13 99.14 99.14 

99.18 
99.31 99.32 99.32 

98.13 
98.41 98.43 98.42 

Anomaly 99.63 99.63 99.63 99.71 99.71 99.71 99.33 99.32 99.33 

MQTT 
Normal 

99.60 
98.26 97.52 97.89 

99.85 
99.06 99.43 99.25 

99.80 
98.48 99.43 98.95 

Anomaly 99.87 99.91 99.89 99.97 99.95 99.96 99.97 99.92 99.95 

MQTTset 
Normal 

99.91 
99.95 100.00 99.97 

99.98 
99.99 99.99 99.99 

99.98 
100.00 99.99 99.99 

Anomaly 99.99 99.78 99.89 99.97 99.97 99.97 99.94 99.99 99.97 

IoT-DS2 
Normal 

98.78 
97.97 97.97 97.97 

99.40 
99.01 99.09 99.05 

99.24 
98.55 99.05 98.80 

Anomaly 99.64 99.64 99.64 99.83 99.82 99.82 99.82 99.73 99.77 

5.5.3 Discussion and Results Comparison 

In this section, the results of CNN models are compared to previous results from other 

research studies. The proposed models were significantly more effective at identifying 

anomalies in IoT networks. The research mentioned in this section investigated the 

possibility of utilizing a convolutional neural network to solve anomaly detection in IoT 

networks. Convolutional neural network abilities were investigated to detect and classify 
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Figure 5.6: Accuracy of Binary Classification using CNN1D, CNN2D, and CNN3D Transfer 

Learning Models for Normal and Individual Anomalous Classes of IoT-DS2 Dataset. 

 
Figure 5.7: Precision of Binary Classification using CNN1D, CNN2D, and CNN3D Transfer Learning 

Models for Normal and Individual Anomalous Classes of IoT-DS2 Dataset. 

 
Figure 5.8: Recall of Binary Classification using CNN1D, CNN2D, and CNN3D Transfer Learning 

Models for Normal and Individual Anomalous Classes of IoT-DS2 Dataset. 

 
Figure 5.9: F1 Score of Binary Classification using CNN1D, CNN2D, and CNN3D Transfer Learning 

Models for Normal and Individual Anomalous Classes of IoT-DS2 Dataset. 
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anomalies in IoT networks. Furthermore, different convolutional neural network's 

capacities to detect and classify anomalies in IoT networks via binary and multiclass 

classification through transfer learning were also evaluated. An input layer, four 

convolutional layers, a fully connected dense layer, and an output layer make up the model 

used in this article. The proposed architecture is implemented using CNN1D, CNN2D, and 

CNN3D models. Several experiments were carried out with the primary goal of utilizing 

binary and multiclass classification to classify anomalies. 

The concept of transfer learning was used to implement a pre-train multiclass CNN 

paradigm for binary and multiclass classification. Ge et al. [161] utilized transfer learning 

to represent high-dimensional categorical features. To our knowledge, a transfer learning 

approach was never used for anomaly detection where a pre-train multiclass model can be 

reused for binary and multiclass anomaly detection. Initially, the transfer learning 

technique was used for binary classification. A pre-train IoT-DS2 dataset multiclass 

classification model was selected. One reason to select transfer learning for binary is to 

keep consistency between binary and multiclass classification models. The second reason 

is to reduce binary classification's complexity and run time. Convolution layers were 

excluded during the training of the binary classification process, but the dense and output 

layers were used. The transfer learning technique considerably reduces the time required 

for training, validation, and testing in binary classification. 

Numerous recent advancements in deep learning technologies demonstrate their ability to 

identify patterns through various research fields. The multiclass classification was 

implemented for four, five, ten, and nineteen classes of IoT network traffic. Several 

publications in the literature focused exclusively on binary classification while developing 
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a deep learning model for anomaly detection. Many of these publications use accuracy as 

a performance metric for assessing their model. However, several performance measures 

and a large number of malicious categories were used in this research. The multiclass 

classification is divided into small category datasets consisting of up to five classes. The 

medium dataset consists of up to ten classes, and the large datasets consist of nineteen 

classes. The outcome of the proposed model multiclass classification TPR, TNR, FPR, and 

FNR for six datasets is presented in Table 5.14. The proposed model multiclass 

classification average accuracy, precision, recall, and F1 score are shown in Table 5.15. 

The binary classification of the proposed model was compared to the previously proposed 

models in Table 5.18. Hassan et al. [43] propose a CNN-based anomaly detection model 

to demonstrate binary and multiclass classification. The detection rate was not satisfactory 

for binary and multiclass classification. The binary classification model achieved an 

accuracy of 97.17% for normal and abnormal classes. Nagisetty et al. [95] proposed model 

achieved a 99.28% FD1 score using NSLKDD, and Li et al. [110] models achieved an F1 score 

of 86.95% using KDD99 datasets. These models did not achieve a satisfactory detection rate. 

Table 5.18: Comparison of Binary Classification.  

Article Model Accuracy Precision Recall F1Score 

Hassan et al. [43] CNN 97.17 97.00 97.00 97.00 

Nagisetty et al. [95] DNN - - - 99.28 

Li et al. [110] CNN 86.95 86.95 86.95 86.95 

Proposed Model CNN1D 99.96 99.90 99.95 99.93 

CNN2D 99.98 99.95 99.96 99.96 

CNN3D 99.98 99.96 99.95 99.95 

The CNN model’s multiclass classification results are compared to those previously 

discussed in other research articles. Table 5.19 compares the proposed model's accuracy, 
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precision, recall, and F1 score using the BoT-IoT dataset. The proposed CNN models 

outperform other deep learning algorithms in terms of performance.  

Table 5.19: Comparison of Multiclass Classification. 

Article Model  Accuracy Precision Recall F1 Score 

Ferrag et al. [41] CNN 98.37 - - - 

Hassan et al. [43] CNN 98.43 98.00 98.00 98.00 

Yin et al. [46] C-LSTM-AE 99.62 98.78 97.20 97.98 

Ge et al. [85] FFN 98.09 98.88 98.88 98.88 

Yang et al. [87] CNN 97.34 - - - 

Liu et al. [102] CNN 95.86 - - - 

Li et al. [110] CNN 86.95 89.56 87.25 88.41 

Bu et al. [113] CNN 92.53 - - - 

Vinayakumar et al. [114] C-CMU 99.20 85.40 99.92 91.80 

Priyanga et al. [117] CNN 98.02 97.71 98.39 98.05 

Aldhaheri et al. [118] SNN 98.73 99.17 98.36 98.77 

Ge et al. [161] FFN 99.79 99.79 99.79 99.79 

Proposed Model CNN1D 99.90 99.92 99.90 99.91 

CNN2D 99.95 99.95 99.93 99.94 

CNN3D 99.87 99.87 99.88 99.87 

Ge et al. [161] build a multiclass classification model using a feed-forward neural network 

that uses embedding layers. They used the BoT-IoT [151] dataset for their model 

validation. In certain attack classes, their model performed well, but the model performed 

poorly in others. Few research papers developed an intrusion detection deep learning model 

using multiclass classification. IoT network traffic is classified into four, five, ten, and 

nineteen categories using the multiclass classification described in this section. The 

proposed CNN models outperform all other implementations in all datasets included in this 

study. Compared to the CNN3D model, the CNN1D and CNN2D models perform better. 

CNN3D models take twice as long to train as CNN1D and CNN2D models. Additionally, 

the CNN3D model's convergence required a high number of epochs. The CNN1D and 

CNN2D models performed better in detection rate and training duration. 
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5.6 Recurrent Neural Network Model 

The findings of the LSTM, BILSTM, and GRU models for binary and multiclass class 

classification, which were evaluated using seven benchmark datasets, are presented in this 

section. The evaluation findings of the LSTM, BILSTM and GRU models were compared 

to the models already published in the literature. 

5.6.1 Multiclass Classification 

Tables 5.20 show the multiclass classification of LSTM, BiLSTM, and GRU models using 

NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, and MQTTset. The outcome of LSTM, 

BiLSTM, and GRU models using the NSLKDD dataset is presented in Table 5.20(a). The 

NSLKDD dataset achieved 99.67% to 99.82% accuracy via LSTM, BiLSTM, and GRU 

models. Normal, DoS, and Probe classes achieved a high detection rate while the R2L and 

U2R detection rates were low. The R2L and U2R attack categories are very rare in the dataset, 

which is the main reason for the low detection rate of these attack categories. The BiLSTM 

model achieved a high detection rate among the three models using the NSLKDD dataset. 

The BoT-IoT dataset has a higher precision and recall value than the NSLKDD dataset. 

Table 5.20(b) shows the results of LSTM, BiLSTM, and GRU models using the BoT-IoT 

dataset. Normal, DoS, Scan, and Theft classes of the BoT-IoT dataset achieved at least a 

99.79% precision using the BiLSTM model. The weighted average FPR was 0.04%, and 

FNR was 0.11% using the BiLSTM model. Scan and Theft categories have a high rate of 

misclassification. The IoT-NI dataset multiclass classification outcomes are presented in 

Table 5.20(c). The accuracy of LSTM, BiLSTM, and GRU using the IoT-NI dataset is 

98.14%, 98.89%, and 98.42%, respectively. The precision value for the Normal, DoS, 
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Mirai, and scan classes was relatively high compared to the MITM class using the BiLSTM 

model. The BiLSTM model's FPR was 0.61%, and the FNR was 1.11% for the IoT-NI dataset. 

Table 5.20(d) presents the evaluation results for the IoT-23 dataset's ten classes using 

LSTM, BiLSTM, and GRU models. The proposed model’s accuracy ranged from 99.71% 

to 99.83%. The FPR and FNR values for the IoT-23 dataset were relatively low. The IoT-

23 dataset has an average precision of 99.81% and a recall of 99.82%. The FPR of the 

BiLSTM model was 0.04%, and the FNR was 0.19% for the IoT-23 dataset. The MQTT 

and MQTTset datasets had the highest precision and recall scores of any dataset evaluated 

in this section for the LSTM, BiLSTM, and GRU models. The results of LSTM, BiLSTM, 

and GRU models for MQTT and MQTTset datasets are presented in Tables 5.20(e) and 

5.20(f). The accuracy for MQTT and MQTTset datasets was 99.92% to 99.99%. The 

BiLSTM model achieves high precision and recall for MQTT and MQTTset datasets. 

The outcome of LSTM, BiLSTM, and GRU models using the IoT-DS2 dataset are presented 

in Table 5.21. The IoT-DS2 dataset consists of 19 classes. The accuracy of the LSTM, 

BiLSTM, and GRU models was 99.31%, 99.48%, and 99.32%, respectively, when the IoT-

DS2 dataset was used. The BiLSTM model outperformed the LSTM and GRU models with 

precision and recall of 99.48% and 99.46%, respectively. The FPR for the IoT-DS2 dataset 

using the BiLSTM model was 0.06%, while the FNR was 0.51%. The precision rate for the 

Normal class was at least 99% in LSTM, BiLSTM, and GRU models. MITM, Heartbeat, 

Malformed Data, and Command and Control are all attack types with a precision rate of 

less than 98%. 
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Table 5.20: Accuracy, Precision, Recall, F1 Score of NSLKDD, BoT-IoT, IoT-NI, IoT-23 MQTT, and 
MQTTset Datasets Multiclass Classification using LSTM, BiLSTM, and GRU Models. 

Model  LSTM BiLSTM GRU 

Class Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score 

(a) NSLKDD Dataset Multiclass Classification using LSTM, BiLSTM, and GRU Models. 

Normal 99.67 99.71 99.75 99.73 99.82 99.89 99.88 99.89 99.78 99.88 99.73 99.80 

DoS 99.67 99.76 99.94 99.85 99.82 99.86 99.97 99.92 99.78 99.81 99.97 99.89 

Probe 99.67 99.16 95.93 97.52 99.82 99.07 99.07 99.07 99.78 99.18 99.29 99.24 

R2L 99.67 93.26 89.11 91.14 99.82 95.96 87.56 91.57 99.78 95.74 94.74 95.24 

U2R 99.67 94.61 91.47 93.01 99.82 96.67 96.21 96.44 99.78 94.61 93.69 94.15 

(b) BoT-IoT Dataset Multiclass Classification using LSTM, BiLSTM, and GRU Models. 

Normal 99.80 99.58 99.87 99.73 99.89 99.79 99.87 99.83 99.87 99.58 99.87 99.73 

DoS 99.80 99.87 99.97 99.92 99.89 99.90 99.97 99.94 99.87 99.87 99.97 99.92 

Scan 99.80 99.74 99.77 99.76 99.89 99.85 99.91 99.88 99.87 99.85 99.88 99.87 

Theft 99.80 99.83 99.66 99.75 99.89 99.94 99.81 99.88 99.87 99.94 99.77 99.86 

(c) IoT-NI Dataset Multiclass Classification using LSTM, BiLSTM, and GRU Models. 

Normal 98.14 99.15 99.05 99.10 98.89 98.89 98.30 98.59 98.42 99.15 99.05 99.10 

DoS 98.14 96.45 97.04 96.74 98.89 99.97 99.19 99.58 98.42 97.25 95.62 96.43 

Mirai 98.14 98.90 98.69 98.79 98.89 99.57 99.20 99.38 98.42 98.93 98.96 98.94 

MITM 98.14 97.13 98.03 97.58 98.89 95.76 98.30 97.01 98.42 97.13 98.03 97.58 

Scan 98.14 95.62 95.83 95.72 98.89 96.00 97.62 96.80 98.42 96.96 97.87 97.42 

(d) IoT-23 Dataset Multiclass Classification using LSTM, BiLSTM, and GRU Models. 

Normal 99.71 99.67 99.78 99.72 99.83 99.80 99.88 99.84 99.81 99.73 99.84 99.78 

DDoS 99.71 99.55 99.85 99.70 99.83 99.65 99.90 99.78 99.81 99.64 99.90 99.77 

Attack 99.71 94.40 90.08 92.19 99.83 99.99 90.08 94.78 99.81 96.75 90.84 93.70 

Mirai 99.71 92.92 88.44 90.62 99.83 96.22 96.10 96.16 99.81 98.01 97.28 97.64 

File Download 99.71 94.55 93.89 94.22 99.83 96.55 90.25 93.29 99.81 94.17 91.74 92.94 

Heartbeat 99.71 96.96 92.54 94.70 99.83 97.23 97.48 97.36 99.81 98.32 95.43 96.86 

C&C 99.71 98.34 99.73 99.03 99.83 99.73 99.86 99.79 99.81 99.71 99.88 99.79 

Torii 99.71 99.98 99.97 99.98 99.83 99.99 99.99 99.99 99.81 99.99 99.99 99.99 

Port Scan 99.71 99.97 99.99 99.98 99.83 99.99 99.99 99.99 99.81 99.99 99.99 99.99 

Okiru 99.71 99.94 99.96 99.95 99.83 99.99 99.99 99.99 99.81 99.99 99.99 99.99 

(e) MQTT Dataset Multiclass Classification using LSTM, BiLSTM, and GRU Models. 

Normal 99.89 97.86 99.99 98.92 99.92 98.41 99.99 99.20 99.90 98.31 99.99 99.14 

MQTT-BF 99.89 99.99 99.85 99.92 99.92 99.99 99.86 99.93 99.90 99.99 99.87 99.93 

Scan-A 99.89 99.99 99.99 99.99 99.92 99.99 99.99 99.99 99.90 99.98 99.99 99.99 

Scan-U 99.89 99.94 99.24 99.59 99.92 99.99 99.97 99.99 99.90 99.94 99.15 99.54 

Sparta 99.89 99.99 99.97 99.99 99.92 99.99 99.99 99.99 99.90 99.99 99.99 99.99 

(f) MQTTset Dataset Multiclass Classification using LSTM, BiLSTM, and GRU Models. 

Normal 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.92 99.99 99.99 99.99 

MQTT Flood 99.99 99.99 99.99 99.99 99.99 99.99 99.98 99.99 99.92 99.99 99.97 99.99 

DoS 99.99 99.99 99.78 99.89 99.99 99.96 99.69 99.83 99.92 99.78 99.65 99.72 

MQTT-BF 99.99 98.59 99.99 99.29 99.99 99.13 99.89 99.51 99.92 98.16 93.94 96.00 

Malformed Data 99.99 99.56 98.69 99.12 99.99 99.71 99.56 99.64 99.92 92.28 97.38 94.76 

SlowITe 99.99 99.99 99.84 99.92 99.99 99.99 99.99 99.99 99.92 99.99 99.99 99.99 
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Table 5.21: IoT-DS2 Dataset Multiclass Classification using LSTM, BiLSTM, and GRU Models. 

Model  LSTM BiLSTM GRU 

Class Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score 

Normal 99.31 99.03 99.51 99.27 99.48 99.50 99.58 99.54 99.32 99.50 99.30 99.40 

DDoS 99.31 99.84 99.86 99.85 99.48 99.65 99.90 99.77 99.32 99.60 99.89 99.75 

DoS 99.31 99.63 97.63 98.62 99.48 99.48 95.27 97.33 99.32 99.18 97.77 98.47 

MITM 99.31 96.25 87.48 91.66 99.48 94.84 94.06 94.45 99.32 96.77 94.82 95.78 

Mirai 99.31 98.24 99.01 98.62 99.48 99.10 97.75 98.42 99.32 99.08 98.64 98.86 

MQTT-BF 99.31 99.94 98.20 99.06 99.48 98.98 99.63 99.30 99.32 99.50 98.02 98.76 

Sparta 99.31 98.14 99.50 98.81 99.48 99.20 99.83 99.51 99.32 97.98 99.47 98.72 

Theft 99.31 98.92 96.68 97.79 99.48 98.44 97.24 97.84 99.32 90.93 95.06 92.95 

Attack 99.31 99.70 99.46 99.58 99.48 99.49 99.76 99.62 99.32 99.29 97.87 98.58 

C&C 99.31 97.32 89.26 93.12 99.48 97.99 96.49 97.24 99.32 98.32 92.42 95.28 

File Download 99.31 98.99 97.88 98.43 99.48 98.73 97.13 97.92 99.32 98.72 91.20 94.81 

Heartbeat 99.31 90.39 98.51 94.27 99.48 97.02 98.43 97.72 99.32 91.48 97.11 94.21 

Okiru 99.31 99.99 99.99 99.99 99.48 99.99 99.99 99.99 99.32 99.99 99.99 99.99 

OS Scan 99.31 98.83 99.08 98.95 99.48 99.17 99.53 99.35 99.32 99.07 99.51 99.29 

Port Scan 99.31 99.99 99.99 99.99 99.48 99.99 99.98 99.99 99.32 99.99 99.98 99.99 

Torii 99.31 99.99 99.94 99.97 99.48 99.99 99.94 99.97 99.32 99.72 99.92 99.82 

MQTT Flood 99.31 99.99 99.99 99.99 99.48 99.99 99.99 99.99 99.32 99.99 99.99 99.99 

Malformed Data 99.31 97.13 97.13 97.13 99.48 97.04 94.25 95.63 99.32 92.70 90.29 91.48 

SlowITe 99.31 99.83 99.99 99.92 99.48 98.17 99.25 98.71 99.32 96.67 99.47 98.05 

A convolutional neural network requires significantly less preprocessing than other deep 

learning classification techniques, making it a more efficient classification approach. The 

article [166] provides detailed performance metrics for each network anomaly and 

compares them to other deep learning-based systems to assess the CNN model's ability to 

recognize various network attacks. Convolutional neural network benefits in anomaly 

detection are transferred to image recognition applications.  

A convolutional neural network can effectively capture spatial and temporal connectivity 

in anomaly detection problems using appropriate filters. Convolutional neural networks are 

excellent for prediction because they learn input features without losing important 

information. The first hidden layer utilized a 1D convolutional neural network to learn the 

network features. The convolutional 1D neural network layer is followed by two LSTM or 

BiLSTM or GRU layers hidden layers. The proposed CNN based LSTM, BiLSTM, and 
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GRU models were evaluated using NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, MQTTset, 

and IoT-DS2 datasets. The evaluation results are presented in Tables 5.22 and 5.23. 

The NSLKDD dataset evaluation results using CNN-based LSTM, BiLSTM, and GRU are 

presented in Table 5.22(a). Precision and recall values for all proposed models for the 

NSLKDD dataset have improved compared to the results shown in table 5.20(a). 

CNNBiLSTM model achieved high precision and recall values, while the LSTM model 

had the lowest detection rate for the NSLKDD dataset. The BoT-IoT dataset evaluation 

outcome is presented in Table 5.22(b). All proposed models designed for the BoT-IoT 

dataset show improved detection rates and reduced FPR and FNR compared to the findings 

in Table 5.20(b). IoT-NI dataset evaluation results are presented in Table 5.22(c). The 

average precision of LSTM, BiLSTM, and GRU models based on CNN is 98.35%, 99.18%, 

and 98.77%, respectively. The precision value rate for IoT-NI was measured at 98.14% 

when only LSTM was used, but when LSTM was combined with CNN, the average 

precision value was increased to 98.35%. The average precision value for CNNBiLSTM 

and CNNGRU models was increased to 99.38% and 98.77%, respectively. 

The IoT-23 dataset consists of nine attack categories, and the evaluation result of the IoT-

23 dataset are presented in Table 5.22(d). The CNNBiLSTM model performed better than 

other CNN-based models in identifying normal and anomalous categories of the IoT-23 

dataset. The precision and recall values for all proposed CNN-based models utilizing the 

IoT-23 dataset have improved compared to findings in table 5.20(d). The FPR value was 

reduced to 0.02%, and FNR was reduced to 0.11% using the CNNBiLSTM model. 

Multiclass classification of MQTT datasets is presented in Table 5.22(e), and the MQTTset 

dataset is presented in Table 5.22(f). MQTT and MQTTset datasets achieved high precision 
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Table 5.22: Accuracy, Precision, Recall, F1 Score of NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, and 
MQTTset, Datasets Multiclass Classification using CNN based LSTM, BiLSTM, and GRU Models. 

Model     CNNLSTM CNNBiLSTM CNNGRU 

Class Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score 

(a) NSLKDD Dataset Multiclass Classification using CNNLSTM, CNNBiLSTM, and CNNGRU Models. 

Normal 99.81 99.91 99.91 99.91 99.88 99.90 99.96 99.93 99.85 99.87 99.96 99.92 

DoS 99.81 99.83 99.96 99.90 99.88 99.93 99.96 99.95 99.85 99.89 99.95 99.92 

Probe 99.81 98.47 96.76 97.61 99.88 99.24 99.75 99.49 99.85 99.75 98.51 99.13 

R2L 99.81 95.96 90.91 93.37 99.88 97.99 89.04 93.30 99.85 94.61 92.34 93.46 

U2R 99.81 97.18 97.18 97.18 99.88 98.27 97.42 97.84 99.85 99.11 93.31 96.12 

(b) BoT-IoT Dataset Multiclass Classification using CNNLSTM, CNNBiLSTM, and CNNGRU Models. 

Normal 99.93 99.69 99.58 99.63 99.96 99.79 99.79 99.79 99.95 99.75 99.62 99.68 

DoS 99.93 99.93 99.99 99.96 99.96 99.97 99.98 99.97 99.95 99.96 99.99 99.97 

Scan 99.93 99.95 99.93 99.94 99.96 99.97 99.97 99.97 99.95 99.96 99.96 99.96 

Theft 99.93 99.95 99.93 99.94 99.96 99.98 99.97 99.97 99.95 99.96 99.96 99.96 

(c) IoT-NI Dataset Multiclass Classification using CNNLSTM, CNNBiLSTM, and CNNGRU Models. 

Normal 98.35 99.55 94.10 96.75 99.18 99.33 98.72 99.02 98.76 99.76 97.65 98.69 

DoS 98.35 99.92 99.19 99.55 99.18 99.98 99.39 99.69 98.76 99.98 99.37 99.68 

Mirai 98.35 98.27 99.47 98.87 99.18 99.49 99.59 99.54 98.76 99.18 99.10 99.14 

MITM 98.35 96.01 95.74 95.87 99.18 96.50 96.03 96.26 98.76 92.22 94.81 93.50 

Scan 98.35 97.88 95.38 96.61 99.18 98.08 98.57 98.32 98.76 98.11 98.90 98.51 

(d) IoT-23 Dataset Multiclass Classification using CNNLSTM, CNNBiLSTM, and CNNGRU Models. 

Normal 99.83 99.68 99.89 99.79 99.87 99.82 99.93 99.87 99.86 99.84 99.86 99.85 

DDoS 99.83 99.71 99.39 99.55 99.87 99.73 99.94 99.84 99.86 99.73 99.96 99.84 

Attack 99.83 98.50 99.99 99.24 99.87 99.17 90.84 94.82 99.86 99.99 99.99 99.99 

Mirai 99.83 98.63 97.84 98.23 99.87 98.57 98.02 98.29 99.86 98.21 98.21 98.21 

File Download 99.83 95.73 94.70 95.21 99.87 97.66 93.09 95.32 99.86 96.52 95.85 96.18 

Heartbeat 99.83 99.07 97.60 98.33 99.87 98.17 97.11 97.63 99.86 97.75 96.38 97.06 

C&C 99.83 99.84 99.86 99.85 99.87 99.90 99.86 99.88 99.86 99.86 99.88 99.87 

Torii 99.83 99.99 99.99 99.99 99.87 99.99 99.99 99.99 99.86 99.99 99.99 99.99 

Port Scan 99.83 99.99 99.99 99.99 99.87 99.99 99.99 99.99 99.86 99.99 99.99 99.99 

Okiru 99.83 99.99 99.99 99.99 99.87 99.99 99.99 99.99 99.86 99.99 99.99 99.99 

(e) MQTT Dataset Multiclass Classification using CNNLSTM, CNNBiLSTM, and CNNGRU Models. 

Normal 99.96 99.18 99.99 99.59 99.97 99.40 99.99 99.70 99.95 99.08 99.99 99.53 

MQTT-BF 99.96 99.99 99.94 99.97 99.97 99.99 99.95 99.98 99.95 99.99 99.92 99.96 

Scan-A 99.96 99.98 99.99 99.99 99.97 99.99 99.99 99.99 99.95 99.94 99.99 99.97 

Scan-U 99.96 99.94 99.50 99.72 99.97 99.94 99.96 99.95 99.95 99.99 99.94 99.97 

Sparta 99.96 99.99 99.99 99.99 99.97 99.99 99.99 99.99 99.95 99.99 99.99 99.99 

(f) MQTTset Dataset Multiclass Classification using CNNLSTM, CNNBiLSTM, and CNNGRU Models. 

Normal 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 

MQTT Flood 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 

DoS 99.99 99.96 99.69 99.83 99.99 99.91 99.87 99.89 99.99 99.83 99.83 99.83 

MQTT-BF 99.99 99.45 99.89 99.67 99.99 99.89 98.90 99.39 99.99 99.78 99.56 99.67 

Malformed Data 99.99 99.71 99.99 99.85 99.99 98.57 99.99 99.28 99.99 99.56 99.56 99.56 

SlowITe 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 
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Table 5.23: Accuracy, Precision, Recall, F1 Score of IoT-DS2 Dataset Multiclass Classification using 
CNN based LSTM, BiLSTM, and GRU Models. 

Model CNNLSTM CNNBiLSTM CNNGRU 

Class Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score 

Normal 99.45 99.53 99.63 99.58 99.57 99.51 99.67 99.59 99.52 99.39 99.68 99.53 

DDoS 99.45 99.87 99.89 99.88 99.57 99.93 99.90 99.92 99.52 99.97 99.90 99.93 

DoS 99.45 99.75 97.58 98.65 99.57 99.50 97.55 98.52 99.52 99.13 97.31 98.21 

MITM 99.45 95.50 92.54 93.99 99.57 95.54 91.87 93.67 99.52 92.22 91.28 91.75 

Mirai 99.45 98.92 98.96 98.94 99.57 98.94 99.16 99.05 99.52 98.99 98.66 98.83 

MQTT-BF 99.45 99.80 96.98 98.37 99.57 99.76 98.07 98.91 99.52 99.70 99.00 99.35 

Sparta 99.45 98.73 98.73 98.73 99.57 98.07 99.41 98.73 99.52 98.73 99.64 99.18 

Theft 99.45 99.17 96.43 97.78 99.57 99.09 96.68 97.87 99.52 99.16 96.19 97.66 

Attack 99.45 99.52 99.89 99.70 99.57 99.44 99.84 99.64 99.52 99.17 99.68 99.42 

C&C 99.45 98.66 98.29 98.48 99.57 99.43 98.00 98.71 99.52 98.69 97.17 97.92 

File Download 99.45 99.05 97.44 98.24 99.57 98.87 97.94 98.40 99.52 99.05 97.32 98.17 

Heartbeat 99.45 97.62 98.04 97.83 99.57 97.50 97.88 97.69 99.52 97.00 95.17 96.08 

Okiru 99.45 99.28 100.00 99.64 99.57 100.00 100.00 100.00 99.52 100.00 100.00 100.00 

OS Scan 99.45 98.97 99.27 99.12 99.57 99.21 99.55 99.38 99.52 98.98 99.59 99.29 

Port Scan 99.45 99.61 99.98 99.80 99.57 100.00 99.99 100.00 99.52 100.00 99.98 99.99 

Torii 99.45 100.00 99.92 99.96 99.57 100.00 99.96 99.98 99.52 99.92 99.96 99.94 

MQTT Flood 99.45 99.98 100.00 99.99 99.57 99.98 100.00 99.99 99.52 99.98 100.00 99.99 

Malformed Data 99.45 97.84 99.32 98.57 99.57 97.83 98.77 98.30 99.52 96.72 92.89 94.77 

SlowITe 99.45 99.69 99.60 99.65 99.57 99.69 99.82 99.76 99.52 98.26 99.47 98.86 

and recall values compared to other datasets used in this section. The FPR for the MQTT 

dataset was 0.002%, while the FNR was 0.04% using the CNNLSTM model. The FPR for 

the MQTT dataset was 0.002%, whereas the FNR for the CNNBiLSTM model was 0.03%. 

FPR was 0.003% for the MQTT dataset, while FNR was 0.05% when the CNNGRU model 

was used. Only 15, 12, and 12 instances of the MQTTset dataset were misclassified using 

the CNNLSTM, CNNBiLSTM, and CNNGRU models.  

The IoT-DS2 dataset has 18 attack categories, and the IoT-DS2 dataset assessment results 

are summarized in Table 5.23. The precision values for CNNLSTM, CNNBiLSTM, and 

CNNGRU models were 99.45%, 99.57%, and 99.52%, respectively. The FPR for the IoT-

DS2 dataset was 0.06%, and the FNR was 0.48% using the CNNLSTM model. The FPR 

was 0.03% for the IoT-DS2 dataset, whereas the FNR was 0.40% for the CNNBiLSTM 
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model. When the CNNGRU model was used with the IoT-DS2 dataset, FPR was 0.04%, 

and FNR was 0.47%.  

5.6.2 Binary Classification 

This section analyzes a single-layer binary classification model. Three binary classification 

models were designed using a single hidden layer of LSTM, BiLSTM, and GRU networks. 

They were tested using NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, MQTTset, and IoT-

DS2 datasets. First, the whole dataset was converted to binary label classification. Table 

5.24 summarizes the assessment results for binary classification using the LSTM model. 

The MQTTset dataset achieved high precision and recall values. IoT-DS2 dataset, which 

combines all IoT datasets, reached an accuracy of 99.42% using the LSTM model. The 

number of instances for the normal class was very small in the IoT-NI dataset compared to 

the anomaly class; as a result, the normal class achieved a low detection rate compared to 

the anomaly class. The detection rate was 99.98%, FPR was 0.04%, and FNR was 0.02% 

for MQTTset using the LSTM model. 

The findings of the binary classification evaluation using the BiLSTM model are 

summarized in Table 5.25. The MQTTset dataset demonstrated a high level of precision 

and recall. An accuracy of 99.96% was achieved with the MQTTset dataset using the 

BiLSTM model. The IoT-DS2 dataset has an accuracy of 99.65%, higher than the LSTM 

model accuracy. The detection rate for MQTTset using the BiLSTM model was 99.98%, 

FPR was 0.03%, and FNR was 0.02%. 

Table 5.26 summarizes the evaluation results for the binary classification using the GRU 

model. The GRU model performs better compared to the LSTM model. The performance 
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Table 5.24: Binary Classification of NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, MQTTset, and IoT-
DS2 Datasets using LSTM Model. 

Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

NSLKDD 
Normal 

99.91 
99.89 99.89 99.89 99.97 0.03 0.11 

Anomaly 99.97 99.97 99.97 99.89 0.11 0.03 

BoT-IoT 
Normal 

99.90 
99.52 99.45 99.49 99.97 0.03 0.55 

Anomaly 99.97 99.97 99.97 99.45 0.55 0.03 

IoT-NI 
Normal 

99.10 
96.36 97.02 96.69 99.72 0.28 2.98 

Anomaly 99.77 99.72 99.75 97.02 2.98 0.28 

IoT-23 
Normal 

99.80 
99.74 99.93 99.84 99.89 0.11 0.07 

Anomaly 99.97 99.89 99.93 99.93 0.07 0.11 

MQTT 
Normal 

99.91 
99.21 99.81 99.51 99.96 0.04 0.19 

Anomaly 99.99 99.96 99.98 99.81 0.19 0.04 

MQTTset 
Normal 

99.96 
99.99 99.99 99.99 99.95 0.05 0.01 

Anomaly 99.94 99.95 99.94 99.99 0.01 0.05 

IoT-DS2 
Normal 

99.42 
98.96 99.11 99.03 99.82 0.18 0.89 

Anomaly 99.84 99.82 99.83 99.11 0.89 0.18 

Table 5.25: Binary Classification of NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, MQTTset, and IoT-
DS2 Datasets using BiLSTM Model. 

Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

NSLKDD 
Normal 

99.92 
99.88 99.92 99.90 99.97 0.03 0.08 

Anomaly 99.98 99.97 99.98 99.92 0.08 0.03 

BoT-IoT 
Normal 

99.96 
99.76 99.83 99.80 99.99 0.01 0.17 

Anomaly 99.99 99.99 99.99 99.83 0.17 0.01 

IoT-NI 
Normal 

99.25 
96.84 97.80 97.32 99.76 0.24 2.20 

Anomaly 99.83 99.76 99.80 97.80 2.20 0.24 

IoT-23 
Normal 

99.70 
99.63 99.71 99.67 99.84 0.16 0.29 

Anomaly 99.88 99.84 99.86 99.71 0.29 0.16 

MQTT 
Normal 

99.88 
98.74 99.84 99.29 99.94 0.06 0.16 

Anomaly 99.99 99.94 99.96 99.84 0.16 0.06 

MQTTset 
Normal 

99.96 
99.99 99.99 99.99 99.95 0.05 0.01 

Anomaly 99.96 99.95 99.95 99.99 0.01 0.05 

IoT-DS2 
Normal 

99.65 
99.31 99.40 99.36 99.88 0.12 0.60 

Anomaly 99.89 99.88 99.89 99.40 0.60 0.12 

Table 5.26: Binary Classification of NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, MQTTset, and IoT-
DS2 Datasets using GRU Model. 

Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

NSLKDD 
Normal 

99.91 
99.89 99.89 99.89 99.97 0.03 0.11 

Anomaly 99.97 99.97 99.97 99.89 0.11 0.03 

BoT-IoT 
Normal 

99.94 
99.71 99.61 99.66 99.98 0.02 0.39 

Anomaly 99.98 99.98 99.98 99.61 0.39 0.02 

IoT-NI 
Normal 

99.25 
96.84 97.80 97.32 99.76 0.24 2.20 

Anomaly 99.83 99.76 99.80 97.80 2.20 0.24 

IoT-23 
Normal 

99.23 
99.36 99.36 99.36 99.73 0.27 0.64 

Anomaly 99.72 99.73 99.72 99.36 0.64 0.27 

MQTT 
Normal 

99.88 
98.74 99.84 99.29 99.94 0.06 0.16 

Anomaly 99.99 99.94 99.96 99.84 0.16 0.06 

MQTTset 
Normal 

99.96 
99.99 99.99 99.99 99.95 0.05 0.01 

Anomaly 99.96 99.95 99.95 99.99 0.01 0.05 

IoT-DS2 
Normal 

99.45 
99.15 98.99 99.07 99.85 0.15 1.01 

Anomaly 99.82 99.85 99.84 98.99 1.01 0.15 
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of the GRU model was lower than that of the BiLSTM model. The GRU model attained an 

accuracy of 99.96% when used with the MQTTset dataset. The detection rate for MQTTset 

using the GRU model was 99.97%, FPR was 0.06%, and FNR was 0.03%. IoT-DS2 has an 

accuracy of 99.45%, which is greater than the accuracy of the LSTM model but lower than 

the accuracy of the BiLSTM model. A lightweight binary classification model based on a 

single recurrent neural network-based hidden layer accurately detected normal and 

anomalous occurrences in the NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, MQTTset, and 

IoT-DS2 datasets. 

Next, the binary classification model was extended to classify normal and anomalous 

classes of the IoT-DS2 dataset. The IoT-DS2 dataset was divided into eighteen subsets, 

with each subset consisting of a normal data class and an anomalous data class. Each subset 

was used to evaluate LSTM, BiLSTM, and GRU models. The accuracy, precision, recall, 

and F1 score of the IoT-DS2 dataset normal and individual anomalous classes using LSTM, 

BiLSTM, and GRU models are presented in Fig. 5.10 to 5.13. The BiLSTM model 

performs better compared to LSTM and GRU models. The binary classification model 

correctly identified normal and anomalous events in the IoT-DS2 dataset based on a single 

recurrent neural network-based hidden layer. These evaluation results confirm that a single-

layer recurrent neural network model can detect anomalies in different IoT networks 

effectively. 

Class weights were employed in the training phase to address imbalanced classes in the 

datasets. The evaluation results reported in the preceding sections are based using class 

weighting. Class weights were calculated based on the number of instances of each class; 

therefore, a minority class with a small number of instances will receive a high weight.  
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Figure 5.10: Accuracy of Binary Classification using LSTM, BiLSTM, and GRU Models for Normal 

and Individual Anomalous Classes of IoT-DS2 Dataset. 

 
Figure 5.11: Precision of Binary Classification using LSTM, BiLSTM, and GRU Models for Normal 

and Individual Anomalous Classes of IoT-DS2 Dataset. 

 
Figure 5.12: Recall of Binary Classification using LSTM, BiLSTM, and GRU Models for Normal and 

Individual Anomalous Classes of IoT-DS2 Dataset. 

 
Figure 5.13: F1 Score of Binary Classification using LSTM, BiLSTM, and GRU Models for Normal 

and Individual Anomalous Classes of IoT-DS2 Dataset. 
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SMOTE was used for minority classes in this section. SMOTE was implemented for 

NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, and MQTTset datasets. The Borderline 

SMOTE algorithm was used to generate new synthetic samples. The random state was used 

to control the algorithm's randomization. K is the number of neighbors used in the 

borderline SMOTE algorithm to calculate the average distance to minority samples. A 

range of K values was tested, but K=6 to 10 was determined as an optimal number of 

neighbors for calculating the average distance for minority samples. New synthetic samples 

were created using the borderline-1 algorithm. CNN-based LSTM, BiLSTM, and GRU 

models were used to evaluate the performance of borderline SMOTE. The borderline 

SMOTE is used exclusively to ensure that the training set is balanced. The multiclass 

classification using SMOTE for class balancing and CNNLSTM, CNNBiLSTM, and 

CNNGRU models for classification are presented in Table 5.27. 

The NSLKDD dataset Prob, U2L, and R2L classes detection rates have been improved, as 

shown in Table 5.27(a). Table 5.27(b) shows the detection rate for the Normal and Theft 

classes has been enhanced. Four classes were balanced in the IoT-NI dataset. As presented 

in Table 5.27(c), the detection rates for the Normal, DoS, MITM, and Scan classes have 

been improved for the IoT-NI dataset. One million instances were selected randomly from 

the IoT-23 dataset's Normal, Attack, Port Scan, DDoS, and Okiru classes. Mirai, File 

Download, Heartbeat, C&C, and Torii classes were balanced. The IoT-23 dataset has 

improved the detection rate of minority classes, as seen in Table 5.27(d). One million 

instances were selected randomly from the MQTT dataset's MQTT-BF, Sparta. The 

minority classes were balanced. The MQTT dataset achieved a high detection rate when 

class weight was used to handle imbalance classes. 
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Table 5.27: Accuracy, Precision, Recall, F1 Score of NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, and 
MQTTset Datasets Multiclass Classification using SMOTE for Class Balancing and CNNLSTM, 

CNNBiLSTM, and CNNGRU Models for Classification. 

Model CNNLSTM CNNBiLSTM CNNGRU 

Class Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score

(a) NSLKDD dataset multiclass classification using SMOTE for class balancing and CNNLSTM, CNNBiLSTM, and CNNGRU models for classification. 

Normal 99.91 99.94 99.95 99.95 99.92 99.95 99.96 99.96 99.91 99.95 99.96 99.96 

DoS 99.91 99.93 99.98 99.96 99.92 99.90 99.97 99.94 99.91 99.91 99.96 99.94 

Probe 99.91 99.64 99.41 99.52 99.92 99.49 99.37 99.43 99.91 99.37 99.75 99.56 

R2L 99.91 97.66 94.14 95.87 99.92 97.54 91.24 94.29 99.91 97.06 90.83 93.84 

U2R 99.91 99.04 98.10 98.57 99.92 98.70 98.27 98.48 99.91 99.11 98.67 98.89 

(b) BoT-IoT dataset multiclass classification using SMOTE for class balancing and CNNLSTM, CNNBiLSTM, and CNNGRU models for classification. 

Normal 99.94 99.96 99.87 99.91 99.97 99.98 99.90 99.94 99.96 99.96 99.85 99.91 

DoS 99.94 99.93 99.93 99.93 99.97 99.96 99.99 99.98 99.96 99.95 99.97 99.96 

Scan 99.94 99.93 99.93 99.93 99.97 99.97 99.95 99.96 99.96 99.95 99.96 99.95 

Theft 99.94 99.94 99.96 99.95 99.97 99.97 99.96 99.96 99.96 99.97 99.95 99.96 

(c) IoT-NI dataset multiclass classification using SMOTE for class balancing and CNNLSTM, CNNBiLSTM, and CNNGRU models for classification. 

Normal 98.88 99.63 97.66 98.64 99.40 99.38 99.22 99.30 98.90 99.59 97.69 98.63 

DoS 98.88 99.91 99.39 99.65 99.40 99.92 99.61 99.77 98.90 99.90 99.36 99.63 

Mirai 98.88 98.84 99.67 99.25 99.40 99.70 99.64 99.67 98.90 98.86 99.68 99.27 

MITM 98.88 97.39 97.24 97.32 99.40 97.54 97.60 97.57 98.90 97.50 97.17 97.33 

Scan 98.88 98.54 95.80 97.15 99.40 98.25 98.91 98.58 98.90 98.56 95.95 97.23 

(d) IoT-23 dataset multiclass classification using SMOTE for class balancing and CNNLSTM, CNNBiLSTM, and CNNGRU models for classification. 

Normal 99.86 99.74 99.89 99.81 99.89 99.86 99.92 99.89 99.88 99.74 99.95 99.85 

DDoS 99.86 99.80 99.39 99.59 99.89 99.73 99.94 99.84 99.88 99.83 99.39 99.61 

Attack 99.86 98.50 99.99 99.24 99.89 99.17 90.84 94.82 99.88 98.50 99.24 98.87 

Mirai 99.86 98.63 97.84 98.23 99.89 98.58 98.58 98.58 99.88 99.68 97.90 98.78 

File Download 99.86 96.48 96.93 96.71 99.89 98.50 93.09 95.72 99.88 98.64 97.39 98.01 

Heartbeat 99.86 99.07 98.63 98.85 99.89 99.08 98.53 98.81 99.88 99.64 98.73 99.18 

C&C 99.86 99.84 99.86 99.85 99.89 99.90 99.86 99.88 99.88 99.84 99.84 99.84 

Torii 99.86 99.99 99.99 99.99 99.89 99.99 99.99 99.99 99.88 99.99 99.99 99.99 

Port Scan 99.86 99.99 99.99 99.99 99.89 99.99 99.99 99.99 99.88 99.99 99.99 99.99 

Okiru 99.86 99.99 99.99 99.99 99.89 99.93 99.99 99.97 99.88 99.95 99.99 99.97 

(e) MQTT dataset multiclass classification using SMOTE for class balancing and CNNLSTM, CNNBiLSTM, and CNNGRU models for classification. 

Normal 99.97 99.49 99.99 99.74 99.97 99.52 99.99 99.75 99.96 99.35 99.97 99.66 

MQTT-BF 99.97 99.99 99.96 99.98 99.97 99.99 99.96 99.98 99.96 99.99 99.95 99.97 

Scan-A 99.97 99.94 99.92 99.93 99.97 99.97 99.90 99.94 99.96 99.92 99.81 99.86 

Scan-U 99.97 99.94 99.62 99.78 99.97 99.97 99.72 99.84 99.96 99.84 99.87 99.85 

Sparta 99.97 99.99 99.99 99.99 99.97 99.99 99.99 99.99 99.96 99.99 99.99 99.99 

(f) MQTTset dataset multiclass classification using SMOTE for class balancing and CNNLSTM, CNNBiLSTM, and CNNGRU models for classification. 

Normal 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 

MQTT Flood 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 

DoS 99.99 99.96 99.69 99.83 99.99 99.91 99.87 99.89 99.99 99.83 99.83 99.83 

MQTT-BF 99.99 99.45 99.89 99.67 99.99 99.89 98.90 99.39 99.99 99.78 99.56 99.67 

Malformed Data 99.99 99.71 99.99 99.85 99.99 98.57 99.99 99.28 99.99 99.56 99.56 99.56 

SlowITe 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 99.99 
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Each model enhanced the overall detection rate in the MQTT dataset. All anomalous classes 

were in the minority in the MQTTset dataset. Class weight was used to address imbalance 

classes in the MQTTset dataset, resulting in a high detection rate, but when border SMOTE 

was employed, each model improved the overall detection rate. The border SMOTE technique 

performs better than class weight, but the border SMOTE technique requires more computing 

resources than class weight. Overfitting of the LSTM, BILSTM, and GRU models was 

evaluated using the dropout layer and early stopping approaches. Furthermore, a 5-fold cross-

validation was performed to evaluate the overfitting of LSTM, BiLSTM, and GRU models. 

Through the use of 5-fold cross-validation, identical results were obtained, demonstrating the 

consistency of the proposed model. 

The binary classification performance was compared using the receiver operating 

characteristic area under the curve (ROC AUC). The ROC curves were plotted for the 

validation and testing sets for the NSLKDD, BoT-IoT, IoT-NI, IoT-23, MQTT, and 

MQTTset datasets. ROC curve for the validation of NSLKDD, BoT-IoT, IoT-NI, IoT-23, 

MQTT, and MQTTset, datasets binary classification using BiLSTM model are presented 

in Fig. 5.14, and testing ROC are presented in Fig 5.15. 

5.6.3 Discussion and Results Comparison  

The proposed model's results are compared to previous research papers in this section. The 

proposed models significantly improved binary and multiclass classification detection 

anomalies in IoT networks. The prospect of recurrent neural networks being used in 

association with convolutional neural networks to solve anomaly detection in IoT 

networks. The proposed model also use kernel, bias, and activity regularizers at the 
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Figure 5.14: ROC Curve for Validation Set of BoT-IoT, IoT-NI, IoT-23, MQTT, MQTTset, IoT-DS2, 

and NSLKDD Datasets using BiLSTM Model. 

 

Figure 5.15: ROC Curve for Testing Set of BoT-IoT, IoT-NI, IoT-23, MQTT, MQTTset, IoT-DS2, and 
NSLKDD Datasets using BiLSTM Model. 
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layer may often aid in accelerating and stabilizing the learning process by decreasing the 

error rate in the model being learned. Layer normalization can stabilize the hidden state 

dynamics of the recurrent network. The activity regularization layer and the dropout layer 

were used to decrease the possibility of overfitting.  

Table 5.28 compares binary classification techniques used in deep learning with proposed 

anomaly detection models. The NSLKDD dataset was used to compare the evaluation 

results of the proposed binary classification model for anomaly detection in a generic 

network setting. Anomaly detection models based on RNN were evaluated using the 

NSLKDD dataset by Yin et al. [62]. The model obtains a higher level of accuracy in their 

experiment when they utilize 80 hidden nodes and a learning rate of 0.1. RNN-IDS has a 

high detection rate of 83.28% when 100 epochs are assigned. Liu et al. [81] proposed the 

features of long and short sessions and developed a neural network based on CNN and 

LSTM models to extract the variations between normal and abnormal models. The results 

demonstrate that the proposed quantitative model can effectively prevent hiding identity 

information. However, their model also improves computing efficiency and small subset 

anomaly detection accuracy. Their model got a 98.90% accuracy rate. 

Li et al. [83] use LSTM and GRU with a variable number of hidden layers to evaluate the 

recently suggested Broad Learning System (BLS). Pseudoinverse weight adjustment 

replaces back-propagation in BLS models with fewer hidden layers. In the case of 

incremental learning, weights can be dynamically updated. The accuracy and F1 score were 

very low for LSTM and GRU models. A BiLSTM-based intrusion detection system is 

proposed by Imrana et al. [128]. BiLSTM and LSTM model's performance were compared 
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using the NSLKDD dataset. The LSTM model has high false alarms than the BiLSTM 

model. 

Table 5.28: Comparison of Binary Classification Models in Deep Learning for Anomaly Detection. 

Article Year Model Dataset Accuracy Precision Recall F1 Score FPR 

Yin et al. [62] 2017 RNN NSLKDD 71.52 86.83 83.39 83.39 13.2 

Arivud et al. [77] 2019 CNN NSLKDD 99.67 99.69 - - 0.57 

Liu et al. [81] 2019 CNN-LSTM NSLKDD 98.90 - - - - 

Li et al. [83] 2019 LSTM NSLKDD 82.78 - - 83.34 - 

Li et al. [83] 2019 GRU NSLKDD 82.87 - - 83.05 - 

Imrana et al. [128] 2021 LSTM NSLKDD 89.81 97.75 84.03 90.38 2.55 

Imrana et al. [128] 2021 BiLSTM NSLKDD 94.26 99.05 90.79 94.75 1.15 

Biswas et al. [59] 2021 ANN NSLKDD 98.39 - - - - 

Biswas et al. [59] 2021 GRU NSLKDD 99.14 - - - - 

Liu et al. [189] 2021 DNN NSLKDD 93.20 - - 91.10 0.09 

Liu et al. [189] 2021 CNN NSLKDD 92.70 - - 89.20 0.10 

Liu et al. [189] 2021 RNN NSLKDD 91.90 - - 88.10 0.12 

Liu et al. [189] 2021 MTDL NSLKDD 95.50 - - 94.10 0.079 

Moizuddin et al. [190] 2022 GMGWO NSLKDD 99.84 99.68 99.94 99.81 - 

Ferrage et al. [103] 2019 RNN -BPTT BoT-IoT 98.20 - - - 1.28 

Susilo et al. [109] 2020 MLP BoT-IoT 79.01 - - -  

Susilo et al. [109] 2020 CNN BoT-IoT 91.27 - - - - 

Ferrag et al. [41] 2020 RNN BoT-IoT 98.31 97.50 - - 1.1 

Biswas et al. [59] 2021 ANN BoT-IoT 97.23 - - - - 

Biswas et al. [59] 2021 GRU BoT-IoT 99.76 - -   

Liu et al. [189] 2021 DNN BoT-IoT 99.80 - - 97.80 0.33 

Liu et al. [189] 2021 CNN BoT-IoT 99.10 - - 98.90 0.30 

Liu et al. [189] 2021 RNN BoT-IoT 99.90 - - 99.70 0.30 

Liu et al. [189] 2021 MTDL BoT-IoT 99.90 - - 99.80 0.21 

Ge et al. [161] 2020 DNN BoT-IoT 99.90 - - - - 

Proposed Models 2021 LSTM NSLKDD 99.91 99.94 99.92 99.93 0.09 

2021 GRU NSLKDD 99.91 99.95 99.96 99.96 0.09 

2021 BiLSTM NSLKDD 99.92 99.96 99.95 99.96 0.07 

2021 LSTM BoT-IoT 99.90 99.95 99.95 99.95 0.52 

2021 GRU BoT-IoT 99.94 99.97 99.97 99.97 0.37 

2021 BiLSTM BoT-IoT 99.96 99.98 99.98 99.98 0.16 

Biswas et al. [59] proposed ANN and GRU models for distinguishing malicious Botnet 

traffic from legitimate traffic. GRU model achieved a better detection rate compared to the 

ANN model. Liu et al. [189] propose leveraging different aspects of each type of 

communication from three perspectives: anomaly discovery, clustering, and classification. 
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Additionally, they offer a tailored loss function to adjust traffic data that is distributed 

irregularly. DNN, CNN, and RNN models achieved a low detection rate compared to their 

proposed MTDL model. 

The detection rate was high for IoT-23, MQTT, and MQTTset datasets. These datasets are 

recently released datasets for the IoT network, and there are few published research papers 

in which researchers developed a deep learning model using these datasets. Since the BoT-

IoT dataset is the most referenced IoT dataset, the proposed binary classification models 

were also compared against previously published models using the BoT-IoT dataset.   

Ferrag et al. [103] came up with a new way to protect smart grids from hackers. They used 

deep learning and blockchain technology to build a new framework for smart grids. They 

used a recurrent neural network to monitor the energy network for network threats and 

fraudulent transactions. Their model achieved a high accuracy of 98.20% when applied to 

the BoT-IoT dataset.  

Ferrag et al. [41] use a binary and multiclass classification approach to study seven deep 

learning models. RNN models with varying learning rates and hidden nodes were tested 

for accuracy and training time using the BoT-IoT dataset. The accuracy and training time 

of unsupervised models with various learning rates and hidden nodes were also compared 

using the BoT-IoT dataset. The RNN model achieved a high accuracy of 98.31%. Susilo et 

al. [109] created a deep-learning method for identifying DoS attacks in IoT networks. They 

discovered that a deep-learning model could greatly improve accuracy, enabling the most 

effective threat prevention in IoT networks. The accuracy of their suggested model, which 

was based on the CNN model, was very poor, as seen in Table 5.28. 
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Advances in communication and information technology have enabled an increasing 

amount of data to be exchanged via the Internet, resulting in new applications for Internet 

services. Biswas et al. [59] suggested a method for distinguishing malicious botnet traffic 

from legitimate traffic by using novel deep learning techniques such as ANN, GRU, and 

LSTM models. Testing reveals that the classification accuracy is 99.76%, which is better 

than all prior research, as indicated by the author. The proposed LSTM, BiLSTM, and GRU 

models outperformed previously published anomaly detection models in terms of accuracy, 

precision, recall, and F1 score using the BoT-IoT dataset.  

Two anomaly detection models for multiclass classification in IoT networks were designed 

and implemented using LSTM, BiLSTM, and GRU networks. The LSTM, BiLSTM, and 

GRU models were built using the same structure. Figure 3.14 represents a layered view of 

the proposed LSTM, BiLSTM, or GRU models. The first implementation is made up of 

four hidden layers. The hidden layers are either LSTM, BiLSTM, or GRU layers. 

Convolutional neural network advantages can become more apparent when anomaly 

detection problems are turned into image recognition problems. A convolutional neural 

network is excellent at capturing spatial and temporal correlations that are important for 

intrusion detection. A hybrid deep learning model for IoT networks was built using 

convolutional and recurrent neural networks. Three hidden layers are employed in this 

method to achieve the desired result. Figure 3.15 represents a layered view of the proposed 

CNN-based LSTM, BiLSTM, or GRU models. The first hidden layer uses a convolutional 

neural network to extract feature information from the input features. An average pooling 

layer was utilized to decrease the number of features by half. The CNN layer is followed 

by two hidden layers of the recurrent neural network. 
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The convolutional neural network layer replaces two recurrent neural network layers. The 

multiclass classification was performed to analyze data from the NSLKDD, BoT-IoT, IoT-

NI, IoT-23, MQTT, MQTTset, and IoT-DS2 datasets. LSTM, BiLSTM, and GRU models 

multiclass classification is presented in Tables 5.20 and 5.21. CNN-based LSTM, 

BiLSTM, and GRU models multiclass classification is shown in Tables 5.22, 5.23, and 

5.27.  Table 5.29 compares the assessment results of the proposed multiclass classification 

models for anomaly detection in a generic network and IoT networks scenario using the 

NSLKDD and BoT-IoT datasets. Yin et al. [62], Wu et al. [73], Naseer et al. [74], Ding et 

al. [75], Chouhan et al. [78], Imrana et al. [128], Liu et al. [122], Sethi et al. [130], and 

Vinayakumar [79] used the NSLKDD dataset to evaluate their model, but these techniques 

achieved very low accuracy, as shown in Table 5.29. The model proposed by Sahu et al. 

[191] and Moizuddin et al. [190] achieved reasonably high accuracy and detection rate 

compared to other model models. 

Xu et al. [72]  investigate a multilayer perception and gated recurrent units based intrusion-

detection model using KDD99 and NSLKDD datasets. Their model achieved a maximum 

accuracy of 99.24% for the NSLKDD dataset. Numerous challenges arise due to the 

ongoing evolution and scale of destructive cyberattacks, requiring a comprehensive 

solution. Due to malware's dynamic nature and ever-changing attack methodologies, 

publicly accessible malware datasets must be regularly updated and benchmarked. DNNs 

and other conventional machine learning classifiers have been tested on various publicly 

accessible malware datasets by Vinayakumar et al. [79]. Their proposed model attained a 

maximum accuracy of 92.90% using four hidden layers for the KDD99 dataset and 78.50% 

using five hidden layers for the NSLKDD dataset.  
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Table 5.29: Comparison of Multiclass Classification Model in Deep Learning for Anomaly Detection. 

Article Year Model Dataset Accuracy Precision Recall F1 Score FPR 

Yin et al. [62] 2017 RNN NSLKDD 81.29 83.06 81.29 79.25 13.00 

Wu et al. [73] 2018 CNN NSLKDD 79.48 80.91 79.48 77.24 14.11 

Naseer et al. [74] 2018 LSTM NSLKDD 89.00 - - - - 

Naseer et al. [74] 2018 CNN NSLKDD 85.00 - - - - 

Ding et al. [75] 2018 LSTM NSLKDD  73.18 - - - - 

Ding et al. [75] 2018 CNN NSLKDD  80.13 - - - - 

Xu et al. [72] 2018 BGRU NSLKDD 99.24 99.31 - - 0.84 

Chouhan et al. [78] 2019 CNN NSLKDD 89.41 - - - - 

Imrana et al. [128] 2021 BiLSTM NSLKDD 91.36 92.81 91.36 91.67 4.03 

Liu et al. [122] 2021 DSSTE+LSTM NSLKDD 81.78 82.71 81.77 80.98  

Sethi et al. [130] 2021 Reinforcement NSLKDD - 96.50 99.10 98.80 0.0124 

Vinayakumar et al. [79] 2018 DNN NSLKDD 78.50 81.00 78.50 76.50 - 

Sahu et al. [191] 2022 LSTM NSLKDD 98.93 98.90 99.10 99.00 - 

Moizuddin et al. [190] 2022 GMGWO NSLKDD 99.90 99.06 99.79 99.41 - 

Ge et al. [85] 2019 DNN BoT-IoT 99.03 99.06 99.03 99.04 0.73 

Ge et al. [161] 2020 DNN BoT-IoT 99.79 99.80 99.78 99.79 0.11 

Proposed Models 2021 LSTM NSLKDD 99.91 99.94 99.92 99.93 0.06 

2021 GRU NSLKDD 99.92 99.93 99.92 99.92 0.06 

2021 BiLSTM NSLKDD 99.94 99.96 99.94 99.95 0.05 

2021 LSTM BoT-IoT 99.94 99.97 99.94 99.95 0.03 

2021 GRU BoT-IoT 99.96 99.96 99.93 99.94 0.02 

2021 BiLSTM BoT-IoT 99.97 99.97 99.95 99.96 0.02 

 

The security of an IoT network is fundamentally linked to the security of the supporting 

computer and communication infrastructure. Ge et al. [85] propose an intrusion detection 

technique for IoT networks, classifying network traffic flow using a deep learning 

technique. They use the BoT-IoT dataset to obtain generic features from packet data. Their 

model achieved an accuracy score of 99.03%. Recently, Ge et al. [161] also proposed a 

model based on a feed-forward neural network with embedding layers for encoding high-

dimensional categorical characteristics for multiclass classification. They also used transfer 

learning to encode high-dimensional category features. Their model reached a 99.79% 

accuracy rate. They used the source port in the feature set. All attacks were generated from 

specific source ports. As a result, there is a chance their model overfits the training data, 
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leading to high accuracy and detection rates. Anomaly detection methods such as the 

LSTM, BiLSTM, and GRU models were developed to outperform existing anomaly 

detection models in the usual criteria of accuracy, precision, recall, and F1score. 

The classification algorithm is biased towards the majority class when an imbalanced 

dataset is used. When it comes to classification, if certain classes dominate, it can lead to 

biased results. As a result, it is suggested to balance the dataset. Oversampling and 

undersampling techniques were used to balance the datasets to solve this issue. When using 

SMOTE, synthetic samples are generated for the minority class; however, the 

methodologies used in SMOTE are based on local knowledge rather than generalized 

information about the minority class. The proposed models effectively capture anomaly 

detection problems' spatial and temporal connectivity. IoT networks are comprised of a 

diverse range of applications and data types. The proposed methodology can be applied to 

a wide range of IoT applications and data to detect and investigate anomalies. 
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5.7 Conditional GANs Model 

This section presents the results of the ocGAN and bcGAN models for binary and multiclass 

classification. Seven benchmark datasets were used to evaluate the ocGAN and bcGAN 

binary and multiclass classification models. Finally, the evaluation results of cGANs models 

are compared to earlier publications. 

5.7.1 One Class cGANs 

The ocGAN model balance the dataset instances by producing data for minority data class. 

Two alternative approaches were used to implement the ocGAN model, as shown in Fig. 

3.19 and 3.20. The dataset is first divided into a training set and a testing set. The training 

set is partitioned into majority and minority data classes. The ocGAN model used minority 

data class to validate the framework described in Fig. 3.19. The majority data class and the 

synthetic data for the minority class were merged to generate a balanced training set for the 

detector model. 

The detector model was trained using a balanced dataset. The testing set from the original 

dataset was used to evaluate the synthetic data produced by the ocGAN model. The testing 

dataset was balanced to ensure that each data class had an equal opportunity. The majority 

data class was reduced to resemble the minority data class. Table 5.30 shows the outcome 

when the training set for the minority data class is generated using the ocGAN model. 

Seven datasets were used to test the ocGAN model. All datasets have normal classes as 

minority data classes, except the NSLKDD and MQTTset datasets, which have an anomaly 

class as a minority data class. The average detection rate for all datasets was measured at 

97% and above, except for the IoT-NI dataset, which had a detection rate of 96%. The 
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results collected from seven datasets indicate that the proposed model was at least 97% 

accurate in producing synthetic data similar to the real data. 

Table 5.30: Synthetic Data Generation for Minority Class utilizing ocGAN Model and Training the 
Detector Model using Synthetic Data of Minority Class. 

Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

KDD99 
Normal 

95.70 
97.70 97.88 97.79 97.71 2.29 2.12 

Anomaly 97.89 97.71 97.80 97.88 2.12 2.29 

NSLKDD 
Normal 

95.96 
99.12 96.76 97.93 99.13 0.87 3.24 

Anomaly 96.79 99.13 97.95 96.76 3.24 0.87 

BoT-IoT 
Normal 

95.10 
97.43 97.53 97.48 97.43 2.57 2.47 

Anomaly 97.52 97.43 97.48 97.53 2.47 2.57 

IoT-NI  
Normal 

92.40 
96.84 95.17 96.00 96.90 3.10 4.83 

Anomaly 95.25 96.90 96.07 95.17 4.83 3.10 

IoT-23 
Normal 

94.60 
99.65 94.89 97.21 99.65 0.35 5.11 

Anomaly 94.85 99.65 97.19 94.89 5.11 0.35 

MQTT 
Normal 

95.90 
99.55 96.24 97.87 99.56 0.44 3.76 

Anomaly 96.36 99.56 97.94 96.24 3.76 0.44 

MQTTset 
Normal 

95.80 
96.08 99.76 97.88 95.92 4.08 0.24 

Anomaly 99.75 95.92 97.80 99.76 0.24 4.08 

To evaluate the framework shown in Fig. 3.20, the ocGAN model was trained using a 

minority data class. The real majority data class, real minority data class, and synthetic data 

for the minority data class were combined to create a balanced training set. The minority data 

class in the training set now includes both real and synthetic data. This technique resulted 

in a high detection rate, as shown in Table 5.31. The detection rate was 99% or higher for 

all datasets except for the IoT-NI dataset. The IoT-NI dataset detection rate was 96% for 

the normal class and 96.50% for the anomaly class. The detection rate for normal and 

anomalous classes is at least 99% for KDD99, NSLKDD, BoT-IoT, MQTT, and MQTTset 

datasets. The normal class detection rate for the IoT-23 dataset was 98.46%, while the 

anomaly detection rate was 99.56%, but the average detection rate is more than 99% for 
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the IoT-23 dataset. These datasets demonstrate that the proposed ocGAN model is accurate 

in generating synthetic data that resembles real data. 

Table 5.31: Synthetic Data Generation for Minority Class utilizing ocGAN Model and Training the 
Detector Model using Real and Synthetic Data of Minority Class. 

Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

KDD99 
Normal 

99.95 
99.97 99.98 99.97 99.97 0.03 0.02 

Anomaly 99.98 99.97 99.97 99.98 0.02 0.03 

NSLKDD 
Normal 

99.80 
99.90 99.89 99.89 99.90 0.10 0.11 

Anomaly 99.89 99.90 99.89 99.89 0.11 0.10 

BoT-IoT 
Normal 

98.90 
99.58 99.31 99.44 99.58 0.42 0.69 

Anomaly 99.31 99.58 99.45 99.31 0.69 0.42 

IoT-NI 
Normal 

92.76 
96.00 96.73 96.36 95.73 4.27 3.27 

Anomaly 96.50 95.73 96.11 96.73 3.27 4.27 

IoT-23 
Normal 

98.05 
98.46 99.56 99.01 98.46 1.54 0.44 

Anomaly 99.56 98.46 99.01 99.56 0.44 1.54 

MQTT 
Normal 

99.65 
99.93 99.73 99.83 99.93 0.07 0.27 

Anomaly 99.73 99.93 99.83 99.73 0.27 0.07 

MQTTset 
Normal 

98.80 
99.40 99.39 99.40 99.40 0.60 0.61 

Anomaly 99.39 99.40 99.40 99.39 0.61 0.60 

5.7.2 Binary Class cGANs 

The bcGAN model is used to generate synthetic instances for a binary dataset. The dataset 

is binary labeled with normal and malicious categories. The bcGAN model implementation 

is presented in Fig. 3.21 and 3.22. In the first implementation, data instances from the 

majority data class were removed to balance the dataset. A balanced dataset was used to 

train the bcGAN model. The bcGAN model seeks to understand both the normal and 

anomalous data distribution. As a result, when real and synthetic instances are presented to 

a classification algorithm, they belong to the same class. The train bcGAN model can create 

unlimited instances for each category. The training set for the detector model was generated 

using the bcGAN model. The detector model was trained using the bcGAN model synthetic 

data. 
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Table 5.32 summarizes the results for framework Fig. 3.21 when the training set is entirely 

produced using the bcGAN model. The average detection rate for KDD99 and NSLKDD 

was 99.05% and 98.85%. The BoT-IoT dataset had a detection rate of 97.70%, and the IoT-

23 dataset achieved a detection rate of 97.30%. The IoT-NI dataset attained the lowest 

detection rate of 94.52%. The detection rate for MQTT and MQTTset datasets was 98.66% 

and 99.10%. According to the results of seven dataset evaluations, the proposed bcGAN 

model can produce synthetic data that is 97% identical to the real data class. 

A further evaluation was conducted on the bcGAN model presented in Fig. 3.22. The 

dataset is first divided into majority data class and minority data class. The ocGAN model 

was trained using the minority data class. The ocGAN model was initially used to generate 

synthetic data for the minority data class. The data from the real majority class, real 

minority class, and synthetic minority class were combined to create a balanced dataset. A 

balanced dataset was used to train the bcGAN model. The detector was trained using the 

synthetic data generated by the bcGAN model.  

Table 5.33 presents the results obtained using the ocGAN and bcGAN models for the 

framework presented in Fig. 3.22. The detection rate for KDD99 and NSLKDD datasets was 

99.02% and 98.72%. The detection rate for the BoT-IoT dataset was 97.64%, whereas the 

IoT-23 dataset had 96.46%. The IoT-NI dataset obtained the lowest detection rate of 

93.81%. MQTT and MQTTset datasets have detection rates of 98.67% and 99%, 

respectively. The average detection rate for five datasets was 97.60%, which shows a 

decrease of approximately 1% from the model presented in Fig. 3.21. 
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Table 5.32: Synthetic Data Generation for Binary Classes utilizing bcGAN Model and Training the 
Detector Model using Synthetic Data. 

Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

KDD99 
Normal 

98.10 
97.74 99.85 98.78 97.69 2.31 0.15 

Anomaly 99.85 97.69 98.76 99.85 0.15 2.31 

NSLKDD 
Normal 

97.75 
98.92 98.78 98.85 98.92 1.08 1.22 

Anomaly 98.78 98.92 98.85 98.78 1.22 1.08 

BoT-IoT 
Normal 

95.35 
99.72 95.50 97.57 99.74 0.26 4.50 

Anomaly 95.69 99.74 97.67 95.50 4.50 0.26 

IoT-NI 
Normal 

89.45 
96.58 91.46 93.95 97.08 2.92 8.54 

Anomaly 92.67 97.08 94.82 91.46 8.54 2.92 

IoT-23 
Normal 

95.65 
96.88 98.70 97.78 96.82 3.18 1.30 

Anomaly 98.68 96.82 97.74 98.70 1.30 3.18 

MQTT 
Normal 

97.35 
99.13 98.17 98.65 99.13 0.87 1.83 

Anomaly 98.19 99.13 98.66 98.17 1.83 0.87 

MQTTset 
Normal 

98.20 
98.72 99.48 99.10 98.69 1.31 0.52 

Anomaly 99.47 98.69 99.08 99.48 0.52 1.31 

Table 5.33: Synthetic Data Generation for Binary Classes utilizing ocGAN Model for the Minority 
Data Class to Balance the Dataset, bcGAN Model for Synthetic Data Generation, and Training the 

Detector Model using Synthetic Data. 
Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

KDD99 
Normal 

97.90 
98.99 99.07 99.03 98.98 1.02 0.93 

Anomaly 99.07 98.98 99.03 99.07 0.93 1.02 

NSLKDD 
Normal 

97.40 
98.66 98.77 98.72 98.66 1.34 1.23 

Anomaly 98.77 98.66 98.72 98.77 1.23 1.34 

BoT-IoT 
Normal 

95.40 
97.37 97.92 97.65 97.36 2.64 2.08 

Anomaly 97.91 97.36 97.63 97.92 2.08 2.64 

IoT-NI 
Normal 

88.40 
93.82 93.86 93.84 93.74 6.26 6.14 

Anomaly 93.79 93.74 93.77 93.86 6.14 6.26 

IoT-23 
Normal 

93.15 
95.54 97.43 96.48 95.45 4.55 2.57 

Anomaly 97.38 95.45 96.41 97.43 2.57 4.55 

MQTT 
Normal 

97.40 
98.61 98.74 98.68 98.61 1.39 1.26 

Anomaly 98.74 98.61 98.67 98.74 1.26 1.39 

MQTTset 
Normal 

98.02 
98.99 99.01 99.00 98.99 1.01 0.99 

Anomaly 99.01 98.99 99.00 99.01 0.99 1.01 

The anomalous data classes of each dataset are then assessed using the bcGAN model 

presented in Fig. 3.21. Each dataset is divided into several subsets depending on the presence 

of anomalous data classes. The KDD99 dataset is divided into four binary datasets. Each 

dataset comprises a normal data class and one anomaly data class. A bcGAN model was 



189 
 

developed for each binary dataset. Four bcGAN models were created using the KDD99 

dataset, one for each anomalous categories DoS, Prob, R2L, and U2R. The training data 

for the detector model was produced using the bcGAN model. A real dataset was utilized 

to assess the associated bcGAN model. The binary classification of the KDD99 dataset for 

all attack types is shown in Fig. 5.16(a). The detection rate for the Normal, DoS, and Prob 

categories was at least 96%. The detection rate for R2L was 90.45%, and U2R was 80%. 

Due to the rarity of U2R events, the bcGAN model was not sufficiently trained, leading to 

an extremely low detection rate for U2R. Fig. 5.16(b) shows the binary classification of all 

anomalous classes in the NSLKDD dataset. The NSLKDD dataset demonstrated nearly 

identical performance to the KDD99 dataset. 

The BoT-IoT dataset has four anomalous classes; as a result, the dataset is split into four 

binary datasets to match these four anomalous classes. Each dataset is assessed using the 

balanced dataset for the bcGAN model. In Fig. 5.16(c), the binary classification of the BoT-

IoT dataset for anomalous classes is presented. The anomalous category Theft is highly 

identified with a 99.19% detection rate. The Normal class had a detection rate of 98.81%, 

whereas DDoS had 97.96%, DoS had a detection rate of 96.07%, and Scan had a detection 

rate of 97.31%. The average detection rate for all anomalous classes was 97.56%, while 

the average detection rate for the Normal class was 98.91%. The IoT-NI dataset has the 

lowest detection rate of any of the datasets analyzed in this section. Fig. 5.16(d) presents 

the binary classification of normal and anomalous classes of the IoT-NI dataset. Normal 

and DoS classes have a high detection rate of 97.89% and 96.99%, respectively. MITM 

and Scan categories have 94.13% and 91.58% detection rates. The Mirai attack category 

has the lowest detection rate of 89.18%. 
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The MQTT dataset has achieved a high detection rate for normal and all anomaly 

categories. Figure 5.16(e) represents the binary classification of anomalous categories in 

the MQTT dataset. The MQTT dataset obtained a minimum detection rate of 96% for all 

categories. Figure 5.16(f) summarizes the results of the bcGAN model using the MQTTset 

dataset. Compared to the other datasets used in this section, the bcGAN model performs 

best on the MQTTset dataset. The average detection rate for normal and anomalous classes 

is 99.20%, which is the highest percentage of detection rate of any dataset evaluated in this 

section. Finally, the bcGAN model was evaluated using the IoT-23 dataset, containing a 

diverse collection of attack categories. The IoT-23 dataset is divided into nine subsets, with 

each having a normal and an anomalous category. Each subset of the IoT-23 dataset was 

used to develop a bcGAN model. The binary classification of the IoT-23 dataset is 

presented in Fig. 5.16(g). The average detection rate for the normal class was 98.07%, and 

the average detection for the anomalous class was 96.60%. In summary, based on the 

results of seven datasets used to assess the bcGAN model, it is concluded that the proposed 

bcGAN model successfully creates synthetic data that is at least 95% similar to the actual 

data. Thirty-four bcGAN models were developed and evaluated to produce synthetic data 

for each anomalous class in the seven datasets utilized in this section. 

Overfitting of the cGANs model was assessed using the dropout layer, early stopping, and 

5-fold cross-validation techniques. The dropout layer uses a value of 0.2 for the cGANs 

model. The cGANs model was stored after every 50 epochs; if the discriminator loss does 

not reduce or the discriminator loss starts increasing, the previous checking point of the 

cGANs model will be used for evaluation. ocGAN and bcGAN models use the whole set of 

minority class for training, but the majority data class was reduced to make a balanced dataset.  
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Figure 5.16 (a): KDD99 Dataset Binary 

Classification for Normal and Anomalous Classes. 
Figure 5.16 (b): NSLKDD Dataset Binary 

Classification for Normal and Anomalous Classes. 

  
Figure 5.16 (c): BoT-IoT Dataset Binary 

Classification for Normal and Anomalous Classes. 
Figure 5.16 (d): IoT-NI Dataset Binary 

Classification for Normal and Anomalous Classes. 

  
Figure 5.16 (e): MQTT Dataset Binary 

Classification for Normal and Anomalous Classes. 
Figure 5.16 (f): MQTTset Dataset Binary 

Classification for Normal and Anomalous Classes. 

 
Figure 5.16 (g): IoT-23 Dataset Binary Classification for Normal and Anomalous Classes. 

Figure 5.16 (a). KDD99. 
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To implement 5-fold cross-validation, the majority data class was divided into 5-folds. The 

minority data class was merged with each fold of the majority data class. This resulted in 

the formation of five subsets, each of which contained the entire minority data class and a 

subset of the majority data class. This procedure created five ocGAN models for the 

framework shown in Fig. 3.19 and five ocGAN models for the framework presented in Fig. 

3.20. The evaluation results of the 5-fold cross-validation test for the ocGAN model is 

presented in Tables 5.34 and 5.35. The cross-validation results show approximately 1% 

deviation from the results presented in Tables 5.30 and 5.31.  

Table 5.34: 5-Fold Cross-Validation for Synthetic Data Generation for Minority Class utilizing 
ocGAN Model and Training the Detector Model using Synthetic Data. 

Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

KDD99 
Normal 

95.30 
97.50 97.68 97.59 97.51 2.49 2.32 

Anomaly 97.69 97.51 97.60 97.68 2.32 2.49 

NSLKDD 
Normal 

96.00 
99.44 96.49 97.94 99.45 0.55 3.51 

Anomaly 96.52 99.45 97.96 96.49 3.51 0.55 

BoT-IoT 
Normal 

94.75 
97.34 97.25 97.30 97.34 2.66 2.75 

Anomaly 97.25 97.34 97.29 97.25 2.75 2.66 

IoT-NI 
Normal 

91.95 
96.49 95.07 95.77 96.55 3.45 4.93 

Anomaly 95.15 96.55 95.85 95.07 4.93 3.45 

IoT-23 
Normal 

94.10 
99.61 94.47 96.97 99.61 0.39 5.53 

Anomaly 94.43 99.61 96.95 94.47 5.53 0.39 

MQTT 
Normal 

95.55 
99.42 96.01 97.69 99.44 0.56 3.99 

Anomaly 96.14 99.44 97.76 96.01 3.99 0.56 

MQTTset 
Normal 

95.40 
95.89 99.56 97.69 95.73 4.27 0.44 

Anomaly 99.54 95.73 97.59 99.56 0.44 4.27 

The bcGAN model produced all training data, which allowed us to use the whole real 

dataset for the testing. To use a balanced dataset for testing, the entire minority data class 

was used while the majority data class was divided into 5-folds. Each fold of the majority 

data class was merged with the minority data class. This resulted in five subsets, each of 

which contained a complete minority data class and a portion of the majority data class. 

This method was used to construct five bcGAN models for the framework described in Fig. 
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3.21 and five bcGAN models for the framework shown in Fig. 3.22. Tables 5.36 and 5.37 

present the evaluation results of the 5-folds cross-validation assessment of the bcGAN 

model. The cross-validation findings indicate a slight deviation of approximately 1% from 

the results presented in Tables 5.32 and 5.33. 

Table 5.35: 5-Fold Cross-Validation for Synthetic Data Generation for Minority Class utilizing 
ocGAN Model and Training the Detector Model using Real and Synthetic Data. 

Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

KDD99 
Normal 

99.80 
99.89 99.91 99.90 99.89 0.11 0.09 

Anomaly 99.91 99.89 99.90 99.91 0.09 0.11 

NSLKDD 
Normal 

99.70 
99.85 99.84 99.84 99.85 0.15 0.16 

Anomaly 99.84 99.85 99.84 99.84 0.16 0.15 

BoT-IoT 
Normal 

98.30 
99.25 99.03 99.14 99.25 0.75 0.97 

Anomaly 99.03 99.25 99.14 99.03 0.97 0.75 

IoT-NI 
Normal 

93.70 
96.49 97.22 96.85 96.25 3.75 2.78 

Anomaly 97.03 96.25 96.63 97.22 2.78 3.75 

IoT-23 
Normal 

97.20 
98.29 98.89 98.59 98.28 1.72 1.11 

Anomaly 98.88 98.28 98.58 98.89 1.11 1.72 

MQTT 
Normal 

98.80 
99.80 99.01 99.40 99.81 0.19 0.99 

Anomaly 99.01 99.81 99.41 99.01 0.99 0.19 

MQTTset 
Normal 

98.20 
99.20 98.99 99.09 99.20 0.80 1.01 

Anomaly 98.99 99.20 99.09 98.99 1.01 0.80 

Table 5.36: 5-Fold Cross-Validation for Synthetic Data Generation for Binary Classes utilizing 
bcGAN Model and Training the Detector Model using Synthetic Data. 

Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

KDD99 
Normal 

98.10 
97.74 99.85 98.78 97.69 2.31 0.15 

Anomaly 99.85 97.69 98.76 99.85 0.15 2.31 

NSLKDD 
Normal 

97.75 
98.92 98.78 98.85 98.92 1.08 1.22 

Anomaly 98.78 98.92 98.85 98.78 1.22 1.08 

BoT-IoT 
Normal 

95.35 
99.72 95.50 97.57 99.74 0.26 4.50 

Anomaly 95.69 99.74 97.67 95.50 4.50 0.26 

IoT-NI 
Normal 

89.45 
96.58 91.46 93.95 97.08 2.92 8.54 

Anomaly 92.67 97.08 94.82 91.46 8.54 2.92 

IoT-23 
Normal 

95.65 
96.88 98.70 97.78 96.82 3.18 1.30 

Anomaly 98.68 96.82 97.74 98.70 1.30 3.18 

MQTT 
Normal 

97.35 
99.13 98.17 98.65 99.13 0.87 1.83 

Anomaly 98.19 99.13 98.66 98.17 1.83 0.87 

MQTTset 
Normal 

98.20 
98.72 99.48 99.10 98.69 1.31 0.52 

Anomaly 99.47 98.69 99.08 99.48 0.52 1.31 
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Table 5.37: 5-Fold Cross-Validation utilizing ocGAN Model for the Minority Data Class to Balance 
the Dataset, bcGAN Model for Synthetic Data Generation, and Training the Detector Model using 

Synthetic Data. 
Dataset Class Accuracy Precision Recall F1 score TNR FPR FNR 

KDD99 
Normal 

98.10 
98.99 99.07 99.03 98.98 1.02 0.93 

Anomaly 99.07 98.98 99.03 99.07 0.93 1.02 

NSLKDD 
Normal 

97.40 
98.66 98.77 98.72 98.66 1.34 1.23 

Anomaly 98.77 98.66 98.72 98.77 1.23 1.34 

BoT-IoT 
Normal 

95.40 
97.37 97.92 97.65 97.36 2.64 2.08 

Anomaly 97.91 97.36 97.63 97.92 2.08 2.64 

IoT-NI 
Normal 

88.40 
93.82 93.86 93.84 93.74 6.26 6.14 

Anomaly 93.79 93.74 93.77 93.86 6.14 6.26 

IoT-23 
Normal 

93.15 
95.54 97.43 96.48 95.45 4.55 2.57 

Anomaly 97.38 95.45 96.41 97.43 2.57 4.55 

MQTT 
Normal 

97.40 
98.61 98.74 98.68 98.61 1.39 1.26 

Anomaly 98.74 98.61 98.67 98.74 1.26 1.39 

MQTTset 
Normal 

98.02 
98.99 99.01 99.00 98.99 1.01 0.99 

Anomaly 99.01 98.99 99.00 99.01 0.99 1.01 

5.7.3 Binary Class cGANs for Multiclass Classification 

This section presents the evaluation results of the multiclass classification framework based 

on the bcGAN model presented in Fig. 3.21. The data for the normal class and each 

anomalous class was generated using the bcGAN model. Four bcGAN models were created 

for the KDD99 dataset. Due to the binary labeling of the data produced by the bcGAN 

model, a category column has been added to the dataset to combine all the bcGAN model 

synthetic data. Multiclass classification will use the category column. The binary label 

column was removed from the KDD99 dataset. The data generated by four bcGAN models 

were merged to create a multiclass synthetic dataset. Now the synthetic training dataset 

contains a normal class and four anomalous classes.  

The detector was trained using KDD99 multiclass synthetic data, and real KDD99 datasets 

were used for testing. The findings of the bcGAN model for multiclass classification of the 

KDD99 dataset using 5-fold cross-validation are summarized in Table 5.38(a). The 
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detection rate for Normal, DoS, and Prob categories was at least 91% or higher. The 

number of occurrences for the R2L and U2R categories is very small, so the bcGAN model 

was not adequately trained, and therefore R2L and U2R categories were not correctly 

identified. 

The MQTT dataset comprised four anomalous classes; therefore, four bcGAN models were 

created to generate synthetic data for training the multiclass classification detector model. 

The outcome of the multiclass classification model for the MQTT dataset using 5-fold 

cross-validation is presented in Table 5.38(b). The average detection rate for the MQTT 

dataset was measured at 93.56%. The ScanA and ScanU classes achieved a lower detection 

rate of 89.71% and 89.07%. 

The MQTTset dataset has five anomalous categories; therefore, it is divided into five 

subsets. Five bcGAN models were created to generate synthetic data for the MQTTset 

dataset anomalous classes. A synthetic multiclass MQTTset dataset was constructed by 

merging the synthetic data of five bcGAN models. The MQTTset synthetic dataset for 

training contains five anomalous classes and one normal class. The detector model was 

trained using synthetic data and tested using the real MQTTset dataset.  

Table 5.38(c) summarizes the results of the 5-fold cross-validation of the bcGAN model 

for multiclass classification using the MQTTset dataset. Normal, Flood, and MalariaDoS 

attack categories have instances greater than 10000 and achieved a high detection rate in 

the MQTTset dataset. Bruteforce, Malformed, and SlowITe attacks have less than 5000 

instances and achieved a low detection rate. The average detection rate for the MQTTset 

dataset is 97.45%, which is quite high, but some of the attack categories with a small 

number of instances did not achieve a high detection rate. The model performance for these 
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attack categories can be improved by providing more instances during the training phase 

of the bcGAN model. A summary of the weighted average multiclass classification model 

of all datasets using 5-fold cross-validation is presented in Table 5.39. The bcGAN model 

used for multiclass classification shows a deviation of 2% to 4% using 5-fold cross-

validation. 

Table 5.38: Multiclass Classification utilizing bcGAN Model for Synthetic Data Generation. 

Class Accuracy Precision Recall F1 score 

(a) KDD99 Dataset Multiclass Classification 

Normal 95.90 97.04 94.98 96.00 

DoS 95.90 95.05 97.33 96.18 

Probe 95.90 91.20 85.25 88.13 

R2L 95.90 80.96 89.84 85.17 

U2R 95.90 67.80 71.43 69.57 

(b) MQTT Dataset Multiclass Classification 

Normal 93.40 96.89 91.52 94.13 

MQTT-BF 93.40 96.43 90.49 93.37 

Scan_A 93.40 89.71 96.75 93.10 

Scan_U 93.40 89.07 93.07 91.03 

Sparta 93.40 95.68 95.08 95.38 

(c) MQTTset Dataset Multiclass Classification 

Normal 97.30 99.29 98.77 99.03 

Flood 97.30 94.80 96.15 95.47 

MalariaDoS 97.30 79.70 84.02 81.80 

Bruteforce 97.30 61.63 77.83 68.79 

Malformed 97.30 53.59 60.11 56.66 

SlowITe 97.30 67.69 44.87 53.96 

Table 5.39: Weighted Average Multiclass Classification utilizing bcGAN Model for Synthetic Data 
Generation. 

Dataset Accuracy Precision Recall F1 score 

KDD99 95.90 95.94 95.92 95.92 

NSLKDD 95.46 95.50 95.46 95.47 

BoT-IoT 77.01 77.74 77.01 76.56 

IoT-NI 79.21 83.62 79.21 79.28 

IoT-23 64.17 76.98 54.28 62.92 

MQTT 93.40 93.56 93.38 93.40 

MQTTset 97.30 97.45 97.36 97.38 
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5.7.4 Discussion and Results Comparison  

Two frameworks based on the ocGAN model implementation are presented in Fig. 3.19 and 

3.20. In the framework described in Fig. 3.19, the entire data for the minority class was 

generated using the ocGAN model. The average detection rate for six datasets was at least 

97%. The MQTT and MQTTset datasets achieved a high average detection rate of 98%, 

while the IoT-NI dataset achieved the lowest detection rate of 96%. The framework 

presented in Fig. 3.20 generates only a portion of the data required to make the minority 

data class equal to the majority data class. The real majority data class, real minority data 

class, and synthetic data of the ocGAN model for minority data class were combined to 

create a balanced dataset. The detector model was trained using a balanced dataset. The 

detector model achieved at least 98% detection rates for normal and anomaly classes. The 

detection rate for the IoT-NI dataset was 96%. 

The overfitting of the ocGAN model was prevented using a dropout layer in the 

discriminator. Each dropout layer was assigned a drop value of 0.2. The generator and 

discriminator loss was measured for real and fake data. The KDD99 dataset loss during 

bcGAN training is presented in Fig. 5.17. Initially, the loss increased when the model 

training started, but when more and more data were provided for training, the loss dropped 

with each epoch. Every 50 epochs, the generator, and discriminator models were saved. To 

prevent overfitting, training was stopped when the loss of generator and discriminator 

models had not decreased, or the loss had started to increase. The evaluation results indicate 

that the training model converged after 1500 epochs. The loss does not decrease after 2000 

epochs; at this point, the training process was terminated. The ocGAN and bcGAN models 

were evaluated using the same number of epochs. 
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The bcGAN model was evaluated using two framework designs, as shown in Fig. 3.21 and 

3.22. The framework presented in Fig. 3.21 uses a balanced dataset to train the bcGAN 

model. The bcGAN model generates the entire training data for the detector model. A real 

balanced dataset was used to test the capability of the bcGAN model. Except for the IoT 

Network Intrusion dataset, the average detection rate for all datasets was at least 97% or 

greater. The average detection rate of the Network Intrusion dataset was measured at 

94.52%. A consistent performance of the bcGAN model shows the stability of the proposed 

framework. 

 

Figure 5.17: KDD99 Dataset Loss during bcGAN Training. 

The framework presented in Fig. 3.22 uses the ocGAN model to balance the dataset and 

the bcGAN model to generate synthetic data for the binary dataset. In the first phase, the 

ocGAN model is trained using a minority data class then the ocGAN model is used to 

generate synthetic data to balance the dataset. In the next phase, a balanced dataset is used 

to train the bcGAN model. The data generated by the bcGAN model was used to train the 
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detector model, and the entire real dataset was used to evaluate the bcGAN capability. The 

bcGAN model was used to perform multiclass classification. The synthetic data generated 

by bcGAN models were combined to create a multiclass dataset for training the detector 

model. The ocGAN and bcGAN models achieved a detection rate between 95% to 99% 

when the training instances were greater than 5000. When the number of training instances 

was fewer than 1000, the model performance was comparatively low. 

Table 5.40 compares the performance of the bcGAN model against a variety of techniques 

that use variants of GAN-based anomaly detection frameworks. Han et al. [192] offer a 

technique in which a group of generators and several discriminators were trained 

concurrently, ensuring that each generator receives input from numerous discriminators 

and vice versa. The ensemble model-based f-AnoGAN achieved a high precision of 

96.70%. Ezeme et al. [140]  used the cGANs model to generate synthetic data for the 

KDD99 dataset. Their model achieved an accuracy of 85.63% for the KDD99 dataset, 

which is relatively low compared to the proposed bcGAN model. The authors also 

implemented a single class cGAN model, but the single class cGAN model was not 

evaluated via a detector model.  

To help deal with the issue of class imbalance, Huang et al. [147] developed an IGANs 

model. They used three network intrusion datasets to evaluate their model and contrast 

their outcome with other classifiers. The highest accuracy was measured at 84.45% for the 

NSLKDD dataset. A conditional tabular GANs was developed and evaluated using a variety 

of tabular datasets. The author used three classification models for the detector models [148]. 

The F1 score of the model was measured 85.82% for the decision tree classifier and 86.65% 

for MLP based classifier. Zenati et al. [193] proposed bidirectional GANs to generate synthetic 
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data for anomaly detection. Their model achieved a precision rate of 92%, which is higher than 

the model proposed in [140]  and [148]. Li et al. [194] proposed an unsupervised anomaly 

detection technique utilizing GANs based LSTMs to acquire correlation coefficients in 

time series distributions. Their model achieved a precision rate of 94.92%. 

Table 5.40: Comparison of Proposed bcGAN Model and other GANs based Approaches. 

Article  Dataset GANs Model Detector Model Evaluation Criteria 

Xu [148] Intrusion Detection  CTGANs Decision Tree F1 score=85.82 

Xu [148] Intrusion Detection  CTGANs MLP F1 score=86.65 

Lai  et al. [195] Solar Panel dataset GANs GMM Accuracy=93.75 

Salem  et al. [196] ADFA-LD Cycle-GANs MLP Detection Rate=80.49 

Shao  et al. [150] Credit card GANs XGBoost F1 score =91.67 

Shen  et al. [197] BraTS adGANs - AuC=92.00 

Liu  et al. [139] USTC-TFC2016 TrafficGANs MLP F1 score =93.70 

Shahid  et al. [141] Own Dataset WGANs IForest TPR=89.47 

Pourreza  et al. [198] UCSD G2D(GANs) - F1 score =94.50 

Kong  et al. [145] Yahoo Bi-GANs Neural Network F1 score =64.77 

Kong  et al. [145] Yahoo AM-GANs Neural Network F1 score =69.27 

Kong  et al. [145] Yahoo AMBi-GANs Neural Network F1 score =72.31 

Novaes  et al. [199] CICDDoS2019 GANs - Accuracy=94.38 

Olaimat  et al. [200] CICIDS2017 GANs Neural Network Accuracy=93.20 

Huang  et al. [147] UNSW-NB15 IGANs Neural Network Accuracy=82.53 

Olaimat  et al. [200] UNSW-NB15 GANs Neural Network Accuracy =81.80 

Dlamini et al. [201] UNSW-NB15 GANs Random forest F1 score =75.00 

Huang et al. [147] NSLKDD IGANs Neural Network Accuracy=84.45 

Dlamini et al. [201] NSLKDD GANs SVM F1 score =73.00 

Han et al. [192] KDD99 GANs Ensemble - Precision = 96.70 

Ezeme et al. [140] KDD99 cGANs Clustering  Accuracy=85.63 

Zenati et al. [193] KDD99 BiGANs - Precision =92.00 

Li et al. [194] KDD99 MAD-GANs - Precision =94.92 

Macwan et al. [202] KDD99 GIDSs GIDS Accuracy=96.70 

Propsed Model KDD99 cGANs FFN Precision =99.05 

NSLKDD cGANs FFN Precision =98.85 

BoT-IoT cGANs FFN Precision =97.70 

IoT-23 cGANs FFN Precision =97.30 

MQTT cGANs FFN Precision =98.66 

MQTTset cGANs FFN Precision =99.10 
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The proposed cGAN-based models outperformed GAN-based models in accuracy, 

precision, recall, and F1 score. The cGANs model can generate synthetic data for single or 

multiple classes. To the best of our knowledge, none of the GANs models have ever been 

deployed for IoT network data augmentation. The ocGAN and bcGAN models proposed 

in this section are the first GANs based models addressing class imbalances and data 

augmenting in IoT networks. 

Initially, missing data were replaced using the encoding technique. "0" is used to represent 

a missing value. Alternatively, missing values in datasets were replaced using the mean 

imputation technique. The detection rate of ocGAN and bcGAN models was increased by 

approximately 1% to 2% when the mean imputation approach was used. ocGAN and 

bcGAN models generated more stable results for binary classification when 5-Fold cross-

validation was used. The average variation for binary classification was measured at 

approximately 1%, while the average deviation for multicast classification was measured at 

approximately 2% to 4% for multiclass classification. 

When the sample size of the training data is smaller than 1000, the ocGAN and bcGAN 

models perform poorly. The detection rate was increased when the sample size of the training 

data was more than 1000. Therefore, it is recommended that at least 1000 samples can be 

used in the training data to improve the model detection rate. The bcGAN model performs 

well on a balanced dataset because each class has an equal chance during the training phase. 

It is also recommended to use a balanced dataset while developing the bcGAN model. 

 

 



202 
 

5.8 IoT Device Identification 

Several machine learning algorithms were used to assess the suggested device recognition 

model. This section used multiple classifiers, but optimum results were achieved by a 

classifier using a decision tree. The precision, recall, F1 scores, TNR, FPR, and FNR for 

the full features dataset are shown in Table 5.41. Next, a reduced dataset was used to 

evaluate the proposed framework. A recursive feature selection approach has been applied 

to choose significant and high-ranking features. The feature selection method eliminates 

overfitting, improves the predictive model ability, decreases the machine learning 

algorithm training and testing time, and reduces the model complexity. After removing all 

correlated features from the IoT-DI dataset, the RFE approach was used to choose 

important features. A random forest algorithm was used as an estimator for feature ranking. 

The RFE methodology ranks feature based on their importance. To check that the extracted 

features were accurately picked and that the RFE model was not overfit, a 5-fold cross-

validation test was utilized. Accuracy, precision, recall, and F1 score were used as 

performance parameters to validate the RFE model. The results were compared to the full 

feature dataset's results. This study suggested that the ideal set of features is a selection of 

20 and 60 features. Table 5.42 displays the outcomes of 20, 40, and 60 features. 

The feasibility and overfitting of the proposed IoT device detection approach were 

evaluated using a reduced dataset and a 5-fold cross-validation test. The cross-validation 

test yielded very small statistically significant variations in the results. A model based on 

the flow-based features of the IoT network is proposed in [158]. Flow-based classification 

techniques only examine header data to classify the activity of the network. The BoT-IoT 

dataset was validated and assessed using flow-based features via numerous machine 
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learning algorithms. 15 flow features were selected for the proposed flow-based device 

identification model using the adopted IoT-DI dataset. Table 4.10 describes the flow 

features used by the proposed model.  

Table 5.41: Accuracy, Precision, Recall, and F1 score using IoT-DI Dataset. 

Class N Precision Recall F1 score TNR FPR FNR 

Amazon Echo 96.33 96.89 96.61 99.84 0.16 3.11 
BelkinWemoswitch 99.24 95.73 97.45 99.98 0.02 4.27 
Belkinwemomotionsensor 94.78 99.18 96.93 99.79 0.21 0.82 
InsteonCamera 99.85 99.84 99.84 100.00 0.00 0.16 
Laptop 97.36 96.55 96.96 99.93 0.07 3.45 
LightBulbsLiFXSmartBulb 99.82 99.73 99.78 100.00 0.00 0.27 
MacBook 96.11 89.43 92.65 99.95 0.05 0.13 
NDropcam 99.99 99.99 99.99 99.99 0.01 0.01 
NetatmoWelcome 91.67 91.66 91.66 99.94 0.06 8.34 
Netatmo Weather Station 99.75 99.15 99.45 99.99 0.01 0.85 
PIX-STAR Photo-frame 71.98 98.72 83.26 99.89 0.11 1.28 
SamsungGalaxyTab 93.85 89.11 91.42 99.91 0.09 10.89 
Samsung Smart Camera 99.57 98.95 99.26 99.97 0.03 1.05 
SmartThings 99.49 99.55 99.52 99.99 0.01 0.45 
TP-LinkDNCam 99.22 98.18 98.70 99.99 0.01 1.82 
TPLinkRouterBridgeLAN 99.54 99.74 99.64 99.76 0.24 0.26 
TribySpeaker 99.62 95.56 97.55 99.99 0.01 4.44 
WithingsAurasmartsleepsensor 99.95 99.79 99.87 99.99 0.01 0.21 
WithingsSmartBabyMonitor 99.99 99.99 99.99 99.99 0.01 0.01 
iHome 99.81 99.30 99.55 99.99 0.01 0.70 
Android Phone 84.93 88.15 86.51 99.96 0.04 11.85 
HPPrinter 98.97 94.35 96.60 99.99 0.01 5.65 
TP-LinkSmartplug 99.94 98.88 99.41 99.99 0.01 1.12 
MacBook 99.99 86.94 93.02 99.99 0.01 13.06 
Philips Hue 99.25 96.74 97.98 99.99 0.01 3.26 
Somfy Door Lock 84.53 97.75 90.66 99.95 0.05 2.25 

A high detection rate can be attained by developing an optimal classification model. A 

performance analysis was carried out to establish the most successful classification 

strategy. A decision tree-based model gives high accurate prediction results. The proposed 

model obtained an average accuracy of 98.21% using the IoT-DI dataset. The flow-based 

IoT device identification model was evaluated using 3, 5, and 10 folds cross-validation 

tests. The cross-validation test results of the proposed flow-based model are presented in 
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Table 5.43. Cross-validation analysis revealed that only minor statistically relevant 

changes have occurred. 

Table 5.42: Average Accuracy, Precision, Recall, and F1 score for IoT-DI Dataset using RFE. 

Number of Features Accuracy Precision Recall F1 Score 

20 98.67 98.78 98.67 98.67 

40 98.72 98.84 98.72 98.71 

60 98.78 98.91 98.78 98.78 

Table 5.43: Accuracy, Precision, Recall, and F1 score for  IoT-DI Dataset using Flow Features. 

Features Type  Accuracy Precision Recall F1 score TNR FPR FNR 

Flow Features  98.21 98.26 98.21 98.20 99.75 0.25 1.55 
Flow Features (3-Fold) 98.30 98.42 98.30 98.33 99.87 0.13 1.46 
Flow Features (5-Fold) 98.10 98.07 98.10 98.03 99.74 0.26 1.66 
Flow Features (10-Fold) 98.18 98.17 98.18 98.12 99.74 0.26 1.59 

The accuracy was 96% when the full features of the IoT botnet [138] dataset were used, as 

shown in Table 5.44. The learning curve was utilized to determine the minimum number 

of training instances required to achieve the maximum detection rate. According to the 

learning curve, a minimum of seventy-two thousand instances are required to improve 

detection results for IoT device identification employing the IoT botnet dataset. Figure 4.10 

presents the learning curve for the IoT botnet dataset. The validity and performance of the 

IoT device recognition methodology for the IoT botnet dataset were evaluated using 3, 5, 

and 10 fold cross-validation tests. Table 5.45 presents the proposed model's 3, 5, and 10 

folds cross-validation tests using the IoT botnet dataset. 

The proposed model obtained better performance using the IoT-DI dataset for IoT device 

identification. The IoT-DI dataset, created using pcap files from [153] and [173], shows 

better performance. A full features dataset produced average accuracy, precision, recall, 

and F1 score of 98.82%, 98.87%, 98.82%, and 98.82%, respectively, for device 
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identification using the IoT-DI dataset. The amount of training data needed to recognize 

various IoT devices is important in classifying IoT devices. The learning curve was utilized 

to find the optimal number of instances that result in a high detection rate. The learning 

curve shows that fifty thousand instances are ideal for identifying IoT devices to achieve a 

higher detection performance. Three distinct sets of features were chosen via recursive 

feature elimination. A feature collection of between 20 and 60 features has been shown to 

be ideal for identifying with the best accuracy rate. Table 5.42 shows the accuracy, 

precision, recall, and F1 score achieved through 20, 40, and 60 features of the IoT-DI 

dataset. 

Table 5.44: Accuracy, Precision, Recall, and F1 score IoT Botnet Dataset. 

Device Type  Accuracy Precision Recall F1 score TNR FPR FNR 

Bmonitor 96.83 99.72 99.49 99.61 99.96 0.04 0.51 
DDoorbell 96.83 99.77 99.27 99.52 99.97 0.03 0.73 
EDoorbell        96.83 97.67 98.22 97.94 99.70 0.30 1.78 
SCamera1002        96.83 99.01 98.99 99.00 99.87 0.13 1.01 
SCamera1003        96.83 98.97 99.06 99.02 99.87 0.13 0.94 
SCamera737 96.83 88.06 92.49 90.22 98.42 1.58 7.51 
SCamera838 96.83 90.67 86.43 88.50 98.87 1.13 1.71 
Thermostat 96.83 98.92 99.00 98.96 99.86 0.14 1.00 
Webcam 96.83 98.93 98.62 98.77 99.86 0.14 1.38 

Table 5.45: Accuracy, Precision, Recall, and F1 score IoT Botnet Dataset using Cross-Validation. 

Cross-Validation Accuracy Precision Recall F1 Score 

3-Fold   95.94 96.03 95.94 95.95 
5-Fold   95.02 95.26 95.02 95.07 
10-Fold   95.05 95.22 95.05 95.09 

The IoT-DI dataset has 15 flow features, so all flow features were chosen to test the 

proposed model for flow-based capabilities.  As shown in Table 5.43, the proposed model 

achieved a 98.26 % detection rate for recognizing IoT devices using flow-based features. 

The proposed IoT-DI dataset was compared to the IoT botnet dataset. The detection rate 
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achieved via the IoT botnet dataset was not satisfactory. Furthermore, three sets of features 

from the IoT botnet dataset were selected using the RFE feature selection methodology. 

The reduced feature dataset significantly reduces the detection capabilities of the suggested 

IoT botnet dataset model. The proposed model offers the following benefits: high-rank 

features; few instances are required to train the model, short time for training and testing, 

more simplified selection of features due to high-rank features, high detection capability, 

and identifications of devices using flow features. 

5.9 Threats to Validity 

A research's internal and external validity are concepts that indicate whether or not the 

findings of a research are reliable and useful. The internal validity of the research is related 

to how well the study was conducted [203]. Internal validity is highly dependent on the 

methodologies used in experiments and the precision with which they are carried out. The 

internal validity of the proposed models is as follows:  

 Kernel, bias, and activity regularizers were implemented in the proposed FFN, CNN, 

and RNN models. Layer normalization was utilized in these models, which optimizes 

and stabilizes the learning process. These models were aided in learning weak features 

by incorporating an activity regularization layer into their design. A model is vulnerable 

to overfitting, and significant changes will be required during training to avoid 

overfitting. To avoid overfitting, the proposed models employed a variety of cross-

validation tests. 

 The experiments used six IoT and four network anomaly detection datasets to evaluate 

the proposed models. Five IoT datasets were generated utilizing domain knowledge to 
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identify and transform the most relevant features from raw data for predictive 

modeling. The network features flow ID, source IP, source port, destination IP, 

destination port, and timestamp were removed from all datasets. These network 

features describe communication in a specific IoT network; however, the proposed 

model can be implemented in many IoT networks. Two techniques were used to handle 

missing values for these datasets. CNN, RNN, and GAN models used general network 

features so that these models can be used in any IoT network.  

 Random selection of data can improve the internal validity of the model. All proposed 

models used randomly split data for training, testing and cross-validation. The 

evaluation methodology for the proposed model is consistent across datasets. 

External validity refers to the extent to which the research findings are applicable in other 

contexts. The qualities of the researcher, the location, the amount of noise, and the number 

of measurements used all have the potential to alter the generalizability of findings [203]. 

The external validity of the proposed models is as follows:  

 The proposed model experiments can be repeated with new samples or in a different 

setting to determine if the results are the same as the first time. The FFN, CNN, RNN, 

and GAN models were evaluated using IP-based and IoT network datasets. A detection 

rate of these models across IP-based network and IoT network settings indicate that 

these models are applicable to different environments.  

 A pre-train model implemented a transfer learning technique for binary and multiclass 

classification. Transfer learning is a machine learning technique in which a model 

produced for one activity is utilized as the starting point for a model on a different task. 
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Transfer learning is beneficial since it ensures that FFN or CNN multiclass pre-train 

model can be used for binary and multiclass classification. 

 Some data features may limit the generalizability of the proposed frameworks. The 

proposed models presented in Sections 3.3 and 3.4 were limited in their generalizability 

due to the destination port feature.  

 External validity ensures that the results are applicable to the environment at large. To 

this extent, the IoT-DS2 dataset was created. The primary objective for merging 

anomalous categories from several datasets is to assess the proposed framework's 

performance across a broad range of anomalous categories.  

 The frameworks proposed were not tested in real-world IoT network environments.  

5.10 Summary 

This chapter summarizes the findings from the different experiments performed to evaluate 

the performance of proposed frameworks. Additionally, the proposed anomaly detection 

frameworks outcomes compared to other well-known research works and methods in this 

field. The comparisons support the hypothesis that this thesis's contributions increase the 

accuracy, precision, recall, and F1 score of anomaly detection in IoT networks. 
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Chapter 6. Conclusion and Future Work 

Conclusion and Future Work 

6.1 Conclusion  

Vulnerable IoT devices contents and network traffic patterns will expose them to intruders. 

Several supervised anomalous activity analysis frameworks for anomaly detection with 

applications to IoT networks are proposed in this thesis. First, a two-level hybrid 

anomalous activity detection framework for IoT network intrusion detection is designed. 

The level1 performs binary classification while level2 multiclass classification. The level1 

model uses flow features to classify the network traffic as normal or anomalous. If an 

anomalous activity is discovered, the flow will be sent to the level2 model, which analyzes 

the flow contents in detail to determine the category of anomaly. To enhance the capability 

of anomaly detection, features selection and SMOTE were integrated. While testing 

datasets used to validate the performance of the anomaly detection framework 
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demonstrated remarkable results, however, the framework was not validated via IoT 

network anomaly datasets. 

A well-designed dataset is required to evaluate novel techniques and anomaly detection 

algorithms in IoT networks. Due to the unavailability of well-structured IoT datasets for 

anomaly based intrusion detection, a strategy was demonstrated for generating a new IoT 

dataset from existing pcap files. A wider range of network and flow features are included 

in new IoT datasets. Five IoT network intrusion datasets were generated. Two datasets 

were generated to facilitate the identification of IoT devices. A technique was developed 

to increase the number of attack categories in a dataset by combining anomaly categories 

from the BoT-IoT, IoT-NI, IoT-23, MQTT, and MQTTset datasets.  

To address the limitation of the two-level hybrid anomalous activity detection model for 

intrusion detection, a BoT-IoT dataset with numerous anomalous instances was generated. 

The BoT-IoT dataset consists of a broader range of flow features. Two levels of flow-based 

anomaly detection have been designed for IoT networks. The level1 model identifies the 

network flow as normal or abnormal, while the level2 model classifies the category or 

subcategory of detected malicious activity using flow features. The proposed model 

successfully detected network anomalies at level1 and then categorized network anomalies 

at level2 by utilizing flow features.  

The proposed two-level anomalous activity detection framework for intrusion detection in 

IoT networks is computationally less intensive. Noise has a lower impact on random forest 

classifier than other decision trees. The decision tree classifier is more susceptible to 

overfitting than the random forest classifier. Limitations of the proposed two-level hybrid 

anomalous activity detection framework are: a minor change in the data can result in a 
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significant change in the decision tree's structure, resulting in instability; not suitable for 

large data; these frameworks do not capture spatial and temporal connectivity of anomaly 

detection problems. SMOTE is based on local knowledge rather than generalized 

information about the minority class. 

Deep learning techniques have proved their ability to identify irregularities correctly across 

a wide variety of domains. Flow and control flags features were used independently and 

then combined to develop a feed-forward neural network model for IoT networks. The 

computational and time complexity of training and prediction times were reduced by 

utilizing fewer features. The proposed model correctly identified network anomalies in 

binary and multiclass classifications spanning 2 to 19 categories. The feed-forward neural 

network-based model is lightweight, works well with few features, and requires fewer data 

points. FFN model requires more parameters for optimization and is less powerful than CNN 

and RNN. 

A convolutional neural network model is usually a more precise and effective method for 

classifying entities. A convolutional neural network model can automatically identify 

important features when an anomaly detection problem is converted into an image 

presentation, making it an excellent option for anomaly detection. A convolutional neural 

network-based model for anomaly detection with applications to IoT networks has been 

designed. Convolutional neural networks in 1D, 2D, and 3D were used to implement the 

proposed model. Transfer learning technique used to achieve binary and multiclass 

classification using a pre-trained convolutional neural network multiclass classification 

model. Benchmark testing datasets are used to identify anomalies using convolutional 

neural network models in 1D, 2D, and 3D. The evaluation results show that the proposed 
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model would be beneficial in constructing an effective framework for anomalous activity 

detection and analysis for intrusion detection with applications to IoT networks with a high 

detection rate and low false alarm rate. CNN1D model can be used with any number of 

features, but the CNN2D model requires two identical dimensions and the CNN3D model 

requires three identical dimensions. CNN2D and CNN3D models should always be 

implemented with identical dimensions. The CNN model required more input features and 

large training data than the FFN model. 

RNNs are suited to evaluate sequential data that is periodic in nature. The RNN can 

recognize and utilize the temporal context for sequential data, including repeating patterns. 

A novel deep learning model based on recurrent neural networks has been designed for 

detecting anomalies in IoT networks. The proposed model incorporates LSTM, BiLSTM, 

and GRU approaches to build a framework for anomalous activity analysis for intrusion 

detection in IoT networks. Convolutional neural networks are specifically well suited for 

feature learning because they can examine input features without losing essential 

information. A hybrid deep learning model has been designed to combine convolutional 

and recurrent neural networks. Finally, a lightweight deep learning model for binary 

classification that incorporates LSTM, BiLSTM, and GRU-based approaches has been 

designed. In comparison to previous deep learning implementations, the proposed binary 

and multiclass classification models achieved high accuracy, precision, recall, and F1 

score. The proposed model enhanced the learning of weak features by utilizing an activity 

regularisation layer; as a result, the model produced more balanced learning. Convolutional 

layers are added to recurrent neural networks to improve feature learning. 
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The results of unbalanced datasets are skewed in favor of the dominant class. The use of 

conditional GANs to generate realistic distributions for a given feature set was proposed 

as a framework for identifying anomalies in IoT networks in order to address the problem 

of data imbalance. The ocGAN model generates synthetic data for the minority class to 

balance the dataset. Next, the bcGAN model generates synthetic data for a balanced binary 

dataset. The ocGAN and bcGAN models were evaluated in binary and multiclass 

classification scenarios using a feed-forward neural network, two network intrusion 

datasets, and five IoT network intrusion datasets. In benchmark datasets, the proposed 

models outperformed other models for anomaly detection. 

The proposed cGANs framework provides data augmentation for one class, binary class, 

and multiclass data. The cGAN framework improves data augmentation. One limitation of 

the ocGAN and bcGAN models is that when the training data sample size exceeded 1000, 

the ocGAN and bcGAN models obtained greater detention rates, while the detection rate 

increased significantly when the training data sample size exceeded 5000. At least 1000 

samples should be utilized in the training data to improve the model's accuracy. The 

bcGAN model performs well on balanced datasets because each class has an equal chance 

during the training phase. It is also recommended to use a balanced dataset while 

developing the bcGAN model. 

An intruder can use IoT device identification to detect which IoT devices are vulnerable 

by analyzing network traffic. A machine learning technique based on network traffic flow 

has been developed for identifying IoT devices. Two datasets were created for the purpose 

of identifying IoT devices. The proposed model assessed utilizing datasets with full 

features, reduced features, and flow features. It is shown that the proposed model can 
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correctly detect IoT devices. The proposed model achieved high accuracy, precision, recall, 

and F1 score compared to existing machine learning implementations. The network 

administrator can use device profiles and device identification to detect malicious devices 

in IoT networks. Additionally, the IT manager can use the device profile to impose various 

security policies on different IoT devices. 

6.2 Future Work 

The accuracy of the deep learning based image classification model decreases significantly 

when faced with adversaries, suggesting that anomaly detection learning models may also 

be vulnerable to cyber-attacks. There is currently no detailed assessment of the impact of 

adversaries on IoT anomaly detection models. Adversaries could potentially evade the 

anomaly detection system in IoT networks, resulting in severe implications. Deep learning 

model evaluation is required for possible adversarial attacks. If deep learning models are 

vulnerable to evasion attempts, mitigation strategies are required to secure the anomaly 

detection system for IoT networks. 

The cGAN model had low detection rates when the sample size was less than 1000. Further 

research is needed to investigate various optimization strategies to increase the training 

capacity of the cGANs model and make the proposed cGANs model more effective with 

small sample sizes of data. 

The proposed cGANs frameworks can be extended to other domain areas such as fraud 

detection, medical diagnoses, and novel topic detection text mining, where very limited 

data is available for evaluation. 
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