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Abstract

Unmanned Aerial Vehicles (UAVs) face a large threat landscape, being used in nu-

merous industries in hostile environments while relying on wireless communication.

As attacks against UAVs increase, an intelligent Intrusion Detection System (IDS)

is needed to aid the UAV in identifying attacks. The UAV domain presents unique

challenges for intelligent IDS development, primarily the variety of components, com-

munication protocols, and dataset availability. A novelty-based approach to intrusion

detection in UAVs is proposed by using one-class classifiers, exploiting the use of

flight logs for training. The proposed technique is integrated into a fully developed

IDS which operates onboard the UAV, allowing it to detect and mitigate attacks

even when communication to the ground control station is lost. The approach shows

promising results when faced with a number of common attacks, including macro

averaged F1 scores of up to 90.57% and 94.3% for live GPS spoofing and jamming

respectively.

Keywords: unmanned aerial vehicle; intrusion detection systems; machine learn-

ing; novelty detection; cyber-physical systems
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1

Chapter 1

Introduction

1.1 Background

The use of UAVs is increasing at a steady pace. The number of commercial UAVs

in North America alone is estimated to rise to approximately 1.4 million by the year

2025 with the market reaching $4.2 billion [1]. In addition to commercial usage, there

are over 40 countries currently using UAVs for military operations [2]. The increase

in the number of UAVs is mirrored by the increase in the number of applications of

UAVs. Modern UAVs are being used in numerous industries ranging from agriculture,

law enforcement, emergency management, and military. In these industries, UAVs are

usually employed to carry out surveillance, payload delivery, and mapping operations

[3].

While operating in high risk environments, UAVs are often up against highly mo-

tivated and sophisticated threat actors. Additionally, UAVs rely heavily on wireless

protocols and input from the environment around them in order to navigate it. This

widens the threat landscape as their sensors and communications are available for

interference from threat actors within the environment. As a result, attacks against
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UAVs are becoming more and more prevalent and simpler to conduct. Common

threats such as data link jamming, Global Positioning System (GPS) spoofing, and

sensor-based injection attacks are difficult to detect and prevent. Easily accessible

wireless interfaces combined with their high profile uses make autonomous UAVs high

risk targets [4, 5].

UAV components and protocols vary greatly as requirements for the operation of

the UAVs mission changes. Because of this, the threat landscape of the UAV can

also vary greatly across different implementations. Previous works have presented a

threat analysis of the typical UAV, showing the predominantly wireless threats the

UAV faces [6, 7]. To combat threats against the UAV, a lightweight on-board Intrusion

Detection System (IDS) is needed. Unlike other proposed solutions in the literature,

having an IDS agent on-board allows for the detection and potential mitigation of

cyber attacks, even when jamming causes the communication to the Ground Control

Station (GCS) to become lost. This is especially important in autonomous UAVs, as

it can provide the UAV with the intelligence needed to detect and mitigate threats

without human interaction.
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1.2 Research Motivation

UAVs are typically used in high profile operations within hostile environments, such

as industrial control systems surveillance and military operations. Successful attacks

on these types of UAVs can be devastating to public safety, corporate espionage, or

even national security, and they are already happening around the world. In 2009,

insurgents used $26 software to intercept satellite traffic from a United States Military

UAV, allowing them to capture intelligence [8]. More recently in 2015, Mexican drug

cartels were able to spoof GPS data sent to a United States Customs and Border

Protection UAV, causing it to become inoperable [9]. In 2018, a simple GPS jamming

attack to a swarm of entertainment UAVs in Hong Kong caused over $100,000 in

damages [10].

Successful attacks against UAVs can have serious consequences including:

• Compromise of on-board data which could threaten national security or ongoing

investigations

• Operational/tactical disadvantage resulting from loss of UAV asset

• Financial loss of UAV asset itself

• Increase attack surface with the UAV itself being used as an attack tool

Attacks against UAVs are becoming more prevalent, however, technology to defend

these attacks is limited. Research in this area is becoming a trending topic, however,

at the time of writing this thesis, there were not any available IDS systems specifically

designed for UAVs that we were aware of. As research in this area is in its infancy,

creating an open IDS based on machine learning (ML) methods can make better
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security accessible to even the novice UAV developer. This IDS can also serve as a

starting point to help the UAV industry introduce IDS technologies.



1.3. RESEARCH OBJECTIVE 5

1.3 Research Objective

Attacks on autonomous UAVs can come from a variety of sources and can target

wireless protocols, cyber-physical sensors, or flight logic. Given the nature of UAVs,

there is a strong reliance on wireless protocols. For example, a typical UAV will use

WiFi or RF links to communicate to the GCS for payload and telemetry data, GPS

for positioning, and other wireless protocols for collision avoidance. The severity of

WiFi attacks is increased as the UAV can be targeted directly [11]. Compromise

of the WiFi security key allows an adversary to access the UAV over the familiar

TCP/IP communications stack and conduct traditional service-based attacks. If the

UAV has unsecured services open, it can lead to complete compromise [12]. Cyber-

physical sensors are used to gather environmental data which is then used to make

flight decisions [13]. GPS is an elementary example of a cyber-physical sensor often

used by an autonomous UAV. Most commercial UAV deployments will use the public

GPS system as the primary navigation system, which is not encrypted. Although

widely used, GPS is vulnerable to jamming and spoofing [14]. Autonomous UAVs

also face unique threats due to their autonomy. Autonomy of the UAV can be lost

from a number of attacks causing it to go off-course or become hijacked. Examples

of this include Automatic Dependant Surveillance Broadcast (ADS-B) spoofing and

insider threats [15].

Given the array of attack vectors autonomous UAVs face, an intrusion detection

system is crucial to their safety. Unfortunately, many of the threats autonomous UAVs

face are behaviour-based and cannot be easily detected with traditional signature-

based methods. This is because signatures must be created for each attack or indi-

vidual malicious behaviour, making it maintenance-heavy and costly. In this work,
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the objective is to explore the use of machine learning IDS approach to detect com-

mon attacks, as well as provide the ability to detect unknown attacks that would

otherwise go undetected. This IDS will run onboard the UAV, as some of the most

prominent threats to the UAV involve jamming or spoofing of communication links.

If these links fail and the IDS logic lies on the GCS, for example, the IDS becomes

inoperable. Running a machine learning model onboard a UAV presents a number of

challenges. First, there are limitations to the components that can be added to the

UAV, as weight, size, and power consumption must be minimized as to not increase

the overall weight or reduce flight time. Any added component will need to be lim-

ited in processing power to meet these restrictions. Therefore, the machine learning

model must be as efficient as possible, as inference on the UAV traffic must be done

without causing a bottleneck. Flight data is real-time data and delays can cause a

malfunction of the UAV (ie. GPS timing).

In addition to the machine learning models used to build IDS systems, the dataset

used for the training and testing of the model is very important. For the research

community to create meaningful IDS solutions to detect intrusions on UAVs, a rel-

evant dataset needs to be created in order to serve as a benchmark for comparison.

Datasets such as CSE-CIC-IDS2018, developed by the Communications Security Es-

tablishment (CSE) and the Canadian Institute for Cybersecurity (CIC), is a labelled

dataset for use in developing machine learning IDS for traditional communication

networks. A similar dataset for UAV IDS development is needed and would be a

contribution to the community.

This thesis aims to accomplish the following objectives:

• Creation of a dataset where attacks against the UAV are recorded for current
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and future work

• Research and test a highly accurate intrusion detection technique which exploits

the use of flight logs and remains effective on devices with low computational

resources

• Design and development of a modular IDS which can run onboard a UAV to

detect jamming attacks
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1.4 Scope and Limitations

Through active research activities and a review of the literature, it was concluded

that the most prominent threats to the operational UAS are those targeting the UAV

itself [6]. As the UAV operates within a hostile environment, it cannot be protected

by physical security as it relies on entirely wireless data links. Therefore, to reduce

and define scope, the proposed intrusion detection system is limited to attacks against

the UAV, and does not cover attacks on the whole UAS.

Jamming and spoofing attacks are some of the most common against UAVs. To

conduct intrusion detection research, these attacks must be executed in order to inves-

tigate how to detect them. In Canada, it is illegal to import, posses, and use jamming

devices [16]. This also applies to spoofing, as it involves the potential interruption

of legitimate RF signals. To continue research in this area without broadcasting live

signals, alternative methods can be employed such as:

• Broadcasting on alternate, public frequency bands

• Conducting live attacks within faraday cages

• Simulating the attacks in software-in-the-loop or hardware-in-the-loop environ-

ments

Unfortunately, some of these methods also enter legal grey areas. Other attacks

such as command injection can be done legally, however, they can introduce safety

concerns. Attacks against a UAV can cause it to act unpredictably. For these rea-

sons, attacks conducted throughout this thesis are done both in simulation as well

as through live experiments within a research facility following all legalities. For the

initial research, simulations allow for rapid testing without the required resources for
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live experiments. Once the intrusion detection method is developed, live experiments

help to verify performance. While following these limitations in conducting attacks,

the dataset may contain bias. As conducting the attacks must be done either within

a simulator or an indoor and controlled environment, it will not account for envi-

ronmental factors and some sensors may not be used. For example, influences on

false positive rates may arise from wind, and the logs may become more ”busy” with

additional sensors in play.

Popular consumer and commercial UAVs such as those made by DJI and Parrot

contain proprietary software, making it difficult to develop deep integrations and

observe full data logging. Larger UAVs, such as those used by the military, are not

accessible for research purposes. For these reasons, this thesis looks at open source

UAV systems. In particular, the ecosystem developed by The Dronecode Foundation

is used throughout. This ecosystem is used by UAV developers at various levels, and

has seen use around the world by companies such as Intel, Yuneec, Qualcomm, Sony,

and Freefly. The Dronecode ecosystem includes open source projects for each aspect

of an operational UAS, including:

• PX4 - Flight controller firmware

• MAVLink - Communication protocol for UAVs and their components

• MAVSDK - Library with APIs for MAVLink integration within a number of

programming languages

• QGroundControl - Ground control station for MAVLink-based UAVs

Utilizing open source software allows for a closer look at all aspects of UAV operation

and allows for efficient development of compatible software.
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1.5 Contributions

The UAV domain presents a number of challenges for intrusion detection such as

the variety of attacks, sensors, communication protocols, UAV platforms, control

configurations, and dataset availability.

This thesis aims to solve these problems through the following contributions:

• Proposes an intrusion detection technique using principal component analysis

and one-class classifiers, exploiting the use of pre-existing flight logs as training

data

• Presents an operational intrusion detection system with a modular design. This

system can be effectively applied to a vast number of UAV systems

• Proposes the use of a lightweight IDS agent on-board the UAV, mitigating the

problem of communication loss during common denial of service and jamming

attacks

• Provides the research community with a UAV attack dataset to allow the com-

munity to compare performances of various developed IDS
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1.6 Organization of Thesis

This thesis is divided into six chapters. Chapter 1 starts by providing a brief back-

ground into the state of UAV security, the motivation behind the thesis, overall

objectives, contributions, and scope. In Chapter 2, a deeper background is provided

about UAVs and their architectures, threats against UAVs, intrusion detection sys-

tems, machine learning, and a literature review on UAV IDS. Chapter 3 discusses the

one-class novelty detection approach to UAV IDS as well as the MAVIDS platform.

The performance results of the proposed method are discussed in Chapter 4. Finally,

a conclusion is drawn and potential future work is outlined in Chapter 5.
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Chapter 2

Background and Related Work

2.1 Unmanned Aerial Vehicles

An Unmanned Aerial Vehicle (UAV) is an aircraft without a pilot on board that

is controlled remotely or autonomously through the help of onboard systems. The

UAV is one component of the Unmanned Aerial System (UAS), which comprises the

UAV itself, a ground control station (GCS), and communication links between the

two. Both remotely piloted and autonomous UAVs are used across many industries

to provide value while keeping humans safe. Consumer, commercial, and government

sectors all benefit from UAV use. UAVs are becoming popular within the consumer

world as ”drones”, being used primarily for amateur and professional photography and

videography. Drone manufacturers such as DJI and Parrot have become household

names in the consumer drone industry by making ”flying cameras” widely accessible.

In the commercial and government space, UAVs are often used for tasks deemed too

dangerous or too difficult for humans. Being remotely piloted mitigates risk to human

operators. To further decrease risk and minimize human error, many of these UAVs

are deployed in operations completely autonomously. A UAV is autonomous if it
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can observe, orient, decide, and act (OODA) without human interaction [17]. Based

on OODA, the United States Air Force has defined ten levels of UAV autonomy

[18], from Remotely Piloted to Fully Autonomous. Unlike their non-autonomous

counterparts, autonomous UAVs do not have a human pilot remotely controlling the

vehicle. Instead, communications management software coordinates the mission and

flies the UAV in place of a human [18]. Due to this, autonomous UAVs can takeoff,

avoid obstacles, complete the mission, return to base and land without any human

interaction. As a result, autonomous UAVs are able to execute missions on exact

schedules, with longer range, and are able to fly along predetermined routes with no

error. These are feats that UAVs operated manually by humans cannot achieve with

the same degree of precision.

There are four common variants of UAVs, each designed for specific tasks or

to carry specific payloads: fixed-wing (possesses high cruising speeds), rotary-wing

(useful for civilian applications due to the ability to vertically takeoff and hover),

blimps (for long endurance, low speed flights), and flapping-wing (small sizes, but

possess morphing wings to fly like planes or to perform vertical takeoff and landing

(VTOL)). These variants can be further reduced into the most common sub-variants:

multicopters, planes, and VTOL. Multicopters are common in the consumer and

commercial industries as they have more agility but less endurance. This is ideal for

tasks such as photography, short range surveillance, and search and rescue. Planes

are fixed-wing UAVs with high endurance and the ability to carry larger payloads.

Planes are often used in long range surveillance, military operations, and border

patrol. VTOL UAVs are a hybrid between multicopters and planes, with the ability

to take off vertically and hover, then transition into fixed-wing flight.



2.1. UNMANNED AERIAL VEHICLES 14

2.1.1 Architecture

Behind a UAVs ability to fly and perform tasks is an unmanned aerial system (UAS).

A UAS encompasses the components used to remotely control the UAV. Within a

non-autonomous UAS, a pilot exists to operate the UAV remotely. Aside from this

variable, most standard UAS consist of three main components: UAV, Ground Con-

trol Station (GCS), and Command and Control Link (C2). UAVs themselves consist

of the frame, flight specific hardware (wings, propellers, etc.), communication subsys-

tem (telemetry, flight controls, GPS), payload and payload controller, and the flight

controller. The components onboard the UAV can vary depending on the UAV type.

For example, depending on the mission, a UAV may be equipped with receivers for

different communication mediums. Smaller UAVs operating close to the GCS may

use RF or WiFi for the C2 link, whereas long range UAVs often rely on cellular

or satellite connectivity. While operating within civilian airspace, the UAV may be

required to be equipped with a collision avoidance system that receives location infor-

mation from manned aircraft. The onboard sensor components are discussed further

in Section 2.1.3.

The GCS takes flight commands from the pilot and transmits them wirelessly to

the flight controller onboard the UAV. It is also responsible for the data transmis-

sion between the pilot and the UAV such as media feeds and telemetry information.

The pilot issues flight controls and views telemetry information through the GCS,

which utilizes wireless mediums to communicate with the UAV. Depending on the

deployment, the UAS may consist of a single GCS (Home Ground Control Station

(HGCS)) or multiple GCS strategically placed in the field (Field Ground Control

Station (FGCS)). The FGCS architecture may be used to help offload large payload
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data as well as a strategic automatic charging or fueling station. This architecture

can help to increase the effective mission range of a UAV without needing to engineer

better power or fuel consumption.

The modern UAS is rarely standalone, as processing and additional functionality

can be increased by utilizing a back-end cloud infrastructure. Offloading processing

such as artificial intelligence tasks helps to reduce computational load and power

consumption onboard the UAV. Another common application of the cloud back-end

infrastructure is client or command dashboards. Using a web interface, clients or UAV

operators can view mission information anywhere over the internet. In commercial

applications, clients of the UAV operator could review surveillance video or pipeline

defects detected by the UAV AI. In the military and law enforcement space, the

cloud infrastructure allows officials to view live footage to assist with tactical decision

making.

UAVs communicate with the ground control station through C2 links. Although

always wireless, different mediums such as RF, cellular, satellite, and 802.11 WiFi can

be used. These mediums are chosen based on the requirements of the communication

channel. Requirements are broken down based on the distance between the UAV

and the GCS. For UAVs within short operating distances, WiFi or RF communica-

tion might be used, however at longer ranges, cellular or satellite communications

would suit better. These links are used to communicate with the GCS, satellites,

cellular towers, and other UAVs, and carry GPS data, media feeds, flight controls,

collision avoidance broadcasts, telemetry information, and more. Figure 2.1 shows

the architecture of the typical UAS.
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Figure 2.1: Typical Autonomous UAS

2.1.2 Communication Protocols

UAVs deploy a number of communication mediums and protocols depending on the

intended use case and mission. For example, a long range plane UAV might use a satel-

lite or cellular connection for command and control communication. Smaller UAVs

operating locally will often use RF or WiFi for telemetry communication. Depending

on the purpose of the communication and the medium being used, the underlying

protocol in place will change. Due to the specialized use case, many communication

protocols have been developed specifically for unmanned vehicle communications in-

cluding MAVLink, ROS, uORB messaging and STANAG 4586.

MAVLink

The Micro Air Vehicle Link protocol, or MAVLink in short, is a popular open source

communication protocol for use between an autopilot system and a GCS [19]. It allows
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for messages to be sent to and from the autopilot or GCS over most serial connections

without regard for the underlying medium. The protocol serializes messages into a

stream of bytes before sending the messages across the medium. Therefore, it can

be used among a multitude of mediums (WiFi, RF, Cellular), and it also has lower

overhead compared to other serialization methods [20]. As such, the nature of the

protocol makes it a viable choice for many autopilots (e.g. PX4 and ArduPilot), due

to its versatility for use in various mediums and performance. The flight controller will

monitor the onboard sensors as well as the state of various components on the UAV.

It can then send the data to the GCS with the use of specific messages, designed for

various components and sensors. Once a connection between the GCS and autopilot is

established, the UAV will begin sending and receiving messages, while also sending a

MAVLink HEARTBEAT message at a frequency of 1Hz. The HEARTBEAT message

indicates that the device is currently active on the network. The GCS can then query

the state of the device through various messages, for example, the SYS STATUS

message. The SYS STATUS message informs the GCS of the general system state.

The GCS can also query a specific component as required, such as servos, cameras,

GPS, and ADS-B receivers.

As a bidirectional protocol, MAVLink is also used to send commands to the UAV.

The COMMAND LONG message is a multi purpose message used for sending com-

mands. It uses a system ID and a component ID to specify the target system, as well

as the component that should execute the command [20]. A payload is packaged into

the message, which specifies the command to execute as well as other parameters.

MAVLink is a binary telemetry protocol which operates in a multicast design, using
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one of two modes: topic mode and point-to-point mode. Topic mode is a publish-

subscribe multicast mode where messages such as positioning information is published

and picked up by all components subscribing to the message. In point-to-point mode,

delivery can be guaranteed by issuing a target ID and target component. In a UAV

system, communication link bandwidth can vary as it crosses various mediums and re-

source constraint components, and these components may or may not need to receive

the communication. Depending on these variables, the MAVLink message may be

sent using topic mode (position data to GCS and flight controller) or point-to-point

mode (mission commands to flight controller).

MAVLink can be expanded into different dialects in order to assist with the com-

munication with protocol and vendor specific components. For example, custom

messages can be defined to allow MAVLink communication to a specific manufactur-

ers component. Dialects are defined in Extensible Markup Language (XML) files. By

default, MAVLink will use the common message set which contains message defini-

tions that are maintained by the open source community. Each definition contains a

message ID, name, and description. The actual functionality of the message does not

lie within these definitions, but rather it is up to the receiving system to interpret

and act accordingly.

MAVLink version 1 has recently been replaced by version 2, which introduces a

number of improvements including packet signing, a new 24 bit message ID, compat-

ibility flags, and empty-byte payload truncation. These improvements increase the

security, backward compatibility, and efficiency of the protocol. The MAVLink V2

packet structure is shown Figure 2.2.
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Figure 2.2: MAVLink V2 Packet Structure

ROS

The Robot Operating System (ROS) is an open source middle-ware for robotics [21].

Contrary to the name, ROS is not an operating system itself but provides similar

hardware abstraction and communication between robotic systems. ROS is uses a

publish-subscribe model where topics can be published and received in multicast

fashion by those subscribing to the message. Topics in ROS are named buses that

are used by nodes for the communication of messages in the aforementioned publish-

subscribe fashion. Messages are published to the topic, which are in turn subscribed

to by nodes. The messages are defined in text files which defined the structure

and type of the message. The message can contain an optional header including a

timestamp and frame ID. Once the message is published to the topic, the message

is transported via TCP (TDPROS) or UDP (UDPROS). Nodes have the ability to

negotiate which protocol they will use based on both compatibility and which mode

the subscriber requests. As topics are unidirectional, there may be a use case for

a node to make a remote procedure call. In this case, the node will instead use a

ROS service. Services within ROS are a combination of ROS messages that define a

request and reply. Lastly, ROS nodes can make use of a parameter server which is

a shared dictionary accessible to the nodes over the network. The parameter server

contains named variables with their given values. Figure 2.3 shows an example of

nodes and topic communication flow.
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Figure 2.3: ROS Graph of MAVROS Communication Flow

uORB Messaging

uORB, or Object Request Broker, is a publish-subscribe middle-wear used communi-

cation between onboard processes and is part of the PX4 open source autopilot sys-

tem [22]. uORB is similar to ROS, but further simplified to run within the resource

constraint flight controller. The hardware abstraction of uORB allows inter-process

communication between various components using a common communication proto-

col. uORB also relies on defined messages and topics, with default messages being

defined with the option of user-defined custom messages. uORB is used within the

PX4 autopilot as a central message bus between both components such as the GPS,

flight control processes such as state estimation, logging, and even the transport of

other protocols.
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UAVCAN

UAVCAN (Uncomplicated Application-level Vehicular Computing And Networking)

is a newer open technology similar to the traditional vehicular CAN protocol that

is geared towards unmanned vehicles [23]. UAVCAN focuses on communications

between multiple UAVs and components. It performs similarly to the MAVLink pro-

tocol by using heartbeats for node status, as well as assisting with communication

between on-board system components. System component data is exchanged with the

autopilot through the use of defined messages. UAVCAN can be used on both CAN

networks using 29-bit identifiers, or via UDP on Ethernet networks. The advantages

of UAVCAN versus other publish-subscribe messaging protocols is its ability to op-

erate in CAN FD networks, its simplistic and robust design, and low computational

requirements.

STANAG 4586

Standardization Agreement (STANAG) 4586 is a standards document developed by

NATO that defines architectures, interfaces, communication protocols, data elements,

and message formats, in order to allow for inter-operability amongst military UAV

operations [24]. In modern tactical missions, the sharing of UAV assets by allies

can improve communication and effective use of the UAV. For example, a UAV op-

erating by one country could stream a tactical video link to the GCS of another

country, both of which are different architectures and made by different manufactur-

ers. Unfortunately, UAVs developed by different manufacturers will differ greatly in

their onboard components, communication protocols, interfaces, and more. STANAG

4586 aims to standardize various levels of inter-operability between the three main
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UAS components: the UAV, surface unit, and data link. In order to gain compati-

bility, manufacturers can developer vehicle specific modules (VSMs) which translate

their own proprietary communication protocols into a STANAG 4586 compliant for-

mat. Five levels of inter-operability are defined by the standard which provide various

amounts of control over the different components:

• Level 1: Indirect receipt and transmission of UAV data

• Level 2: Direct receipt and transmission of UAV data

• Level 3: Control and monitoring of the UAV payload

• Level 4: Control and monitoring of the UAV without launch and recovery ca-

pabilities

• Level 5: Control and monitoring of the UAV including launch and recovery

2.1.3 Onboard Sensors

UAVs utilize a number of onboard sensors in order to understand the environment

around them, assist with positioning, and more. Given that the majority of UAV

attacks will target the various onboard sensors, it is important to understand their

purposes and general operation.

Global Positioning System Module UAV navigation is often reliant on the

Global Navigation Satellite System (GNSS). GNSS is a term for a constellations

of satellites that provide positioning and that have global coverage. The Global Posi-

tioning System (GPS) is one of the many GNSS’. The GPS system uses a network of
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satellites equipped with transmitters and synchronized clocks. Each satellite trans-

mits the current system time, as well its orbital information. A receiver on Earth can

utilize messages from four of the satellites in order to triangulate its location. Three

of the messages are used to figure out its location. Since the speed of light can be

assumed as a constant, a GPS receiver can calculate the distance between itself and

a satellite by comparing the message’s time of arrival (TOA) to the time specified in

the message. Three of these messages are enough to obtain the receiver’s location,

but a fourth message can further increase accuracy by providing height as well as an

accurate time. When combined with the Internal Measurement Unit, the UAV is able

to navigate in 3D space.

GPS modules can also be used for mapping payloads on the UAV, such as Real

Time Kinematics (RTK) GPS receivers. These receivers take additional input from

a fixed ground station and can provide accuracy down to the centimetre.

Inertial Measurement Unit The Inertial Measurement Unit (IMU) is an essential

component within the UAV. The purposes of the IMU is to determine the attitude,

altitude changes, and gravitational forces. This is done by relying on input from other

sensors within, including:

• Accelerometer: measures gravitational forces, used to determine proper accel-

eration

• Magnetometer: measures magnetism, used in a compass to determine 2D direc-

tion

• Gyroscope: measures angular velocity, used to determine orientation
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The input from the various sensors within the IMU are then filtered in order to

reduce noise and error. The output of the IMU is the raw acceleration and angular

rates, often noisy and unfiltered. The Kalman Filter is often used for this application

in order to estimate orientation and angles. The IMU is typically contained within the

flight controller, making the orientation of the controller during installation important

as the compass and gyroscope rely on it.

Data Link Receiver UAVs can incorporate a number of different data links for

various purposes, such as the communication of telemetry data and flight commands.

Depending on the UAV deployment and use case, various communication mediums

can be used. For example, closer range consumer or commercial UAVs can rely on

802.11 WiFi or RF radios. One common telemetry radio suite is the SiK Telemetry

Radios. These radios are light, inexpensive, and built on open source firmware. They

are common amongst the custom UAV and open source communities, offering both

433MHz and 900MHz versions both Europe and North America respectively. With

a range of over 300m, simple RF radios are suited for most commercial deployments.

In addition, consumer and commercial UAVs can also employ line of sight (LOS)

controls by way of RC radios and remote controllers.

In long range deployments, the UAV will often be equipped with satellite or cellular

communications. This allows for near global communication of telemetry, command

and control, and payload data. Unlike RF radios, satellite and cellular are less prone

to interference and have higher bandwidth available.

Optical Flow Optical flow sensors are used to stabilize the UAV in GPS-denied

environments. The sensor is comprised of a downward facing camera which can
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measure the visual motion of the perceived ground plane. Optical flow determines

the motion of objects between visual frames captured by the camera. When a UAV

moves, the optical flow algorithm determines the deformation between the frames and

reports it as velocity. The measured velocity can then be used to calculate the distance

moved by the UAV. In GPS-denied environments, the IMU will cause enough error

to make the UAV drift off target. By using optical flow, the UAV can compensate

for the calculated calculated drift.

Collision Avoidance Sensor Collision avoidance sensors can be used to both

avoid other UAVs or manned aircraft, as well as obstacles such as trees, buildings,

etc. Obstacle avoidance uses algorithms along with specialty sensors such as IR,

LiDAR, and Sonar, in order to map the surrounding environment or sense an objects

existence. Obstacle avoidance helps to ensure safety and protection of the UAV from

an accidental crash. After detecting a obstacle, the UAV can implement a detect-and-

avoid function to move around the obstacle or stop before colliding with it. Obstacle

avoidance is primarily seen in consumer and commercial UAVs, as larger UAVs fly at

higher altitudes where they are less likely to encounter these types of objects in their

path.

Large UAVs that operate within the same airspace as manned aircraft will of-

ten be equipped with a collision avoidance system to detect and avoid aircraft and

other UAVs. Interoperability between the UAV collision avoidance system and that

used by manned aircraft is important. The collision avoidance system will take input

from a surveillance source and act accordingly. In today’s airspace, the Automatic

Dependant Surveillance Broadcast (ADS-B) is the most common surveillance tech-

nology. ADS-B sensors are equipped onboard the aircraft and periodically broadcast
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the location of the aircraft as determined from GPS. ADS-B Out will broadcast var-

ious details about the aircraft including its coordinates, velocity, call sign, and more.

ADS-B In will receive this information and use it to alert the pilot of nearby aircraft,

or as input into the automatic collision avoidance system. ADS-B is being incorpo-

rated into UAVs as well as it allows for the UAV and manned aircraft to detect and

avoid each-other without relying on expensive hardware.

2.1.4 Flight Mechanics and Control

Understanding the basics of UAV flight mechanics and control is necessary to be able

to see how and why the UAV reacts to different types of attacks. Flight mechanics

refers to the control and orientation of the UAV in the air. This movement, also called

attitude, is defined by the three axis in which an aircraft can alter its orientation in

the air: roll (longitudinal), pitch (transverse), and yaw (vertical). How the UAV is

able to take off, stabilize, and maneuver through the air largely depends on the type

of UAV in question. Multicopters, planes, vertical takeoff and landing (VTOL) UAVs

each employ different mechanics for flight and control.

Figure 2.4: UAV Heading and Direction [25]
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Multicopters Multicopters are UAVs that use multiple rotors to generate lift.

These UAVs are often divided into sub-categories depending on the number of ro-

tors equipped. For example, a quadcopter has four rotors whereas a hexacopter has

six. Rotors are controlled by motors, whose speed is controlled by an electronic speed

controller (ESC). Rotors diagonal to each other rotate in opposite directions in order

to equalize the net reaction torque. When the rotor speed is increased to the point

where the lift force exceeds the weight of the UAV, it will rise off the ground. Mul-

ticopters can hover when the lift is equal to the weight. Yaw motions are done by

introducing different speeds between the pair of diagonally opposite direction rotors.

Pitch is controlled similarly, except by altering the speeds between the front rotors

and the rear rotors. When the speed of the rear rotors exceeds that of the front,

the UAV will pitch forward and vice versa. Applying the same technique to the left

and right side pairs will cause the UAV to roll in the direction of lower speed rotors.

Figure 2.5 shows a DJI Matrice 600, an example of a commercial-grade hexacopter,

equipped with a camera.

Planes UAVs of the plane configuration are similar to their manned counterparts,

albeit equipped with sensors and flight stacks that allow for unmanned remote control

or autonomous flight. The fixed-wings of the plane use airfoil designs in order to

produce lift. The angle of attack is the angle of the plane against the oncoming air.

With a greater angle of attack, the airfoil will generate more lift force. Flaps and

slats of the wings can be engaged in order to create a higher angle and therefore lift.

For a plane to takeoff, the lift force must be increased to a level where the lift is

greater than its weight. This is done by increasing thrust from the motors as well

as activating flaps and slats of the things for increased lift. Once the speed is high
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Figure 2.5: DJI Matrice 600 Hexacopter [26]

enough, the rear elevator flap is activated upwards in order to increase the angle of

attack. All of these activities combined cause the plane to take off into the air. Speed

will continue to increase if the thrust is greater than the drag. After reaching level

flight, the plane can be maneuvered by adjusting the rutter and ailrons on the wings

to roll into a turn. Figure 2.6 shows the AeroVironment RQ-20 Puma, a UAV in the

plane configuration, being launched by a member of the Royal Canadian Navy.

Vertical Takeoff & Landing Vertical Takeoff and Landing (VTOL) UAVs are

a hybrid of both multicopters and fixed-wing aircraft. Rotors are used to lift the

UAV vertically during take off and landing, and to provide the initial thrust before

transitioning into fixed-wing mode. Being a hybrid, the VTOL UAV uses its mul-

ticopter features for initial propulsion and attitude control, then it’s fixed wings for

forward flight. This approach provides the advantages of multicopter operation, with
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Figure 2.6: AeroVironment RQ-20 Puma Plane [27]

vertical takeoff capabilities and stabilization for limited takeoff space. Once transi-

tioned, the VTOL gains the advantages of fixed-wing flight such as increased speed

and endurance. Figure 2.7 shows a DeltaQuad Surveillance UAV flying in fixed-wing

mode.

Figure 2.7: DeltaQuad VTOL Surveillance UAV [28]
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UAV Control As UAV flight dynamics are variable and constantly changing, UAVs

must be equipped with the hardware sensors and software needed to maintain a

steady attitude. Various control architectures are used to calculate the error between

a desired output value and a process value. Corrections are then applied to keep

the output at the desired value while receiving changing input. In the case of UAVs,

control architectures are used for various purposes including position control, velocity

control, and attitude control. The control architecture can be either open loop, closed

loop, or a hyrbid of the two. Open loop architectures do not monitor the output or

use feedback from the sensors to adjust. Closed loop, however, makes use of sensor

feedback to calculate adjustments. An example of a commonly used control loop

is the Proportional Integral Derivative (PID) controller. PID a type of closed loop

architecture that reads sensor values and calculates the appropriate motor speeds

needed to control the UAV.
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2.2 UAV Security Threats

Security threats facing UAVs have the potential to compromise one of the three pillars

of the CIA (Confidentiality, Integrity, and Availability) triad. Confidentiality refers

to the ability to keep sensitive or classified information out of the hands of unautho-

rized parties. The confidentiality of the UAV would be compromised if a threat actor

was able to view a data feed, for example. Integrity refers to the trustworthiness

and accuracy of data. If data is altered within transit, its integrity would be lost.

An example of an attack against the UAV that compromises integrity is command

injection. If the communication between the UAV and the command and control sys-

tem are compromised, an attacker can potentially modify, replay, or inject false flight

commands. When these messages are fabricated or altered, the UAV will continue to

trust them even through their integrity is not in tact. Attacks against the availability

of the UAV attempt to cause it to stop functioning. A common attack of this type is

jamming, where a threat actor will generate enough RF noise to cause the legitimate

signals to be disrupted.

To gain a good understanding of the threats UAVs face, a security assessment

engagement was initially conducted with a local UAV manufacturer with operations

around the world. During this exercise, penetration testing was conducted against

each component of the UAS including the GCS, cloud infrastructure, communication

links, and the UAV itself. The threats discussed below are a combination of the

findings from this exercise as well as research in UAV vulnerability and IDS literature.

The results of the vulnerability survey are shown in Table 2.1 [6].
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2.2.1 Jamming Attacks

Jamming occurs when an adversary transmits radio signals with the intention to dis-

rupt legitimate communications, compromising the availability of the UAV. This oc-

curs when the signal-to-interference-plus-noise (SNIR) ratio deteriorates to the point

where there is more noise than legitimate signal Vadlamani et al. [29]. Jamming

attacks are common as they do not require sophisticated knowledge and can often

be done using inexpensive software-defined radios (SDR). Apart from signal-based

jamming, denial of service (DoS) attacks through other means can cause the same

effect. For example, flooding the telemetry link with requests or triggering a memory

leak are examples of other means to deteriorate system availability.

Telemetry Link Jamming Data links for UAVs can be used to transmit and

receive telemetry or C2 data. A large portion of an UAVs data comes wireless data

links such as GPS, WiFi, cellular, radio, ADS-B, etc. By rendering these data links

unusable, a malicious party can cut the UAV off from its external environment. Some

UAVs do not depend on human interaction, so cutting off the data link between the

GCS and the UAV does not have a severe effect. Those that do depend on human

interaction will be crippled by the loss of connection. In both scenarios, a malicious

party can advance the jamming to conduct further attacks on the UAV and C2 will

not be aware.

GPS Jamming The GPS is crucial component to many UAVs. Most of them, if

not all, depend on the GPS as their primary source of location data. Preventing an

UAV from obtaining its location can have adverse effects, ranging from mission failure

to the destruction of the drone. GPS signals come from satellites over 20,000km away.
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The typical strength of a GPS signal is only 1.5 dB, making jamming a GPS signal an

easy task for an adversary with even a small device [30]. GPS jamming is one of the

most common and dangerous threats to UAVs, given the simplicity and availability of

specialized devices to carry out the attack. One example of this is an attack against

a swarm of UAVs used in a Hong Kong light show, which were taken down by a GPS

jamming attack. The attack caused over $100,000 in damages [10].

2.2.2 Spoofing Attacks

Spoofing attacks occur when a threat actor impersonates another device, system, or

user when interacting with the UAV. These types of attacks compromise the integrity

of received signals and can be devastating to the operation of the UAV. Without

proper authentication and signatures, it can be difficult to detect and prevent these

attacks.

GPS Spoofing The GPS system is relied upon heavily by UAVs. Spoofing of GPS

signals can lead to devastating results. GPS spoofing occurs when a malicious party

broadcasts fake GPS signals, either by replaying a modified set of signals or by creating

their own. This could potentially cause the target GPS receiver to falsely estimate

its position. GPS spoofing usually occurs in two ways: Commonly, this occurs by

broadcasting signals synchronized with genuine signals, then gradually increasing the

power of the fake signals, causing the receiver to switch over to receiving messages

from the fake broadcaster. Once the UAV locks to the spoofing coordinates, it will

falsely assume it is off course. In this situation, the UAV will try to adjust its

trajectory to get back on target. Successful GPS spoofing can not only cause a UAV

to crash, but lead to hijacking. GPS spoofing has been seen in real world attacks



2.2. UAV SECURITY THREATS 34

against UAVs, such as in 2017 when a Mexican cartel used GPS spoofing against a

U.S. Customs and Border Protection UAV [9].

ADS-B Spoofing Autonomous UAVs often coexist in airspace with manned air-

craft. For this reason, it is necessary that the UAV be equipped with a compatible

collision avoidance system. Modern airborne collision avoidance systems typically

utilize a stack of communication protocols and logic-based algorithms to be able to

detect and avoid other aircraft. The most common communication protocol that is

often a basis for collision avoidance systems is Automatic Dependant Surveillance -

Broadcast (ADS-B). ADS-B is part of an Air Traffic Management and Control (AT-

M/ATC) Surveillance system, in which an aircraft determines its position via satellite

and periodically broadcasts it to enable other aircraft and ground devices to track it.

This information is often used in conjunction with on-board Secondary Surveillance

Radar (SSR), as ADS-B does not require any significant equipment on the ground.

ADS-B is automatic as it is not designed to take any external input, and dependant

because it is reliant on the aircrafts navigation system. The information relayed over

ADS-B includes call sign, current position, altitude, and velocity, which is broadcast

approximately every second. The advantages of ADS-B versus radar include increased

visibility and situational awareness, higher efficiency, and significantly cheaper. For

these reasons, ADS-B is beginning to be used in some UAVs as an air traffic surveil-

lance source to the collision avoidance system [31].

Although ADS-B has been broadly used around the world for decades, it is plagued

with many security vulnerabilities compromising the CIA of the aircraft [15, 32, 33].

UAVs are primarily required to yield to larger aircraft. This makes it common practice

for the UAVs onboard ADS-B sensor be used as input to the collision avoidance
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system. As ADS-B has no authentication and its messages are fundamentally trusted

by collision avoidance systems, spoofing fake ADS-B messages becomes trivial. In this

scenario, an attackers spoofed ADS-B messages can result in trajectory modification

and hijacking of the UAV.

Outside of collision avoidance in larger UAVs, smaller UAVs can be prone to

hijacking through exploitation of the obstacle avoidance system. As sensor data

comes from the environment, it is fundamentally not trusted and has the potential

to be manipulated by an adversary. As an example, Pierpaoli and Rahmani [34]

have shown the exploitation of predictable obstacle avoidance logic in UAVs, where a

pursuer is able to steer the evader off course to an arbitrary target. This vulnerability

leads to a complete loss of autonomy.

Optical Sensor Spoofing Optical flow sensors are able to determine differences

in subsequent images, in order to determine the displacement of an object. In the

context of UAVs, optical flow sensors can be used to discover moving objects, or

to measure the velocity of the drone itself. A downward facing sensor can compare

differences between frames to estimate the rough ground velocity of an UAV. This

can also be used to determine whether an UAV is stationary or if it is currently in

motion. If an UAV uses optical flow sensors to maintain a stationary position, by

measuring displacement and issuing a countering movement, it becomes possible to

spoof the sensor in order to manipulate the motion of the UAV. A malicious party

can manipulate the flow sensor to believe that there is a change in position, and as a

result it causes the UAV to move in order to counter the change.

Optical flow sensors use feature detection algorithms to identify features in frames,
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and then determine displacement by comparing the position of features between suc-

cessive frames. Malicious parties can successfully influence the sensor by altering or

influencing the image with feature rich patterns. This can be done from a distance by

projecting light patterns onto the surface that the optical flow sensor is facing, using

a projector or laser [35].

2.2.3 Injection Attacks

Injection attacks occur when unauthorized or unsanitized malicious input is accepted

and processed by the receiving system. Injection attacks are common in traditional

computer security, where an adversary can injection malicious code into a process,

such as Structured Query Language (SQL) injection. In the UAV domain, injection

attacks occur similarly when input from the environment is trusted and processed

without sanitation or authentication. This type of attack could be carried out against

multiple different components of the UAS depending on their software implementa-

tions.

Command Injection Command injection attacks occur when an adversary gains

the ability to execute arbitrary commands against a system. The most prominent

command injection attack against UAVs are those conducted against the flight con-

troller. Depending on the communication protocol and flight controller firmware, the

system may not authenticate nor verify the source of flight commands. One example

of this is an attack chain against the MAVLink protocol which leads to command

injection. As with most command injection vulnerabilities, the attacker must be

able to first communicate with the target system in order for the injection to occur.

MAVLink uses a NetID parameter to pair telemetry radios with the GCS, in order
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to avoid two radio pairs within close proximity from interfering with one another.

Lacking any sort of key exchange or authentication, an attacker can simply change

their NetID to that of the target system in order to be able to communicate with

it. Moreover, as the flight controller does not authenticate or sign commands, the

attacker can use this new connection to inject arbitrary commands into the flight

controller for processing [36, 37]. The more recent version 2 of the MAVLink proto-

col has introduced packet signing to mitigate this attack, however, it is disabled by

default [38].

Acoustic Noise Injection Acoustic noise injection is an attack that targets spe-

cific types of gyroscopes within the Inertial Measurement Unit (IMU). The Micro-

Electro-Mechanical Systems (MEMS) gyroscopes are common amongst smaller UAVs

as they are lightweight and inexpensive. MEMS are vibrating structure gyroscopes

which use a vibrating structure in order to determine the rate at which it is rotat-

ing. These types of gyroscopes have been shown to be vulnerable to an attack called

acoustic noise injection [39, 40, 41]. Out-of-band analog acoustic noise is emitted by

the attacker that closely matches that of the natural frequency. This injection causes

the sensor to enter resonance. Once this signal is digitized, the output of the manip-

ulated signal can then influence the control of the UAV. A successful acoustic noise

attack will cause the UAV to crash to make an unintended maneuver. The threat of

this attack is increase by the potential use of long range sonic weapons, capable of

projecting targeted acoustic noise up to 2.5km.
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2.2.4 Pilot and Ground Control Station Attacks

Ground Control Station Security The GCS is where mission planning, launch-

ing, and monitoring occurs. Compromise of the physical security of these stations by

unauthorized parties can lead to the compromise of the network or sabotage of the

physical assets within. In addition, if a multiple signature approach is not in place to

prevent rogue launching or mission commands, insider threats will be possible. Long

range UAV deployments may place additional GCSs along the autonomous UAVs

route to supply charging and payload upload capabilities. Because of their often re-

mote locations, physical security plays an important role. Without alarms or remote

monitoring, their physical security can be compromised fairly easily.

In addition to physical security, the lack of network security of the internal GCS

network or corporate networks could cause a compromise of either one of these net-

works by pivoting from one to the other. This also increases the risk of insider threats

if corporate users are able to access the GCS networks. As well, if the network is not

properly segmented it increases the threat to outside local actors if wireless network-

ing is used. Cracking strong WiFi such as WPA2 has become trivial in recent years

with the introduction of new attacks such as PMKID [42]. In addition to cracking the

WPA key, other WiFi attacks are possible such as denial of service, de-authentication

and man-in-the-middle attacks [43]. Hiding the network SSID does not provide se-

curity, but rather obscurity in an attempt to mitigate such attacks. Any hardwired

external network endpoints located outside of the station should also be treated with

a high threat level due to their increased exposure. In the case of a physical security

perimeter breach, an adversary could connect to endpoints such as weather stations

or external power-over-ethernet cameras to gain network access without needing to



2.2. UAV SECURITY THREATS 39

crack a WiFi key.

Eavesdropping attacks aim to intercept communications with the goal of gaining

sensitive information. These attacks can be used to listen in on UAV commands,

telemetry data, and even payloads. Eavesdropping is common amongst traditional

TCP/IP networks in the form of man-in-the-middle (MITM) attacks. In TCP/IP,

most traffic is unicast, and therefore an additional step is required in order to cap-

ture this traffic. An example of this is ARP spoofing, where an attacker replies to

ARP requests with spoofed MAC addresses matching their own. This causes future

unicast traffic to the legitimate destination to be forwarded to the attackers machine.

Although trivial in most networks, the ability to eavesdrop on traditional TCP/IP

networks requires slightly more sophistication than simply listening to broadcast mes-

sages. This is further complicated when encryption schemes, such as TLS/SSL are

implemented. Unfortunately, many UAV communication protocols are based on en-

tirely broadcast communications, and often do not have any encryption schemes im-

plemented.

A backend cloud infrastructure is typically used in the UAS for payload storage

and processing and the display of mission data. The cloud infrastructure is used

to store sensitive information about the customer, their missions, and the payload

results. For this reason, the security and privacy of the cloud is an important aspect

of the UAS threat analysis. Fortunately, the security of the cloud is not unique to a

UAS and its best practices have been well defined. Singh and Chatterjee [44] have

presented a survey of the general security challenges faced with cloud infrastructure.

An in-depth threat analysis of general cloud infrastructure is out of the scope of this

thesis, however, there are some threats that are prominent in UAS. One such example
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is the security of the applications hosted in the cloud and the connection to the UAV

as they carry the highest risk due to their exposure.

Insider Threats Insider threats are those that come from within the organization.

In the UAV domain, the vehicle operator is the primary user with the potential to

become an insider threat. Although some UAVs are autonomous, they still have re-

mote operators. These operators use a control station to issue C2 commands, monitor

telemetry information, execute payloads, and download payload data. Insider threats

are similar in some ways to other attacks, such as command injection or eavesdrop-

ping, however, they come from the operator themselves with malicious intent [45].

Examples of malicious insider actions include:

• Downloading of classified data onboard the UAV

• Payload execution outside of the pre-determined mission parameters

• Rogue launching of missions, termination of missions, etc.
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Table 2.1: Survey of UAV Vulnerabilities

Vulnerability
Targeted Systems

and Sensors
Impact References

Telemetry/C2 Link
Jamming, Denial

of Service

Telemetry
communication links,
RF, WiFi, Cellular

radios

Loss of availability,
lack of telemetry,

lack of command and
control

Pärlin, Alam, and
Le Moullec [46],
Vuong et al. [47]

GPS Jamming
GPS sensor,

navigation system
Loss of availability,
loss of navigation

Hu and Wei [48]

GPS Spoofing
GPS sensor,

navigation system

Loss of integrity, loss
of availability,

hijacking/trajectory
modification, loss of

navigation

Kerns et al. [49],
Faughnan et al. [50],
Tippenhauer et al.

[51]

ADS-B Spoofing
ADS-B sensor,

collision avoidance
system

Loss of integrity,
hijacking/trajectory

modification

Costin and
Francillon [15],

Faughnan et al. [50]

Optical Sensor
Spoofing

Optical flow sensor,
navigation system

Loss of integrity,
hijacking/trajectory

modification
Davidson et al. [35]

Acoustic Noise
Injection

Gyroscope, inertial
measurement unit

Loss of availability,
loss of integrity

Khazaaleh et al. [41],
Tu et al. [40], Son

et al. [39], Khazaaleh
et al. [41]

Command
Injection

Control/autopilot
system

Loss of availability,
loss of integrity,

hijacking/trajectory
modification,
unauthorized

payload delivery

Butcher, Stewart,
and Biaz [52], Marty
[53], Vuong et al. [47]

Eavesdropping

Telemetry
communication links,

command and
control links

Loss of
confidentiality

Breiling, Dieber, and
Schartner [54],

Butcher, Stewart,
and Biaz [52], Marty

[53]

Insider Threats
Command and
control system

Loss of availability,
loss of integrity, loss

of confidentiality,
hijacking/trajectory

modification,
unauthorized

payload delivery

Ahmad Yousef et al.
[55]
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2.3 Intrusion Detection Systems

An intrusion detection system (IDS) monitors the activities of a device or network

with the intent of identifying suspicious activity or potential threats. When a threat is

detected, an alert is triggered and sent to the security staff or system administrator.

The information contained in the alert will assist the user in identifying the type

of attack, the source of the attack, and the targeted system. Further, an intrusion

prevention system (IPS) has the ability to further prevent the identified intrusion.

This is done by automatically blocking the identified attacking host or adding a

firewall rule to prevent further attacks.

An IDS can be deployed within a network to pick up on traffic anomalies or directly

on a host as a host-based IDS (HIDS). In either case, a ”sensor” is deployed and tasked

with monitoring logs, traffic, or user activity. In a HIDS, the sensor is deployed on

the host, inspecting logs and activity to detect intrusions. A host can be an endpoint

computer, server, specific system component, etc. HIDS have a number of advantages

to network-based IDS. A HIDS can monitor applications as well as malicious activity

that do not communicate externally outside of the host. One disadvantage to HIDS,

is that in the event of system compromise, the HIDS could be disabled or the alert

removed. The HIDS can run standalone or be part of a larger IDS incorporating both

host and network-based sensors.

Network sensors are deployed with the intention of inspecting network packets in

transmission. This type of IDS allow for the detection of attacks before they reach

a host, and are simpler to deploy and maintain in larger environments compared to

their host-based counterparts. As the sensor must keep state information about each

network connection, they can suffer from significant overhead.
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The deployment of an IDS requires consideration and knowledge of the environ-

ment it will be operating in. The IDS placement is important in order to detect

threats against identified assets. In the case of UAVs, threats can target the ground

control station, the UAV sensors, and the communication links between the two. If

the IDS is only placed on the ground control station, it will miss attacks toward the

UAV itself. In addition, the maintenance requirements of the underlying detection

method should be considered. The placement and maintenance needs of the IDS

should be revisited regularly [56].

The IDS can use a number of different methods for the detection of attacks.

The most common methods are classified as signature-based, specification-based, and

anomaly-based.

Signature-Based Signature-based methods of detecting attacks were originally de-

ployed by anti-virus applications. Signatures make up known patterns or hashes and

are used to find a match with an occurring threat. For example, the patterns could

be a domain name, IP address, or series of packets or bytes that make the threat

indicators unique. Signature-based methods to intrusion detection often have very

high true positive rates with low false positive rates. This is due to the fact that if a

known attack is occurring and a signature exists, the IDS simply needs to match the

known features. The limitation to this approach is that if a signature is not created,

the attack will not be detected. As new attacks and current attacks are modified, it

becomes difficult to the IDS creator to keep up with the creation and implementation

of new signatures. In addition, network traffic may be encrypted, making it difficult

for the IDS to identify indicators of compromise.
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Specification-Based In specification-based intrusion detection, a set of boundaries

or ”behavioural specifications” are defined, and the IDS triggers when actions of the

user or an attacker deviates from these specifications. The defined specifications can

be attributed from a security policy, or in the case of a UAV, normal behaviours such

as known flight paths. This method of intrusion detection can be effective in specific

use cases, but it has many drawbacks. First, it is difficult to scale as specifications

need to be defined for each behaviour we want to detect. In addition, it can be

difficult to verify the created specifications are correct, and therefore requires costly

testing to be confident the definition triggers correctly [57].

Anomaly-Based Anomaly-based techniques have been used more recently to de-

tect emerging threats. A baseline of traffic patterns or user activities is created, and

any observation outside of the baselines is classified as a anomaly. The advantage

of anomaly-based techniques is their inherent ability to detect new and unknown at-

tacks with minimal or no ongoing maintenance. Creating a baseline of normal activity

requires a number of samples to generate. If an attack occurs in which very little traf-

fic or actions are required, the IDS may be unable to detect it. On systems where

the IDS is attempting to detect behaviour-based anomalies, it is creating a baseline

of the users activity. Although technical systems may remain relatively constant in

their operation, human operators are more likely to carry out actions outside of the

norm. In general, anomaly-based techniques can be effective with the advantage of

flexibility, however, they often produce higher false positives in return.
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2.4 Challenges in UAV IDS

The design and development of an intrusion detection system for UAVs comes with its

own challenges. Although there are some similarities between the UAV domain and

other domains, such as robotics and IoT, it offers a unique combination of differences

that require consideration. First, as UAVs operate in the air, they are faced with size

and weight constraints. On-board components must be physically small in order to

fit within the UAV frame. In addition, the weight of the components is extremely

important as it can have a negative effect on the flight dynamics and lift of the UAV.

As the UAV is essentially a flying computer, the on-board components also face

computational power limitations. As the electronic components are limited in size

and weight, they in turn are faced with the resulting computational power limitations.

As machine learning-based intrusion detection is often computationally heavy, it is

especially challenging to design and develop one for UAVs. Regardless of the type of

IDS, it must be able to process data coming from the UAV fast enough to not impede

its operations. If the IDS cannot process incoming communications fast enough, it

will result in a bottleneck. In larger UAVs, the size and weight of on-board IDS

components may not be as much of a concern, however, the components can still

draw significant battery power from the UAV. This can lead to other components

starving for power or a reduce flight time.

Depending on the IDS design, the aforementioned challenges may not apply. For

example, an IDS that forwards all requests to a ground control station for process-

ing does not suffer from the limitations of on-board components. Unfortunately,
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approaches based on GCS processing can introduce other problems. UAVs rely com-

pletely on wireless protocols such as RF, cellular, and WiFi. Unlike wired communica-

tions, these protocols can suffer from latency over the link. The IDS communications

can introduce more traffic on the telemetry or command and control links, making

them less responsive or not responsive at all. In addition, pre-existing latency may

reduce the effectiveness of the IDS, as messages may be dropped or corrupt. Jamming

and other denial of service-based attacks are the most simplistic and therefore the

most common attacks against a UAV [58, 46, 47]. IDS solutions that rely on a GCS

for processing simply become inoperable during a jamming or denial of service-based

attack, as the communication between the UAV and GCS will become lost. To avoid

this issue, the IDS must reside onboard the UAV, introducing the aforementioned size

and weight constraints.

One of the main challenges in developing an IDS for UAVs is the variety of plat-

forms and onboard equipment. UAVs can have significant differences depending on

the mission objectives. For example, a surveillance mission will often deploy a plane

or VTOL UAV, where a quadcopter is more fitted for short range missions. Different

UAV platforms employ different control configurations and flight dynamics, which

changes how an intrusion detection system must interpret values from the onboard

components. The mission of the UAV can also dictate which sensors and communi-

cation mediums are needed. Communication mediums such as cellular or satellite are

more fitted towards long range command and control or telemetry communications,

whereas WiFi and RF may be more suited for short range flights.

Machine learning-based approaches to intrusion detection can address the above

noted challenges, as they can be used to learn from the data for accurate detection.
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Machine learning approaches typically require labelled datasets for high accuracy,

however, there are currently no such public datasets available to the community.

This is likely because of the aforementioned variances in UAVs themselves, making

it difficult to build a ”one size fits all” dataset for UAV IDS. It is also important to

note that as UAVs are cyber-physical systems, environmental influences such as high

winds could possibly trigger false positives with machine learning approaches.
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2.5 Machine Learning

Machine learning is a subset of artificial intelligence that uses techniques that allow

computers to learn based on experience, without explicit programming. Machine

learning techniques aim to iteratively teach algorithms how to improve their predic-

tions on given data. Machine learning algorithms are being used more and more

in across industries to solve complex problems such as image recognition, financial

predictions, medical diagnosis, and fraud detection.

When approaching a machine learning problem, we first take a dataset in which

to learn and derive future predictions from. This dataset is often split into two parts:

a training set and a test set. The training set is used by the chosen algorithm in an

optimization task of finding the minima or maxima of a cost function, therefore gen-

erating an accurate predictive model. The test set is then used to test and calculate

the accuracy of the generated model. The aforementioned process is typical in regres-

sion problems where predictions need to be made, such as stock prices, but machine

learning can be useful in other problems like clustering. In clustering problems, we

look to learn something we do not already know about a dataset. Clustering can help

by learning underlying patterns, or features, and grouping related data together.

There are three main types of machine learning techniques that are used to tackle

different problems, each with their own prerequisite requirements and performance

benefits. These algorithms are chosen based on the task at hand, the dataset that is

available, and the resulting prediction or type of clustering we want to achieve as a

result. The three types of techniques are supervised learning, unsupervised learning,

and reinforcement learning.
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Supervised Learning Supervised learning is the most common type of machine

learning, being the most straight forward to understand and implement. This type

of learning requires a labelled training dataset, where the data and its associated

true prediction, or label, are paired together. The chosen algorithm goes through

an iterative learning process where it makes a prediction and is given feedback as to

whether the predicted label is correct or not. As the training process progresses, the

predictions made by the algorithm will become more and more accurate. Once an

acceptable level of accuracy is obtained without overfitting the data, the model can be

exported and used to predict labels on previously unseen data. Common supervised

algorithms include linear regression, naive bayes, decision trees, and neural networks.

Supervised learning algorithms can be improved by providing more training sam-

ples for the algorithm to learn from. This can become an issue in certain scenarios as

a lack of data can hinder the feasibility of a machine learning approach. Depending

on the required dataset size, labelling a large dataset can also be costly and tedious.

With these limitations aside, supervised learning is arguably the most used machine

learning technique, and is used in many mainstream artificial intelligence applications

such as facial recognition, object detection, and spam filtering.

Unsupervised Learning In contrast to supervised learning, unsupervised tech-

niques do not have labels available with the training dataset. It is left up to the

chosen algorithm to identify features and cluster the data appropriately. There is no

prediction output with unsupervised learning, but rather the algorithm aims to detect

patterns and group the data based on the learned features of the underlying data.

Examples of unsupervised learning algorithms include k-means clustering, principal

component analysis, and independent component analysis. Unsupervised learning is
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popular as most data that is acquired is unlabelled and is not feasible to label. One

example of unsupervised learning is clustering, where data is categorized into learned

groups.

Reinforcement Learning Reinforcement learning is a machine learning technique

where the algorithm takes actions based on observations from the environment. The

actions are based on calculated risk, where the action that maximizes reward is se-

lected. Just like supervised learning, reinforcement algorithms take iterative steps,

but learn from its experience within the environment. This is continued until the

algorithm has investigated all possible states. As the name suggests, if the algorithm

selects the best action, it will receive reinforcement in the form of a reward. Rein-

forcement learning algorithms are used for a number of decision-based applications

such as computer played board games, self-driving cars, and robotics. Examples of

reinforcement learning algorithms are temporal difference and deep adversarial net-

works.
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2.6 Review of IDS in the Literature

The design and development of an effective intrusion detection system (IDS) for un-

manned aerial vehicles (UAVs) has become a trending topic for researchers. With

human safety and confidential data on the line, a successful cyber attack against a

UAV can be devastating. Success in this area of research is critical to the safe and

secure use of UAV technology for years to come. Intrusion detection in the UAV

domain comes with its own unique challenges. Unlike traditional networked com-

puter systems, UAVs are flying computers that must rely on wireless technologies,

must have low latency, are limited to low computational power, and have size and

weight constraints to onboard components. In addition, depending on the intended

use case, UAVs are created with different communication mediums and protocols,

various sensors (GPS, Lidar, RF radio, etc), and have different frames and control

configurations. For example, a UAV designed for surveillance purposes requires longer

endurance with a faster flight time, longer distance communications, and various cam-

eras. In this example a plane or VTOL UAV with cellular or satellite communications

is likely the best option. On the other hand, a WiFi-based quadcopter might be more

suitable for a mission requiring a short range UAV with more agility. This wide array

of technologies involved in UAVs makes IDS development much more difficult than

in traditional systems.

Although the UAV domain has unique challenges for IDS development, UAVs

do have some overlap with traditional systems. UAVs are considered low-powered

devices, as they are constrained by size and weight limitations. Intrusion detection

in traditional low-powered devices, such as the Internet of Things (IoT), is well re-

searched. Lessons learned from IoT intrusion detection techniques could be applied
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to the UAV problem. IoT devices are internet-connected physical ”things”, hardware

with embedded sensors and software. Examples of IoT devices include connected ap-

pliances, wearable health monitors, and smart locks. These devices have constrained

resources and are typically based on low-power lossy networks (LLNs) [59]. LLNs are

networks in which both the end device and the network itself are resource constrained,

which is typically the case with UAVs. IoT devices also share some similar threats

to UAVs, mostly due to their reliance on wireless protocols. A simple example of a

shared threat between both the IoT and UAV domains is the use of Zigbee and IEEE

802.15.4. As popular low-data rate wireless protocols, they have seen use in the UAV

domain for various communications purposes such as telemetry data transmission

[60, 61]. Vulnerabilities against Zigbee are well documented and include denial of

service, replay attacks, and eavesdropping [62, 63]. Additional shared threats to low-

powered IoT devices include jamming and denial of service, insecure communications,

spoofing, and software and firmware vulnerabilities [59].

One of the most prominent intrusion detection solutions for low-powered and IoT

devices is game-theoretic approaches. Game theory comprises mathematical models

of strategic decision making amongst adversarial contestants. Similar to a traditional

game such as chess, the ”game” consists of rules outcomes. Sedjelmaci, Senouci, and

Taleb [64] proposed the use of game theory where the results of a security game cause

the additional signature and anomaly-based detection techniques to be initiated. The

proposed system aims to produce high results while minimizing energy consumption,

even when scaled to a high number of IoT devices and attacks. This system uses

both signatures as well as different anomaly detection techniques including support

vector machine and neural networks. With the help of Nash equilibrium, an IDS



2.6. REVIEW OF IDS IN THE LITERATURE 53

agent can determine the equilibrium state, and accordingly activate the anomaly de-

tection technique in order to detect a new attack pattern. A set of rules is created

to model the attack, which can then be used by the signature detection technique

to capture any similar attacks in the future. The main contribution of this paper,

however, is the introduction of the security game. A set of players is defined where

each represents either the IDS agent running on the IoT device or the attacker them-

selves. This is a complete information game where both sides know the payoff. The

key premise is that in an IoT network, we can use game theory to help determine the

reputation of a node, given normal, suspect, or malicious. Depending on the outcome

of the security games, a signature or anomaly-based intrusion detection technique is

deployed. When an attacker is identified, it is ejected from the IoT network. The use

of game theory helps reduce false positives and ensures the costly signature compu-

tation or anomaly detection tasks are only carried out when an attack is probable.

A similar game-theoretic approach is proposed by Tang, Ren, and Han [65] for the

detection of jamming attacks in low-powered IoT devices with the goal of reducing

the computational power required to effectively mitigate the attack. Game-theoretic

approaches can satisfy the requirements of low-powered networks, similar to those in

UAV networks.

Early approaches to intrusion detection within the UAV domain also make use

of game-theoretic and Bayesian approaches. This is because UAV networks are sim-

ilar to IoT, given the low computational power limitations of on-board components.

Wang and Feng [66] discussed the use of game theory in for UAV intrusion detec-

tion. Their work used game theory as a basis for anomaly detection using a complete

information game. Utility function matrices are created by looking at the cost and
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benefit of attacking and defending each sensor. The Nash equilibrium is then found

by either opponent during an attack. The primary goal of this method is to reduce

computational load and power consumption on the UAV. To do this, it only ”pro-

tects” the components most likely to be attacked by using game theory. A theoretical

experiment was done using Matlab, and the results are mixed. A win can be done

with low overhead. This approach does reduce computational cost, however, there

are a number of drawbacks. When a loss occurs, it will be a catastrophic because the

defender will be ”protecting” the wrong sensor, leaving it wide open for attack. In ad-

dition, this approach aims to reduce computational load and power, but compromises

too much in the detection rate to get this result.

Similar approaches use Bayesian games in which the players do not have complete

information about the other players. Sun et al. [67] proposed a Bayesian game theory

approach. The architecture used consists of multiple UAVs arranged in clusters sim-

ilar to an ad-hoc network with cluster heads and a sink node (base station). An IDS

instance runs on each of these elements. When an alert is triggered, the nodes route

the messages through the network to the sink node for further actions. In this type

of architecture, a high detection rate would create a lot of overhead on the network

as the messages traverse to the sink. The IDS and the attacker are the players in the

game. By finding the Nash equilibrium, the best balance between a high detection

rate and low overhead can be found. The results are compared with two other similar

approaches in the same simulated environment. It is shown that the Bayesian game

theory approach does help to produce a high detection rate while maintaining a low

false positive rate. A similar approach is proposed by Sedjelmaci, Senouci, and Ansari

[68]. Their work focused on intrusion detection within mobile ad-hoc networks, where
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UAVs fill the network disconnect. The authors introduced a method of activating the

IDS only when a neighbouring UAV is expected to conduct a malicious activity on

the network. It is suggested that an malicious UAV should not be ejected from the

network immediately as it might be a false positive or be the cause of noise or in-

terference. To combat this, a method of ejecting malicious UAVs from the network

only when their actions continue is discussed. The issue with this framework is that

it is designed for MANETs where there is a network of UAVs. Without this, the

IDS would never get activated at all (ie. attack from the ground control station or

adversarial UAV not part of the MANET). UAVs operating in MANETs are only a

subset of the uses of modern UAVs. Those operating in surveillance, for example,

operate alone without neighbouring nodes and therefore the proposed technique is

not applicable.

Specification-based intrusion detection techniques are also common in the litera-

ture. These approaches identify behavioral specifications as the basis for detecting

attacks. When the specification is altered, it can be assumed an attack is occur-

ring. An example of this is specifying white-listed locations, and triggering an insider

threat alert when the UAV travels outside of these. Mitchell and Chen [69] intro-

duce the use of a specification-based IDS for UAVs with close to 100% accuracy for

detection. Mitchell and Chen [70] also use a specification-based system, but to de-

tect other UAVs that are operating maliciously within the airspace. A ”behaviour

rule-based” approach is taken where normal behaviour is defined with given values,

and anything outside of these ranges is considered abnormal (ie. landing gear down

while outside of an airport). These values are then put into a state machine where

variances outside the norm can be detected. This IDS can only detect compromised



2.6. REVIEW OF IDS IN THE LITERATURE 56

UAVs, not those currently under attack. In addition, it is only able to detect attacks

in which rules have been created for. For example, a GPS spoofing attack, one of the

most common against UAVs, would go undetected. A drawback to the design of this

system is that it expects trusted neighbouring UAVs to monitor each other, making

this system difficult in operations where a UAV fleet is not necessary or available.

Fotohi [71] proposes the use of a human immune system (HIS) applied to the

unmanned aerial system of networked UAVs. The authors proposed to develop an

immunity system against threats, similar to how the immune system works within the

human body. This is done by creating an HIS algorithm, which requires a number of

manual steps to generate. Four attacks are used as examples: wormhole attack, black

hole attack, grey hole attack, and fake information dissemination. With the exception

of fake information dissemination (eg. GPS spoofing), these attacks require specific

circumstances and have not been seen as major threats amongst the literature. The

method has a heavy reliance on packet routing, but discusses its uses theoretically. It

is also unclear how this method would work with real communication protocols and

UAVs.

Machine learning-based approaches are also common in the literature. These ap-

proaches aim to make use of machine learning techniques to identify anomalies or

malicious heuristics within various contexts of UAVs operation. Intrusion detection

using support vector machines has been proposed by Panice et al. [72] to detect GPS

spoofing. A three phase approach is proposed starting with segmentation. In this

phase, the euclidian distance between the GPS and INS data is calculated. Next,

each set of points is used to create a support vector data description (SVDD) or
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v-support vector machine (v-SVM) models. Finally, the number of outliers is multi-

plied by a user-defined constant in order to control the resistance to false positives.

This approach showed promising results in a simulated environment, however, its

effectiveness against other attacks is unknown. In addition, it requires a labelled

dataset.

Arthur [73] proposed an intrusion detection method utilizing multi-class support

vector machines. GPS spoofing and jamming are used as the attacks of concentration.

It is acknowledged that labelled datasets are unavailable and unlikely for the UAV

domain. The approach first uses self-taught learning in order to gain a representation

of features from the unlabelled dataset. These features come from onboard component

data, such as actuators, sensors, and navigational systems. A supervised learning

method can be used to further classify new data using the output of the self-taught

learning algorithm. Hierarchical-based multi-class support vector machines are used

in the proposed IDS which provides the ability to differentiate between attacks. This

approach also includes mitigation techniques, reverting the UAV to ”self-routing”

when a GPS jamming or spoofing attack is detected. The results show a minimum

accuracy of 72% with the highest being 94%. The performance impacts on the UAV

from this approach are unknown, as is its potential for detecting attacks outside of

GPS spoofing and jamming.

Tan et al. [74] proposed an IDS method using a deep belief network (DBN),

optimized by particle swarm optimization (PSO). A DBN is a class of deep neural

network which can graphically represent all possible values. The DBN is used to

generate a classification model from the dataset, then PSO is applied to optimize the

number of hidden layer nodes. This method claims to have higher accuracy compared
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to other machine learning approaches such as those using support vector machines

and artificial neural networks. The dataset used for experiments is the KDD Cup 99

dataset, which is a well known dataset within intrusion detection research [75]. This

dataset was created for intrusion detection on traditional TCP/IP networks. The

attacks and communication protocol used in this dataset do not necessarily translate

to those within UAV networks. This makes the results of this paper difficult to

understand within the context of UAV attacks and further verification is needed.

Khan et al. [76] introduced the use of unsupervised machine learning algorithms

to detect anomalies in the UAV. Although the system detects anomalies, it is looking

over overall system health, not security incidents. As a useful reference, this paper

provides a brief survey of other approaches to anomaly detection in the UAV space.

Analyzed methods include isolation forest, One-class SVM, Gaussian mixture model

and Mahalanobis distance. To conduct the machine learning experiments, a dataset

is required. At the time of writing there wasn’t any publicly available IDS related

datasets in the UAV space, so the authors created one. Sensor data for a normal flight

was taken, however, it was only a 6 minute flight which may not provide the best

results in a machine learning algorithm. Synthetic anomalies were created within the

dataset and the results showed the success of the anomaly detection. A drawback

to this system is that once an alert is triggered, there is no way of knowing why

the anomaly occurred. This limits the solution for intrusion detection, as we cannot

determine what attack is occurring in order to mitigate it. The performance of the

proposed algorithms is also fairly weak, with a maximum detection accuracy of 89.3%

with isolation forest.
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Hybrid approaches combine multiple types of intrusion detection, such as signature-

based, anomaly-based or specification-based, to create an effective ensemble. Muni-

raj and Farhood [13] discussed a framework for detection sensor attacks on small

UAVs. Their framework makes use of anomaly detection using attack signatures gen-

erated from ”safe sensor” measurements, and anomaly detection based on residuals.

The residuals are computed by a residual generator from outputs of a state estima-

tor. Three anomaly detection methods are considered: sequential probability ratio

test (SPRT), cumulative sum (CUSUM) detector, and the binary hypothesis testing

(BHT) detector. The proposed method shows varying results against GPS spoof-

ing, although its effectiveness against other attacks is unknown. Condomines, Zhang,

and Larrieu [77] proposes a hybrid approach for flying ad-hoc networks (FANETs).

The method first creates statistical signatures of the traffic within the network by

using wavelet leader multi-fractal analysis (WLM), then uses a robust state observer.

The results of this approach look promising, however, it is only effective against

network-based attacks against the ground control station and UAV links. Sedjelmaci,

Senouci, and Ansari [78] also proposes a hybrid approach to IDS in UAV networks.

This method operates on both the UAV and the ground control station, in an attempt

to detect four types of attacks. Rules are developed for each attack, then determines

if the attack is an anomaly using support vector machines on the ground station. The

proposed method works quickly as it has pre-defined rules in place, and can minimize

false positives due to the secondary anomaly detector. The downside to this is that it

requires background research and knowledge on how each attack is detected in order

to develop rules. Although the aforementioned methods may be effective in UAV

networks, their usability within sole UAV environments has not been proven.
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Recently, novelty-based intrusion detection in UAVs using autoencoder neural net-

works has been introduced for use in UAV IDS. Autoencoders are neural networks

that learn a compressed representation of the input in an attempt to reconstruct it.

When reconstruction error is high, the input can be seen as a novelty. The difference

between novelty detection and anomaly detection is that the outliers do not need to

pre-exist in the training dataset. This is advantageous within the UAV IDS domain,

as it allows for the use of standard flight logs for training (although this idea is not yet

explicitly proposed in the literature). Bae and Joe [79] (2019) briefly proposed the use

of a vanilla autoencoder as well long short-term memory (LSTM) autoencoders. The

proposed method utilizes a distributed artificial intelligence model which deploys both

LSTM and regular autoencoders. Unfortunately, their work lacks significant detail

such as flight data acquisition method, feature selection, pre-processing, and perfor-

mance evaluation against attacks. Park, Park, and Kim [80] (2020) also proposed the

use of an autoencoder for UAV IDS. This paper was based on the dataset created

for this thesis and a related paper, which was made publicly available to assist fellow

researchers [81, 82]. This work manually extracts features from the logs, then uses

feature scaling and timestamp pooling to normalize the data. An autoencoder is then

trained on the normal data and reconstruction loss is recorded as the indication of

an attack above a chosen threshold.

Novelty detection for UAV IDS is a promising approach which requires minimal

maintenance and has the potential to accurately detect both known and unknown

attacks. This is a new area of research within the UAV IDS domain, and as of

writing only the use of autoencoder neural networks have been explored. Further

research in this area investigating other one-class classifiers could result in a strong
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and versatile solution that is easy to deploy and maintain. One-class classifiers can

help solve the unavailability of labelled datasets, introduce the possibility of detecting

zero-day attacks, and can trained to understand an underlying distribution of log data

for the specific UAV they are operating on. This last step is especially important as

there is a wide number of UAV platforms and control configurations which must be

accounted for in many of the aforementioned methods. In addition, this approach

can be agnostic to the communication protocol being used.

The literature is advancing quickly with contributions being made regularly. There

have been a number of novel contributions to the area of UAV IDS, all with the

goal of making UAV deployment safer and more secure. Although each piece of

literature demonstrates successful detection of specific attacks, they still face a number

of common challenges. Many solutions require specific environments in order for the

IDS to operate, such as within a FANET. Additional challenges include the lack

of testing across UAV platforms and attacks, and the unavailability of appropriate

datasets. A novelty detection approach has the potential to address each of these

challenges, and deserves further research. As recent literature has introduced the use

of autoencoders in UAV IDS, there still remains a number of gaps in research such

as the performance of other classifiers, UAV platforms, attacks, and more. Other

one-class classifiers that can be evaluated such as local outlier factor and one-class

support vector machines. Table 2.2 provides a summary of UAV IDS techniques in

literature with key contributions and areas in which they can be improved upon.
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Table 2.2: UAV Intrusion Detection Techniques in Literature

Reference Technique Key Contributions Challenges

Sedjelmaci, Senouci, and
Ansari [68]

Game theoretic

IDS activated only
upon result of

Bayesian game to
minimize resource

consumption

Designed to operate
only in MANETs

Sun et al. [67] Game theoretic

Bayesian game is
used to reduce false
positives and reduce

computational
overhead

Designed for UAV
networks, not

applicable to single
UAV deployments

Wang and Feng [66] Game theoretic

Result of complete
information game
triggers anomaly

detection, reducing
false positives and

overhead

Game loss results in
very low detection

rate

Mitchell and Chen [69] Specification-based

Behaviour rules lead
to very high

detection rate and
low false positives

Can only detect
UAVs that have

already been
compromised, high

maintenance

Mitchell and Chen [70] Specification-based

Behaviour rules fed
into state machine
for high detection
rate and low false

positives

Can only detect
UAVs that have

already been
compromised, high

maintenance

Fotohi [71]
Human immune

system
HIS applied to

networked UAVs

Attacks used require
specific

circumstances to be
applicable, high
maintenance to
generate HIS

algorithm

Panice et al. [72] Anomaly detection
Uses SVDD or
v-SVM support
vector machines

Only tested in
simulation, requires

labelled dataset

Arthur [73] Anomaly detection
Uses multi-class
support vector

machines

Unknown
performance impacts
and potential outside
of discussed attacks

Tan et al. [74] Anomaly detection
Deep belief network
with particle swarm

optimization

Only validated
against IDS dataset

of traditional
attacks, not those

facing UAVs
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Khan et al. [76] Anomaly detection

Shows effectiveness
of multiple

unsupervised
algorithms for

anomaly detection

Geared more towards
overall system health
anomaly detection,

not security

Bae and Joe [79] Novelty detection
Autoencoder and

LTSM autoencoder
Lacks significant

detail in all aspects

Park, Park, and Kim [80] Novelty detection
Autoencoder with

manual feature
selection

Requires knowledge
of underlying system
to select features, not

versatile

Muniraj and Farhood [13] Hybrid

Uses anomaly
detection (SPRT,

CUSUM, BHT) and
signatures

Effectiveness only
shown against one

attack

Sedjelmaci, Senouci, and
Ansari [78]

Hybrid
Defined rules, then
anomaly detection

with SVM

Maintenance in rule
development,

processing on GCS

Condomines, Zhang, and
Larrieu [77]

Hybrid
Statistical signatures
of traffic using WLM

Based on FANETs,
detects attacks

against data link and
GCS only
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2.7 Summary

The increase in the usage of UAVs is mirrored by the attacks against them. Un-

fortunately, many of the vulnerabilities UAVs are plagued with come from security

flaws in the underlying technologies they use such as GPS and ADS-B. Given the

increased usage of UAVs across industries, including in high risk military and law

enforcement operations, the detection and mitigation of attacks is paramount. An

IDS for UAVs can increase security detection and response rapidly without the need

for the re-engineering of underlying technologies.

With the apparent need of an effective IDS solution, this area has become a hot

topic for academic research. Section 2.6 provides a background into the state of the

art in UAV IDS. Overall, the proposed solutions fall into one of six categories: game

theoretic, specification-based, human immune system, anomaly-based, and novelty-

based. Table 2.2 shows the a summary of the literature, including key contributions of

the papers and their associated drawbacks and challenges. The results of the literature

review survey show a number of key themes that require improvement. First, many

solutions are developed on the basis that they will be deployed within networks of

UAVs or MANETS. Because of their reliance on a multi-UAV architecture, they

fail to protect singular UAVs conducting loan missions. This is often the case in

surveillance missions, one of the main military and law enforcement uses of UAVs.

Other solutions require similar specific circumstances to be effective or are only tested

against a small subset of attacks with no ability to detect novel attacks. Similarly,

many approaches require a significant amount of maintenance, such as developing

signatures, in order to remain current. Anomaly-based techniques can mitigate the

aforementioned challenges, however, they require labelled training datasets which are
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hard to come by for a number of reasons. Given that an attack must be recorded for

the creation of a labelled dataset, the IDS developer must have the equipment and

knowledge to safely and legally carry out the attack in order to obtain the necessary

data. There are also barriers in making the IDS ubiquitous as the wide variety

of UAV configurations leads to a requirement to create a labelled dataset for each

type the IDS is intended to be used on. Recently, novelty-based approaches have

been introduced which use semi-supervised machine learning techniques to learn an

underlying normality and to detect attacks which do not conform to this norm. Hybrid

approaches can also been introduced, which tend to succeed in one area but lack in

another.

A novelty-based approach can use one-class classifiers to exploit the use of pre-

existing flight logs, which are created by UAVs by default for troubleshooting pur-

poses. This method of intrusion detection would also allow for the potential detection

of future attacks, and requires near zero maintenance. These benefits make it a suit-

able candidate for an IDS which can be applied to a wide variety of UAVs regardless

of frame type, control configuration, onboard sensors, communication mediums, or

the need for a UAV network. Although novelty-based approaches appear promising,

the literature is in its infancy. Currently there are only two works which use this

technique, one which lacks significant detail and another which is based upon some of

the work in this thesis. The latter technique is also shown to require manual feature

selection. The next chapter will introduce a novelty-based approach using one-class

classifiers to address the aforementioned challenges, including the lack of available

datasets.
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Chapter 3

One-Class IDS Approach

Given the takeaways from the current research in the area of UAV IDS development,

a novelty detection using one-class classifiers stands out as a promising approach. A

detection technique using one-class classifiers has a number of advantages to previous

works. First, being a machine learning-based approach, it provides the ability to

detect attacks from the underlying data with minimal maintenance and maximum

agility. In addition, unlike other machine learning techniques, one-class classifiers do

not require a labelled dataset nor one where attacks are contained within the data.

This allows for the use of pre-existing flight logs which are readily available in UAVs.

3.1 One-Class Classification

3.1.1 Novelty Detection

An anomaly, or outlier, is defined as a rare observation that is outside of the norm.

Using various machine learning and statistical techniques, anomalies can be detected

in large datasets as observations that differ from the majority of the data. Anomaly-

based machine learning techniques are applied to a number of problems including
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fraud detection, system health monitoring, and intrusion detection. Anomalies often

represent events of importance, such as abnormal transactions in banking, high CPU

usage on a critical system, or an imminent mechanical failure such as higher than nor-

mal vibration. Anomaly detection is especially useful in intrusion detection solutions,

due to the high dimentionality of network data, user heuristics, etc. Depending on

the available data, supervised, unsupervised, and semi-supervised techniques can be

applied to the anomaly detection problem. Typically in anomaly detection problems,

it is the goal to discover the anomalies within the data. For this reason, supervised

techniques are rare in anomaly detection because a labelled dataset is required. If

a labelled dataset is available, however, algorithms such as logistic regression can

perform the anomaly detection task. More commonly, however, a labelled dataset

is unavailable. By using a sample dataset consisting of both normal and abnormal

observations, many algorithms such as k-nearest neighbours (KNN) can be used to at-

tempt to successfully classify normal from abnormal observations. In problems where

labelled datasets or even those containing anomalies are hard to come by, algorithms

such as KNN cannot be applied. This is where semi-supervised techniques can prevail

One-class classification is a semi-supervised technique where all data within the train-

ing set is assumed to belong to the same class. In one-class classification, we can use

a training set containing only normal observations, and assume these observations

are part of the ”normal” class. One-class classifiers such as local outlier factor or

one-class support vector machine can be trained on the normal observation dataset

and use various techniques to classify anomalies from this learned ”normal”. This is

different from other anomaly detection techniques as the algorithms are learning a



3.1. ONE-CLASS CLASSIFICATION 68

model of normality, rather than aiming to separate normal observations from coex-

isting abnormalities. Anomalies detected by one-class classification are often referred

to as novelties to differentiate them as outliers detected by means of only observing

normal data throughout the training process.

Anomaly detection machine learning techniques are attractive to the UAV IDS

problem for a number of reasons. First, machine learning approaches have the ability

to detect both known and unknown attacks. As UAVs are an emerging technology,

their threats and vulnerabilities are ongoing and not fully understood. Machine learn-

ing can utilize underlying data to detect intrusions, which if implemented properly,

can mitigate the maintenance required with other solutions such as a signature or

behaviour-based IDS.

Previous works have been successful in implementing machine learning approaches

to UAV IDS, however, they are only effective on specific platforms or in specific envi-

ronments and scenarios. However, there is a wide variety of sensors, UAV platforms,

communication protocols, and control configurations that may be implemented within

a specific UAV. This makes the intrusion detection problem even more difficult and

has lead to a lack of universal training data for machine learning-based approaches.

Maintenance-heavy techniques such as signatures would be unrealistic and expensive

to develop due to this massive mix of component and technology usage. This also

makes the creation of a common IDS dataset, such as the KDD99 dataset used for

traditional systems, unrealistic within the UAV domain [75]. By applying a novelty-

based approach to UAV IDS, we can exploit the use of flight logs for training data

which are created by default during flight for troubleshooting purposes. This ap-

proach removes the barrier of requiring a labelled dataset, and even the need for a
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dataset containing the anomalies within it. Using flight logs for training data means

the only requirement to acquire this data is a flight in which no attacks occur. One-

class classifiers can then be trained on this data to create a model of normality, and

new observations outside of this can be classified as novelties and therefore potentially

malicious.

One-class classifiers are typically categorized into three types of approaches: density-

based, boundary-based, and reconstruction-based. This thesis examines the use of

each one of these types of approaches in order to gauge and compare their effective-

ness. The following sections will provide some background into how each of these

approaches work using a simple example dataset inspired by the scikit-learn docu-

mentation [83]. The training dataset was created using 200 points of two dimensional

”normal” observations. The normal observations are random floating point values

which follow a standard normal distribution. Next, a new array is constructed from

these values, centering the clusters around -2 and 2 in the X column. This results

in the two clusters shown in white in Figure 3.1. The same method is used to cre-

ate another array consisting of 40 more ”normal” observations that fall within the

same standard normal distribution. These new normal observations are shown in Fig-

ure 3.1 in green. Finally, 20 new ”abnormal” observations are created as a uniform

distribution over an interval of -4 to 4 as shown in red in Figure 3.1.

3.1.2 Density-based

Density-based approaches to one-class classification look to identify the density of an

observation and compares that to its neighbours. With a low density, it is likely to
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Figure 3.1: Example Novelty Detection Dataset

be an outlier as it is further away from other observations. One common density-

based algorithm that can be used for one-class classification is Local Outlier Factor

(LOF) [84]. LOF first computes the local density of each observation, where the

locality is defined by a hyperparameter representing k nearest neighbours. k is the

number of neighbours to consider when determining the local density. This value

should be greater than the cluster size, but small enough to allow for encompassing

outliers. The k-distance is then determined, which provides the distance of a given

observation to the kth closest observation. Using the k-distance of each observation,

we can calculate the reachability distance, which determines the larger of the distance

between the two observations and the k-distance of the second observation. This is
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done to stabilize the results by smoothing fluctuations. Finally, the local reachability

density is calculated which determines the distance from the current observation to

the next. When this density is lower, the point is closer and vise versa. The local

reachability density can be used to compare the current observations density to that

of the k neighbours. The resulting local outlier factor is a ratio of how dense a point

is compared to its neighbours, and when greater than 1, it is considered less dense. A

point that is less dense than those around it suggests it is a novelty. LOF becomes less

effective as the data increases in dimensionality. Figure 3.2 shows the same example

data points and their relative outlier scores.

Figure 3.2: LOF Outlier Scores of Example Dataset
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3.1.3 Boundary-based

In boundary-based approaches, the algorithm creates a decision boundary which sep-

arates the classes. A common example of boundary-based classification algorithms

are those that use support vectors. Support Vector Machines (SVMs) are supervised

algorithms that can be used for classification and regression. They are effective when

used in higher dimensional data, however, overfitting can occur when the number of

dimensions is greater than the number of training observations. SVM uses different

kernel functions for pattern analysis in order to transform original non-linear data

into a new space. For example, the polynomial kernel can be used allow learning

of non-linear models by representing the observations within a polynomial feature

space. An SVM algorithm is given two sets of data and tries to create a model to

separate categories with the maximum margin. The SVM then makes decisions based

on which side of the boundary a certain point is placed.

Although SVM algorithms are typically used for multi-class classification or super-

vised problems, One-Class SVM (OC-SVM) can be used for novelty detection [85].

OC-SVM is an unsupervised algorithm which is trained only on the normal data,

learning the density, or support, of the observations in order to separate between

normal and abnormal classes. For most one-class classification problems, the radial

basis kernel (RBF) is used. OC-SVM using RBF makes use of two hyperparameters,

nu (ν) and gamma (γ). nu controls the sensitivity of the novelties and as such should

be tuned to be equal to the number of novelties expected to see. With a nu of 0.02

the model will only be able to classify up to 2% of the observations and at least 2%

of them will become support vectors. gamma dictates how far the influence of each
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training observation will reach. A smaller gamma means more variance so the influ-

ence of will reach further, and vice versa. Figure 3.3 shows the example data with

the support vector observations shown in blue.

Figure 3.3: OC-SVM Support Vectors of Example Dataset

3.1.4 Reconstruction-based

Reconstruction-based approaches to one-class classification learn from the input then

attempt to reconstruct it. One strong technique is the use of an autoencoder. An

autoencoder is a type of artificial neural network with an architecture that imposes

an informational bottleneck to force a compression of the input. The neural network

architecture is usually designed to have the same number of input and output nodes,
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with a smaller number of nodes as part of a ”hidden” bottleneck layer. Figure 3.4

shows an autoencoder with 5 input nodes, 3 hidden nodes, and 5 output nodes.

Figure 3.4: Visualization of an Autoencoder Neural Network

Autoencoders function by taking the input, compressing it and trying to reproduce

the same input as its output. The autoencoder is comprised of the following four parts:

input data, encoding function, decoding function and loss function. The input data is

the data that is getting encoded and decoded. The encoding function takes the input

data, and encodes it. The decoding function takes the encoded input and decodes

it. The loss function is responsible for evaluating how optimal the autoencoder is

performing. The autoencoder functions at a high level of success when data is encoded

then decoded and the result is very close to the original data. When the reconstruction

error is high, the observation can be classified as an anomaly. Classification is usually
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done through the use of of a threshold, T , that helps to define a novelty and tune

performance. When the reconstruction error is above the given threshold it can be

classified as a novelty. Figure 3.5 shows the reconstruction error as mean squared

error (MSE) of each observation. A threshold on this example was specified as 70%.

Figure 3.5: MSE of Example Dataset

These classifiers were selected as they each represent a particular classification

technique. When applying each classifier to the UAV IDS problem, they can be com-

pared in terms of both detection and computational performance. By using multiple

classifiers, the best fit for the problem at hand can be determined.
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3.2 Dataset Creation

One of the major challenges in UAV IDS research and development is the lack of an

available UAV attack dataset. Creating a dataset provides a number of advantages

for research. First, it allows for acceleration of work as research can begin without the

need to first create a dataset. Second, it allows for an even comparison of performance

results from different research outcomes. As no suitable dataset currently exists, one

must be created.

Flight logs are required from missions under different conditions. Logs where no

attacks are required for training the proposed system and are simple to obtain. Most

UAVs will create these logs by default during each flight for troubleshooting purposes.

The more difficult task is obtaining flight logs from the same UAV where an attack

is experienced. Due to legal reasons, many of the attacks facing UAVs are not easy

to conduct. For example, it is illegal to use or possess an RF jamming device in

Canada. This makes real spoofing and jamming difficult. In addition, conducting

attacks against a live flying UAV can introduce a number of safety hazards as the

attacks can cause unpredictable behaviour.

The literature and previous research show the largest attacks surface towards the

UAS are the external sensors on the UAV itself [6, 35, 40, 41, 86, 46]. For this reason,

attacks against external sensors are chosen as a focus for the IDS development: GPS

spoofing, GPS jamming, and a ping Denial of Service (DoS) attack. GPS spoofing

is one of the most common attacks facing UAVs today due to its simplicity and

effectiveness using inexpensive hardware [9, 14, 87, 88]. Other prominent attacks

are those that cause denial of service on the UAVs sensors, such as GPS jamming.

Attacks such as RF jamming and command injection can both lead to denial of
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service as well. A hybrid attack causing denial of service is done using a flood of

PING MAVLink commands. When a flood of ping commands are sent to the UAV,

the flight controller must process them causing a bottleneck and resource exhaustion.

This large increase in link throughput can also cause the telemetry link to drop packets

or timeout completely. This hybrid attack was chosen as it represents jamming, denial

of service, and command injection.

Simulated attacks are conducted first as simulations allow for rapid testing during

the development phase with minimal financial cost and time investment. Once the

IDS detection method has been created, it is then verified through live experiments.

3.2.1 Simulated Experiments

To conduct realistic simulations, both hardware-in-the-loop (HITL) and software-in-

the-loop (SITL) architectures are used. Using HITL and SITL simulation provides

a number of advantages. First, different UAV types can be tested without needing

to purchase each type. Simulated models of different types of VTOL, multicopters,

planes, and fixed-wing UAVs can be used without needing the physical hardware of

each one. Simulated flights can take place at any location and at altitudes that would

otherwise be unsafe. As attacks against the UAV can cause unexpected behaviour,

simulation can mitigate this risk. Conducting GPS spoofing and denial of service

HITL and SITL simulation are used as the basis for developing and testing a detection

method.

To conduct HITL and live experiments, a physical UAV is needed. This UAV

must allow for various sensors to be outfitted and must be based on an open platform

to streamline IDS testing and development. The chosen technologies used for the
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research and development throughout the thesis are part of the Dronecode ecosystem

[89]. The Dronecode Foundation is a collaborative project with the Linux Foundation,

and encompasses open source projects for each component of a UAS. This includes the

flight control firmware, ground control station software, and communication protocol.

Dronecode is sponsored and used by a number of prominent companies in the industry

including Microsoft, NXP, DroneDeploy, Yuneec, and Intel.

The Droncode flight stack consists of the PX4 flight control firmware, various

communication protocols including MAVLink, UAVCAN, and RTPS, as well as the

QGroundControl ground control station software. Dronecode and PX4 were chosen

over Ardupilot due to their perceived dominance in the commercial UAV development

space. Although Ardupilot is another open source flight stack, the Dronecode ecosys-

tem includes the MAVLink protocol and also offers more options for SITL and HITL

simulation environments and UAV types. PX4 supports autonomous flight across a

number of different UAV platforms including multi-copters, planes, and VTOLs. PX4

was created using a modular and extensible design, supporting various hardware flight

controllers and onboard components. The firmware has been tested by the commu-

nity and commercial systems through thousands of hours of flight time. In addition,

the firmware contains interoperability to other standardized UAV technologies as well

as a number of safety features required for commercial flight.

MAVLink is an open source lightweight communication protocol and part of

the Dronecode ecosystem. MAVLink uses a publish-subscribe model to allow for

communication of various topics between the UAV and the ground control station.

These topics can include data such as various autopilot configuration parameters,

autonomous mission plans, telemetry information, and more. MAVLink is a popular



3.2. DATASET CREATION 79

choice amongst both hobbyists and commercial UAV developers as the protocol is

open, salable, and reliable. The protocol allows for communication with up to 255

systems, making it salable with multi-UAV deployments. For resiliency, the protocol

has the ability to detect packet loss and message corruption. For our testing, it is

important to use a protocol that supports a wide variety of onboard components.

MAVLink can be used for communications between both offboard and onboard sys-

tems, including the configuration and communication the ADS-B sensor, GPS, and

various telemetry radios. Being extensible, MAVLink provides a software develop-

ment kit called MAVSDK. MAVSDK contains libraries for multiple programming

languages making interfacing with MAVLink enabled systems easier. MAVSDK can

then be used to pull and set parameters within the IDS GCS client, and can also

allow for the communication between the onboard agent and the autopilot.

QGroundControl is ground control station for MAVLink enabled UAVs. It is open

source as part of the Dronecode ecosystem, and is available for mobile and desktop

environments across multiple operating systems. QGroundControl can facilitate the

setup of various UAV types, including calibrating of the compass, ESCs, and various

sensors. In addition, it can be used for planning autonomous missions, as well as

communicating telemetry data with the UAV during flight.

A UAV is needed for HITL and live experiments. Multi-copter UAVs are simpler

to operate in a small controlled environment and thus this type of UAV was chosen.

A quadcopter using the latest Pixhawk 4 flight controller was constructed using the

Holybro S500 frame. To provide a diverse platform for vulnerability testing, the UAV

is also equipped with a number of components, including:

• Pixhawk 4 Flight controller running PX4 1.11.3
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• Pixhawk 4 GPS receiver

• Holybro SiK 915MHz telemetry radio

• FS-IA10B 2.4GHz RC receiver

• WiFi MAVLink bridge

• uAvionix Ping ADS-B receiver

• PXFlow optical flow smart camera

• Raspberry Pi Zero companion computer

The UAV and its components are shown in Figure 3.6.

The design and development of a UAV IDS requires the ability to rapidly conduct

flights and test results. Many of the flights need to include attacks against the UAV as

well, which can be illegal and dangerous. Both of these requirements make it difficult

to use live flights as a basis for testing and development. Both software-in-the-loop

(SITL) and hardware-in-the-loop (HITL) simulations can be used to create an accu-

rate test bench for UAV IDS development. With SITL simulation, the PX4 firmware

runs on the simulation computer and interfaces with a simulator for environmental

feedback. In HITL, a similar setup is used, however, the PX4 firmware is running

on a real hardware flight controller. The Gazebo simulator is used for environment

simulation for both SITL and HITL experiments [90]. Gazebo is a common open

source robotics simulator used by researchers and industry for the development and

testing of robotic vehicles. PX4 offers official support for the Gazebo simulator for

both SITL and HITL. Although other simulators are also supported, Gazebo provides

the most versatile number of vehicles including planes, multi-copters, tailsitters, and
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Figure 3.6: S500 Custom UAV Used for HITL and Live Experiments
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VTOL UAVs. Gazebo also supports the development of plugins where additional

functionality can be built and interfaced with the simulator. This is useful for the

UAV IDS testing and development, as it can be helpful in simulating attacks from

the environment. Gazebo uses world files to define the environment including which

model to deploy, various lighting sources, sensors and objects such as trees or people.

Models are objects with various properties and are defined by model files. The models

can be anything dynamically loaded into the environment such as the UAV or other

objects within the environment. Both the world files and model files are formatted

using the Simulation Description Format (SDF). Gazebo uses a client-server model,

where the server simulates the specified world and models and the client provides a

graphical user interface and a virtualization of the simulated environment. Gazebo

can also make use of plugins which are a simple way to interface with the server.

Plugins are also defined using the SDF format.

The standard Gazebo-PX4 simulation environment consists of the build of the

PX4 firmware compiled for use with SITL or HITL. This build will include code to

interpret messages to and from the simulator through the MAVLink API. Control

signals and telemetry information are communicated between the GCS and the PX4

autopilot. Sensor inputs are communicated from the simulated environment within

Gazebo to the PX4 autopilot and the actuator control outputs are returned. Figure

3.7 shows a high level overview of the simulation environment.

The simulation environment follows the standard setup recommended by the PX4

documentation. The simulation host computer is running Ubuntu 18.04 and the re-

quirements of the simulation environment are installed using the provided ubuntu.sh
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Figure 3.7: Simulation Environment

development script. This script will install Gazebo 9 as well as the required depen-

dencies and tools. The PX4 firmware can then be cloned from Github recursively in

order to also download the PX4 Gazebo tools and worlds:

1 git clone https :// github.com/PX4/PX4 -Autopilot.git --branch v1.10.1 --recursive

The PX4 firmware is then compiled specifying PX4 SITL and the target UAV

model. For example, compiling the PX4 firmware to simulate the Yuneec Typhoon

H480 the following make command would be used:

1 make px4_sitl_default gazebo_typhoon_h480 no_sim =1

Once the PX4 firmware is compiled and run, the Gazebo environment must be

initialized. This is done with the help of the PX4 setup gazebo.bash script and the

pre-configured world file for each model. The setup script is used to export the
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environment variables which specify the paths to the plugin, model, and library di-

rectories. A starting latitude, longitude and altitude can be defined as environment

variables. For each simulated flight, the center of the open commons at Ontario Tech

University is specified with an initial altitude of 50 metres. Finally, Gazebo can be

run specifying the world to use:

1 export PX4_HOME_LAT =43.945155

2 export PX4_HOME_LON = -78.896851

3 export PX4_HOME_ALT =50

4 source Tools/setup_gazebo.bash $(pwd) $(pwd)/build/px4_sitl_default

5 gazebo Tools/sitl_gazebo/worlds/typhoon_h480.world --verbose

In SITL, the PX4 firmware is run after it is compiled along with the Gazebo simu-

lator. The PX4 flight stack will then communicate with the simulator sending control

outputs, while Gazebo will respond with sensor inputs. The telemetry information

from the autopilot is communicated to the GCS, and the GCS will send command

and control data to the simulated UAV. A HITL is similar, but requires additional

setup of the physical UAV. PX4 supports a lesser number of UAV frames for HITL,

and the appropriate frame type must be selected during UAV setup. Sensors such as

the compass and accelerometer must be calibrated as if the UAV were being setup for

a real flight. The physical UAV hardware is connected to the simulation computer,

then the Gazebo simulator is launched. Figure 3.8 shows the Iris Quadcopter flying

within Gazebo.

An autonomous survey mission of the University is conducted for each simulated

flight. The survey is approximately 20 minutes of flight time depending on the UAV

type. For example, a quadcopter during the survey travels at 5 metres per second,

whereas a fixed wing UAV such as a plane will travel faster. With a higher velocity,

the flight time will be reduced. The survey mission was created to provide enough
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Figure 3.8: Gazebo Simulation of Iris Quadcopter

time to collect sufficient data within the flight logs for machine learning training.

Using the same survey mission for each flight ensures a consistent comparison of

results between UAV types. Fixed wing UAVs, however, require a takeoff and land

flight path to be added to the mission. This specifies the takeoff and approach the

UAV will take during takeoff and landing. Figure 3.9 shows the autonomous survey

mission for multicopter UAVs, whereas Figure 3.10 shows the same with the takeoff

and landing flight path added.

A common limitation to previous works in the area of UAV IDS is the scope of the

UAV types used. Due to differences in flight dynamics, control configurations, and

motors onboard the UAV, it becomes important to verify the IDS effectiveness across

different UAV types. For this reason, experiments are conducted using a variety of
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Figure 3.9: OTU Survey Mission - Multicopter

UAV models and simulation types. Both SITL and HITL are used where supported

by PX4 as well as live fights. The list of platforms, UAV models, and experiment

types conducted are shown in Figure 3.1.

Attack Simulation

It is known from previous research that the attacks against the UAVs sensors are

the most vulnerable to threats [6, 35, 40, 41, 86, 46]. This is because they are the
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Figure 3.10: OTU Survey Mission - Fixed Wing

Table 3.1: UAVs Used for Experiments

Platform Model Experiment Type
Quadcopter Holybro S500 Live Flight
Quadcopter Holybro S500 Hardware-in-the-loop
Quadcopter 3DR IRIS+ Software-in-the-loop
Hexacopter Yuneec H480 Software-in-the-loop
VTOL DeltaQuad VTOL Software-in-the-loop
Tailsitter Standard Tailsitter Software-in-the-loop
Plane Standard Plane Software-in-the-loop
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most accessible component within the UAS and generally accept and trust input from

the environment. Examples of these sensors include the GPS receiver, optical flow

sensor, IMU, telemetry radios, etc. Attacks against the onboard sensors also have the

potential to cause the most damage during a mission. Attacks such as GPS spoofing

can send the UAV off course, and denial of service or jamming attacks can overwhelm

the data link causing it lose communication with the GCS. In non-autonomous UAVs,

losing communication with the GCS often means a complete loss of control as it

relies upon this communication for flight commands. Autonomous UAVs can also

suffer from these attacks as they can lead to resource exhaustion within the flight

controller causing the delay or denial of command processing. For this reason, the

developed IDS method aims to detect and potentially mitigate attacks that target

wireless sensors onboard the UAV.

Two of the most common attacks against UAVs are spoofing and jamming attacks

[7]. To limit the scope of this thesis, these three attacks were chosen as examples for

the performance evaluation and benchmarking of UAV intrusion detection techniques:

GPS spoofing GPS jamming, and data link ping DoS. For the initial simulated testing,

these attacks can be realistically simulated within both SITL and HITL environments.

Given the simulation environment from Gazebo-PX4 simulation environment, a new

subsystem can be created from which attacks are generated. Depending on the attack,

the malicious data will sent to the target sensor. The data link ping command denial

of service attack must be sent to data link between the GCS and the autopilot, causing

an overload of system resources and a decrease in link bandwidth. Attacks targeting

the GPS sensor will target the Gazebo simulated environment where those signals

will then be used as input by the autopilot. The attack simulation environment is
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shown in Figure 3.11. Once initial testing is complete, the results can be verified

by conducting live GPS spoofing and comparing those results to the simulated GPS

spoofing. In addition, a new attack, live GPS jamming is also conducted.

Figure 3.11: Attack Simulation Environment

Simulated GPS Spoofing GPS spoofing is a very common threat to UAVs,

as most operate within the unencrypted public Global Navigation Satellite System

(GNSS). Adversaries can use inexpensive hardware to broadcast spoofed GPS mes-

sages. If the spoofed broadcast can overpower the legitimate signals, the UAV may
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estimate incorrect positioning and attempt to correct itself. When done with preci-

sion, the attacker can effectively high-jack the UAV. A simple and unsophisticated

attack can cause the UAV to crash.

PX4 includes a Gazebo plugin that is used to communicate GPS data from the

simulation environment to the autopilot. This plugin is part of the PX4-SITL gazebo

project [91]. This project includes the Gazebo plugins needed for PX4-Gazebo com-

munication of various components, such as the IMU, GPS, camera, and optical flow.

These plugins interface with the PX4 firmware, exchanging data between the simu-

lated environment and the autopilot. In the case the GPS, the autopilot will pick up

GPS readings coming from the Gazebo GPS plugin. This creates an opportunity to

simulate the GPS spoofing by modifying this plugin and injecting spoofed coordinates

during the mission. The PX4 GPS plugin source file, gazebo gps plugin.cpp, and the

header, gazebo gps plugin.h, are modified. Additions are made to the code to sub-

scribe to a specific topic, and upon receipt, to ”broadcast” modified GPS coordinates

continually until the topic is no longer received. After the code is modified, the PX4

firmware is recompiled. A client application is then created which will publish the new

topic to the plugin. Successful GPS spoofing requires the attacker to stop the victim

from receiving legitimate GPS signals [51]. To satisfy this requirement, the plugin

will check if the spoofing parameter is set before publishing spoofed coordinates. This

causes the UAV to lock to the new coordinates, and a GPS spoofing situation occurs.

When the UAV is conducting a mission, it will change its trajectory to get back to

its target, resulting in trajectory modification/hijacking. For the experiments in this

thesis, the spoofed coordinates are the original coordinates plus a pre-defined offset.

The attack is conducted for 30 seconds to keep the experiments consistent, as this is
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enough time to cause the UAV to change course drastically.

Telemetry Denial of Service RF jamming is a common threat to the availability

of the UAV. In a jamming attack, the adversary broadcasts a stronger signal which

will overpower any legitimate signals the UAV is trying to receive. This will disrupt

any communication over the data link causing it to become unusable. If the UAV

relies on this data link for command and control or telemetry information, it may

lead to a loss of autonomy or a crash. In Canada, however, it is illegal to conduct RF

jamming in open space. An alternative attack is one conducted through command

injection. A command injection attack can cause a similar threat to the availability

of the UAV by flooding the UAV with MAVLink PING messages, causing data link

packet loss and flight controller resource exhaustion. This hybrid attack of using

command injection to cause denial of service through the telemetry data link allows

for simulating an attack on availability without the need to conduct live RF jamming.

MAVLink PING messages are used to calculate the latency of a connection within

the UAS. The system initiating the ping will send the PING message which contains

a timestamp, sequence number, target system, and target component. The times-

tamp is the current system time when the message is sent. The sequence number is

incremented for each message sent and is used along with the timestamp to calcu-

late the round-trip time of the message. In addition to these two fields, the PING

message also specifies the target system and target components to be pinged. The

systems that are pinged will send ping responses with the targets set to their specific

component or system ID.

To simulate a denial of service attack, a command injection and flood of PING

messages is done. A flood of PING messages specifying zero for the system and
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component IDs will request all systems and components to reply. This will inevitably

lead to resource exhaustion within the flight controller as the system tries to keep

up with the flood of messages in addition to benign MAVLink messages needed for

normal operation of the UAV. With the flood of messages, the telemetry link will

also become congested leading to dropped packets. Conducting the attack is done

by creating a Python script which sends 200,000 MAVLink PING messages to the

autopilot. This number of messages causes the UAV to struggle to keep up with

benign flight commands and will lose control or crash. The following Python script

sends the commands to the autopilot targeting all systems and components:

1 import time

2 from pymavlink import mavutil

3 mavutil.set_dialect("standard")

4 autopilot = mavutil.mavlink_connection(’udpout :127.0.0.1:14570 ’)

5 msg = None

6 i=1

7 while(i <=200000):

8 autopilot.mav.ping_send(int(time.time() * 1000), 0, 0, 0)

9 print("Sent ping %d" % i)

10 i+=1

3.2.2 Live Experiments

Disclaimer: Live experiments were conducted at a University research facility within

a Faraday cage. Check local laws before attempting to replicate the experiments de-

scribed in this section.

Although simulated attacks can provide an accurate representation of how well the

IDS performs, live experiments are important to verify these results. GPS spoofing

and jamming were chosen as they are common attacks which can be conducted using

a fairly inexpensive software-defined radio (SDR). Broadcasting live GPS signals as
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well as jamming them is illegal in many countries. To conduct the experiments safely

and legally, they are carried out within the Automotive Centre of Excelleint (ACE)

research facility at Ontario Tech University. The UAV is tethered to the floor at all

times and flown within a Faraday cage. Figure 3.12 shows the UAV flying within a

chamber at ACE.

Figure 3.12: Live Experiment Within ACE

The Great Scott Gadgets HackRF SDR is used with an ANT500 antenna to

conduct the attacks as it can broadcast within the GPS bands. The HackRF is

shown in Figure 3.13. As the experiments are conducted within a Faraday cage,

the UAV is unable to receive regular GPS signals. To provide the ground truth for

the experiments, the Keysight EXG N5172B signal generator is used. This device

broadcasts GPS signals to a location in Shanghai, China, a location pre-loaded in the

Keysight software. Once running, the UAV is able to view up to thirteen ”satellites”

and obtains a lock. The signal generator is shown in Figure 3.14. All experimental
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flights are conducted in position mode, where the UAV relies on a stable GPS signal.

Fail-safes related to GPS are disabled so the UAV does not divert into a manual

mode. Before any attacks are conducted, the UAV does a benign flight which is used

later for machine learning training.

Figure 3.13: HackRF SDR with ANT500 Antenna

Figure 3.14: Keysight EXG N5172B Signal Generator
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GPS Spoofing Once the UAV has completed the training flight, the attack exper-

iments can begin. The GPS-SDR-SIM tool is used to generate GPS baseband signal

data streams [92]. A daily GPS broadcast ephemeris file is downloaded from NASA

and provided to the tool for generation [93]. The standard static coordinates are used

as the spoofed location:

1 ./gps -sdr -sim -e brdc3540 .14n -l 30.286502 ,120.032669 ,100

Once the binary data stream is generated, it can be transmitted by the HackRF:

1 hackrf_transfer -t gpssim.bin -f 1575420000 -s 2600000 -a 1 -x 0

The attack is started after the UAV has flown for a few minutes. During each

experiment, the UAV drifted around its initial hovering position, until the drifting

became more drastic and the UAV crashed.

GPS Jamming GPS jamming occurs when RF noise is introduced which prohibits

the target from receiving legitimate signals. Using the GNU Radio Companion, a

flowgraph can be created to emulate a jamming signal. Previous work on effective

GPS jamming have shown success using white Gaussian noise with an amplitude of

0.3 and a gain of -48dB [88]. To broadcast the signal, an osmocom sink is added

and configured for the HackRF. A GUI time sink is also added to help visualize the

output signal. The created flowgraph is shown in Figure 3.15 with the GUI output

shown in Figure 3.16. Similar to the GPS spoofing attack, jamming causes the UAV

to become unstable and crash.

3.2.3 Data Capture and Flight Log Extraction

Two types of logs are created during each flight: telemetry logs and system logs. The

telemetry log is stored in TLog format and contains telemetry data such as mission
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Figure 3.15: GRC GPS Jamming Flowgraph

Figure 3.16: GRC Gaussian Noise Output

waypoints, vehicle speed, to list a few. The system logs are stored in ULog format and

contains system data such as sensor readings. The ULog system log is written to the

SD card onboard the flight controller. This is important as it can record system data

when the UAV is disconnected from a jamming or denial of service attack. For the

proposed system, the ULog file is of interest as it contains sensor readings and is the

standard logging type for PX4. After each flight, the logs are downloaded from the

flight controller and are extracted into CSV files. The CSV files are generated using
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the ulog2csv.py script from the pyulog library [94]. This script is used to extract the

parameters from the definition section of the log by type resulting in multiple CSVs.

The logs are downloaded from the UAV after each flight, and timestamps are

removed from all logs before training. Many, but not all log entries contain a time

feature and they may reference different times. For example, one log may use up-

time as a timestamp, whereas another may reference the systems local time. Due

to this discrepancy, the time is removed to insure those values do not introduce a

variance bias during pre-processing, as they have no effect as individual data points

on the UAVs operation. In addition, the chosen one-class classifiers do not address

time-series data.

Attack start and end times are recorded in order to assist in the labelling process.

As we are using a one-class approach, labelling is only necessary for performance

analysis. A deeper description of the pre-processing steps is outlined in Section 3.3.1.

Tables 3.2, 3.4, and 3.3 show the resulting number of benign and malicious data points

for the simulated GPS spoofing, ping telemetry denial of service, live GPS spoofing,

and live GPS jamming attacks respectively.

Table 3.2: Dataset Description - Simulated GPS Spoofing

UAV Model Benign Malicious Size (MB)
3DR IRIS+ 305140 6596 295.5
Holybro S500 349722 7164 338.6
Yuneec H480 54377 1123 46.8
DeltaQuad VTOL 18308 1111 16.2
Standard Tailsitter 17921 1113 16.3
Standard Plane 23198 1055 20.1
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Table 3.3: Dataset Description - Ping Telemetry Denial of Service

UAV Model Benign Malicious Size (MB)
3DR IRIS+ 4466 18 1.1
Holybro S500 4444 19 1.1
Yuneec H480 5561 18 1.3
DeltaQuad VTOL 3060 49 0.491
Standard Tailsitter 2971 52 0.471
Standard Plane 1923 17 0.472

Table 3.4: Dataset Description - Live GPS Spoofing

UAV Model Benign Malicious Size (MB)
Holybro S500 6078 498 2.4

Table 3.5: Dataset Description - Live GPS Jamming

UAV Model Benign Malicious Size (MB)
Holybro S500 6078 1460 4.4

Flight Log Format

UAVs write to log files during flight to assist with troubleshooting and investigation

when an incident occurs or a component malfunctions. These logs can also be uti-

lized as training data for a one-class classification approach to intrusion detection.

The autopilot firmware used in the experiments, PX4, supports two types of logs:

telemetry and system data.

TLog Telemetry logs within the MAVLink ecosystem are typically created in TLog

format. These logs are created by the GCS, such as QGroundControl, by recording

MAVLink messages between the GCS and the autopilot. Telemtry logs are focused

on recording the telemetry information during flight in the form of MAVLink commu-

nications. Examples of this type of data is vehicle velocity, GPS coordinates, mission

state, etc. Although these logs are useful for troubleshooting, they do not contain
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as much information about the data flow within the autopilot itself. For this rea-

son, these logs are not used in the training of the IDS. The TLog telemetry log files

are saved after each flight for future reference if telemetry data is needed for other

research using the dataset.

ULog Apart from telemetry logs, UAVs will also typically record a log of system-

related data. The PX4 autopilot uses uORB messaging for communication between

onboard processes and components. More information on uORB is discussed in Sec-

tion 2.1.2. The autopilot writes uORB topics to a ULog formatted file to the SD

card within the flight controller. This is log of choice for machine learning training

within the IDS because it contains deeper data about the operation of the sensors

and flight controller, and also can continue to log even when communication to the

GCS is lost due to an attack. The ULog file is in a binary format consisting of header,

definition, and data sections. The header contains the file magic number, log version,

and timestamp. The definition sections contains the logged attributes and values

themselves. The data section contains informational, debug, warning, and emergency

information sent from the autopilot to the GCS. ULog data logging begins once the

UAV is armed and stops logging when it is disarmed. Typically the UAV disarms once

it lands, however, a disarm can also be triggered as an emergency stop if the UAV

is out of control. The ULog file is downloaded from the flight controller after each

flight and extracted into CSV files using the ulog2csv.py script. This script extracts

the parameters from the definition section of the log by type resulting in multiple

CSVs containing logged messages. These CSV files are then pre-processed and used

for machine learning training.
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3.3 Training & Tuning

Due to the vast number of potential sensors onboard a UAV and other variations, a

data extraction and pre-processing method must be deployed which can effectively

gather features and reduce their dimentionality while keeping those with the most

potential influence. One-class classifiers are used to exploit the use of the already

existing flight logs for training data. Three one-class classifiers are evaluated: Local

Outlier Factor, One-Class Support Vector Machine, and an Autoencoder neural net-

work. These three classifiers respectively represent each of the one-class classification

techniques: density-based, boundary-based, and reconstruction-based. Other classi-

fiers such as isolation forest were also evaluated, however, due to poor performance

on the high dimensional data they were excluded.

3.3.1 Pre-processing

Once flight logs are downloaded from the UAV after a flight where no attack occurs,

the pre-processing can begin. As with any machine learning approach, relevant fea-

tures must be selected. Due to the vast number of sensors that could be onboard the

UAV as well as different flight controller firmware, the features within the flight log

can change. Additionally, manual feature selection requires knowledge of how an at-

tack will affect the features in question. This makes manual feature selection difficult

and requires costly maintenance. For this reason, all available features surrounding a

sensor are used and their dimentionality is reduced before training begins.

Both the previously discussed TLog and ULog formats are available from the

UAVs used for simulation. The TLog file contains telemetry information such as

velocity, altitude, current coordinates, etc. This file is primarily used to log where
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the UAV travelled throughout its flight. ULog format logs, however, keep more

detailed data about the onboard components such as sensor values, various vehicle

states, and environmental data. This makes the TLog files the better choice between

the two types of logs. After the training flight where no attack occurs is complete, the

logs can be downloaded from the flight controller. The logs are then extracted into

comma-separated value (CSV) files based on uORB topics. A Python script provided

by PX4 is used for the extraction of the flight logs into multiple CSV files. This script

creates one CSV file per uORB message with the associated fields within. Pseudo

code of the ULog to CSV extraction script is show in Algorithm 1.

Algorithm 1: ULog to CSV Extraction

Result: CSV per uORB message
Initialization;
for Data entry in flight log do

Make timestamp the first field;
Insert header row of fields;
for Each entry do

for Each message field do
Insert comma separated data into row;

end

end
Write CSV of message;

end

The result of the flight log extraction is multiple CSV files, each related to a specific

sensors or element of the UAV. As the attacks will target a specific sensors such as

the GPS receiver or telemetry system, any CSV related to the sensor of interest is

used for future processing. All features within the sensor-specific CSV are kept in

order to avoid manual feature selection, although they will go through dimentionality

reduction later on in the process. Table 3.6 show the GPS-specific CSV files and
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Table 3.6: GPS System CSVs and Features

CSV File Contained Features

vehicle local position 0.csv timestamp, ref timestamp, ref lat, ref lon, x, y, z,
delta xy[0], delta xy[1] ,delta z ,vx, vy, vz ,z deriv

,delta vxy[0] ,delta vxy[1] ,delta vz ,ax ,ay ,az, yaw,
ref alt, dist bottom, dist bottom rate, eph, epv,
evh, evv, vxy max, vz max, hagl min, hagl max,

xy valid, z valid, v xy valid, v z valid,
xy reset counter, z reset counter, vxy reset counter,

vz reset counter, xy global, z global,
dist bottom valid

vehicle global position 0.csv timestamp, lat, lon, alt, alt ellipsoid, delta alt,
vel n, vel e, vel d, yaw, eph, epv, terrain alt,

lat lon reset counter, alt reset counter,
terrain alt valid, dead reckoning

vehicle gps position 0.csv timestamp, time utc usec, lat, lon, alt, alt ellipsoid,
s variance m s, c variance rad, eph, epv, hdop,

vdop, noise per ms, jamming indicator, vel m s,
vel n m s, vel e m s, vel d m s, cog rad,

timestamp time relative, heading, heading offset,
fix type, vel ned valid, satellites used

vehicle attitude 0.csv timestamp, q[0], q[1], q[2], q[3], delta q reset[0],
delta q reset[1], delta q reset[2], delta q reset[3],

quat reset counter

their associated features (fields), while Figure 3.7 shows the same for the telemetry

system. Describing each feature is out of the scope of this thesis, however, they can

be understood by reading their associated .msg files on the PX4 Github repository

[95].

Often these CSV files will contain all of the data around a specific sensor, but

not always. If more than one sensor log is required they are clustered together into

one condensed file. This helps to keep all features sorted with the same key. The

clustering process also helps to clean the data before training. The timestamp is used

as the primary key for sorting features, however, some messages will be polled from

the autopilot at different rates. When merging the clusters of related CSVs together,
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Table 3.7: Telemetry System CSVs and Features

CSV File Contained Features

vehicle status 0.csv timestamp, onboard control sensors present,
onboard control sensors enabled,
onboard control sensors health,

arspd check level, load factor ratio,
nav state, arming state, hil state, failsafe,

system type, system id, component id,
vehicle type, is vtol, vtol fw permanent stab,

in transition mode, in transition to fw,
rc signal lost, rc input mode, data link lost,

data link lost counter,
high latency data link lost, engine failure,

mission failure, failure detector status,
aspd check failing, aspd fault declared,

aspd use inhibit, aspd fail rtl

telemetry status 0.csv timestamp, heartbeat time, data rate,
rate multiplier, rate rx, rate tx, rate txerr,
remote system id, remote component id,
remote type, remote system status, type,

mode, flow control, forwarding, mavlink v2,
ftp, streams

the timestamp key will be used to sort the messages after the merge is complete.

Some fields may also contain Not a Number (NaN) values or values that are infinity.

Linear extrapolation in both directions is used to attempt to smooth out these values.

If this is not possible, the column will be dropped. Algorithm 2 shows the pseudo

code for the CSV clustering and merging process. Before any training, the timestamp

column is dropped.

One-class classification by design does not require a labelled dataset for training.

When testing the classifiers, however, labels are required in order to examine their

performance. Rows are labelled ”benign” or ”malicious” based on the timing of the

attack and other known factors. Labels are dropped during training, and only used

to calculate the resulting confusion matrices and F1 scores.
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Algorithm 2: Feature Extraction and Clustering

Result: CSV dataset per cluster
Initialization;
for CSV from flight log do

if CSV is related to sensor then
Merge CSV into sensor’s dataframe with key=timestamp;

end

end
Set index to timestamp and sort;
Apply linear interpolation of NaN values;
Drop any remaining columns with infinity or NaN values;

Principal Component Analysis

Following the clustering and feature extraction phase, the features are standardized

into Z-scores by using the scikit-learn StandardScalar function. This will standardize

the features with a mean and standard deviation of the training set. Standardization

is necessary as the sensor log features can have a broad range of values with different

scales, potentially falsely influencing the variance of the feature extraction process.

Figure 3.17 shows 3 selected features with highly variable ranges from the GPS Jam-

ming dataset before standardization, with Figure 3.18 showing the same data after

standardization. The Z-score calculation is shown below, where x is the particular

sample, µ is the mean of the samples, and σ is the standard deviation of the samples.

Z =
(x− µ)

σ

Once features are standardized, there still remains a high number of features. To

reduce the dimensionality of the dataset and to improve the performance and results

of the machine learning algorithms, Principal Component Analysis (PCA) is applied.

Principal component analysis is a technique used for feature extraction. PCA is able
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Figure 3.17: 3 Features Before Standardization

to transform a set of features into principal components to better explain the variance

in the original set. These principal components are created from linear combinations

of the original features in order to capture a certain percentage of variance from

the original set while reducing dimensionality. Useful data contains variance, and

the more variance the data has, the higher it’s importance. As it is able to reduce

dimensionality to a few principal components, it can also be used to visualize data.

For demonstration purposes, Figure 3.19 shows a 3D scatter plot created by reducing

the live GPS spoofing set of 85 features to only 3 principal components, while Figure

3.20 shows 3 principal components of the live GPS jamming attack. The number of
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Figure 3.18: 3 Features After Standardization

principal components can be specified by explicitly declaring a number of components,

like above, or by specifying how much variance to retain. In practice, the aim is to keep

as much variance as possible while minimizing the amount of features. By specifying

the target amount of explained variance, we can gain an accurate representation of

the original data without needing to use trial and error to find the best number of

components. Different percentages of explained variance are specified in which the

variance remains high while minimizing the number of features. For the GPS-related

attacks, the PCA for SVM and LOF are configured to capture 85% of variance from

the dataset, while the autoencoder performed better with 95% variance. These values
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were selected as they provided the highest performance while minimizing the number

of resulting features. For the Ping DoS attack, the variance is set at 85% for all of the

tested classifiers. The training set is used to fit PCA, then it is used to transform both

the testing and training set. As an example, PCA applied to the live GPS spoofing

data reduced the number of features from 83 to 13.

Figure 3.19: 3 PC of Live GPS Spoofing

The result of the pre-processing and feature selection processes is a condensed

CSV file per sensor and a reduced set of features with high variance. The advantage

of this method of pre-processing is that it is able to take an arbitrary number of

sensor-related log files and fields and reduce them to a small set of standardized
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Figure 3.20: 3 PC of Live GPS Jamming

features with high variance. As the goal of the IDS is to operate directly onboard the

UAV, the least number of features is desirable to reduce computational cost.

3.3.2 Local Outlier Factor

The scikit-learn implementation of the LOF algorithm is used. As discussed in Sec-

tion 3.1.2, LOF computes the local density of an observation with respect to its

neighbours and then classifies it as a novelty if its density is significantly lower. The

algorithm is trained on the dataset obtained from a normal flight where no attack

occurs and therefore no anomalies are present. Predictions are then made using the
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model against the logs obtained from flights where an attacks occurs. Manual hyper-

parameter tuning is done for this algorithm. In general, the number of neighbours

was significantly high in order to obtained decent results. A static contamination

parameter is given relative to the number of true novelties within the test set in order

to get an understanding of the best possible performance. In addition, the novelty pa-

rameter is set to True which makes the implementation perform in a semi-supervised

manor requiring a training set. The n jobs parameter is set to -1 which tells the al-

gorithm to use all available processing power. Full performance of each dataset with

the associated hyperparameters are shown in Section 4.1.

3.3.3 One-Class Support Vector Machine

The scikit-learn implementation of OC-SVM is used with the Gaussian Radial Basis

Function (RBF) kernel. This kernel was chosen due to its performance in one-class

classification problems and those where there is no prior knowledge of the data [96].

This is the case here, as the algorithm is trained only on the flight data where no

attacks occur. The gamma and nu hyperparameters are automatically tuned for the

best precision and recall by using a grid search fit and score method (GridSearchCV).

Occasionally, the resulting hyperparameters can be manually tuned further for opti-

mal performance. After the optimized parameters are known, final training is done

on the benign dataset and predictions are done against the dataset where attacks

were experienced with labels removed.
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3.3.4 Autoencoder Neural Network

The Keras neural network library is used to create the autoencoder [97]. As described

in Section 3.1.4, the autoencoder must be created with the same number of input and

output nodes and a smaller hidden layer to impose an informational bottleneck. The

neural network is created with three layers. The first layer is the input layer which

is constructed with twenty-five nodes. The middle layer is constructed with only

three nodes as to cause a bottleneck. The output layer has the same number of

nodes as the input layer. The rectified linear activation function is used as it can

output true zero values. This is important for the autoencoder as it allows a sparsity

when learning the compressed representation [98]. The Adaptive Moment Estimation

(ADAM) optimizer is used as it is computationally efficient and requires little memory

[99]. Mean Squared Error (MSE) is used as the loss function, and is kept for each

observation. Training is run for a maximum of 100 epochs with early stopping based

on the loss. During training, the MSE should remain low as the autoencoder is able

to closely reconstruct the input. During a regular flight, new benign observations will

also be reconstructed with low error. When an attack occurs, however, the MSE will

be significantly higher than the benign observations. To accurately detect attacks, a

threshold parameter can be used to separate benign and malicious observations and

to better tune for false positives. Given a percentile threshold, T , a new threshold

can be calculated as the quantile with respect to the MSE. This new value is the

true threshold used to classify observations as benign or malicious if they are below

or above the threshold respectively. Full performance of the autoencoder on each

dataset are shown in Section 4.1.
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3.4 MAVIDS

Once an effective intrusion detection method has been designed and tested, it can

be deployed into a developed intrusion detection system. MAVIDS (Mirco Air Ve-

hicle Intrusion Detection System) is the IDS proposed which includes a GCS client

application and an onboard UAV agent. The IDS allows for UAV operators to eas-

ily create machine learning models for their specific UAV by simply carrying out a

flight in where no attack is expected to occur, and uploading the resulting flight log to

MAVIDS for training. This model is then uploaded to the onboard agent for inference

during flight, where the agent receives a mirror of the flight data the flight controller

is processing. This IDS model for provides a number of benefits:

• Ease of use for UAV operator: no technical knowledge needed to train a model

• Trained models are not generic; they are trained specifically for the UAV they

are to operate on, providing increase performance

• Onboard agent approach allows for the detection of attacks even when commu-

nication to the GCS is lost (ie. jamming attacks)

• If communication to the GCS is lost, the hook into the flight controller allows the

agent to trigger mitigating actions autonomously without the need for operator

input

MAVIDS is developed using open source frameworks including Django, Bootstrap,

Tensorflow, and Scikit-learn. These frameworks allow for rapid development of the

front and back-end components as well as the one-class classifiers.
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3.4.1 Architecture

The MAVIDS architecture consists of multiple modules and stages from log extraction

to detection of attacks onboard the UAV. Flight logs are required for training, where

no attacks or anomalies are experienced. Most UAVs will create flight logs by default

for troubleshooting purposes, as is the case with the PX4 flight control firmware. The

UAV operator is first required to conduct a flight with their UAV where no attacks

are experienced. This can be done on a non-hostile environment such as controlled

environment or military base. Once this flight is complete, the logs are downloaded

from the UAV and the first stage in the machine learning model development begins.

The MAVIDS system uses a GCS web application (portal) for the management of the

IDS, which includes interfaces for the changing of settings, training of the classifiers,

interaction with the UAV agent, etc. This is the interface the end user will see and

interact with, in order to create a layer of abstraction and therefore simplicity to the

user. With the non-anomalous flight log downloaded from the UAV, it can then be

uploaded to the GCS portal for training. Behind the scenes, the portal will extract the

binary log format into CSV files per uORB message, then cluster them into a single

log per sensor. This method follows the clustering technique described in Section

3.3.1. From the single sensor-based logs, PCA is applied to reduce dimentionality.

The output of this process is the training set used to train the various one-class

classifiers. Training and tuning of the algorithms is performed on this set, which

then produces a packaged model. This model is uploaded to the UAV agent for

onboard inference. During flight, the UAV agent receives a mirrored copy of any

uORB messages processed by the flight controller. These messages are inspected by

the UAV agent and predicted to be benign or malicious based on the outcome of
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the selected classifier algorithm. If an attack is detected, the GCS portal serves as

a dashboard for incoming alerts and provides the UAV operator with a number of

mitigation options. Some attacks, such as jamming, will cause the communication

between the UAV agent and the GCS portal to become unusable. In this scenario,

the UAV agent will wait a specified number of seconds until executed a pre-defined

”default” mitigation action. This allows for the potential autonomous mitigation of

denial of service and jamming attacks in which most other IDS approaches would fail.

Figure 3.21 shows a high level overview of the MAVIDS architecture.

Figure 3.21: MAVIDS High Level Architecture

3.4.2 GCS Portal

The MAVIDS GCS portal is the interface used by the UAV operator to interact with

the IDS. The portal is a web application built using Django and Bootstrap. Django

is an open source Python framework for the rapid development of web applications
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[100]. This framework provides a number of advantages as the back-end of the GCS

portal. As Django is based on Python, native machine learning libraries for Python

such as Tensorflow and Scikit-learn can be used without needing to call non-native

code as they can be imported directly into the portal code directly. This also helps

with consistency, as the machine learning code used for testing can also be used on

the live system without the need for any modifications which may impact perfor-

mance. Django allows for rapid development as it is a template-based framework

with many of the heavy development tasks built-in. For example, user management

and working with databases are built into the framework and can be used quickly

without needing to reinvent the wheel. As Django is open source, the security of the

built-in functionality has been reviewed and can provide protection against various

web-based attacks out of the box, including SQL injection, cross-site request forgery,

cross-site scripting, and more. This allows for rapid development without leaving the

security of the application behind.

The Django application serves both the front end back-end of the GCS portal.

The front-end design elements and layout utilize the popular Bootstrap framework

[101]. Bootstrap allows for rapid front-end development that is both responsive and

visually appealing. Page templates are created using HTML, CSS and Javascript, for

each view. Django template language (DTL) code is then inserted to create dynamic

content.

There are many ways for a GCS to communicate with the UAV including ded-

icated communication links. Although this may increase bandwidth, it introduces

a new attack surface and requires additional hardware. To mitigate this issue, the

communication between the GCS portal application and the UAV agent utilize the
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Table 3.8: MAVIDS MAVLink Message Format

Message Field Description

time usec Timestamp from system boot or epoch time

target system Target system: If set to 0, the message was sent by
the GCS portal. If 1, it was sent by the UAV agent

message mode Bitmap of the information contained within the
message. Settings, attack, responses, etc

ignore alert Flag that indicates whether to ignore the alert or
not, message mode[2] must be set to 1

alert id Alert ID number, used as the primary key

attack name Name of the attack, represented by 3 characters
(GPS, DOS, etc)

attack score Float representing the machine learning prediction
score

default action Default mitigation action to carry out when an
attack is detected

default initiate time Time until the default mitigation action is initiated

default return time Time until the UAV will return to the previous
flight mode, ending any mitigation action

modules enabled Bitmap of the enabled machine learning models
(GPS spoofing, DoS, etc)

existing telemetry link. This is done by defining a custom MAVLink message called

MAVIDS. This message includes all of the information needed by the GCS portal and

the UAV agent as shown in Table 3.8.

The MAVIDS message is defined within a custom MAVLink dialect based on the

PX4 ”common” definitions. When both the GCS portal application and the UAV

agent use this dialect, they will be able to parse the messages content to send and

receive alert details, various settings, and mitigation actions. As PX4 automatically

forwards MAVLink messages from the onboard computer to other components, inter-

system communication can be achieved without the need for additional hardware or
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dedicated communication links.

The GCS Django application manages this communication as well as other tasks

such as training through background sub-processes. The primary sub-process man-

ages the connection with the onboard companion computer which runs the IDS agent.

An initial connection is established using the user-defined settings (or the default),

including the type of connection, port, and IP address. Typically this is the local

GCS connection, such as QGroundControl. Using this connection, the MAVLink

commands are broadcast throughout to other systems and components including the

flight controller and companion computer. Once the connection is established, the

primary sub-process will check for HEARTBEAT MAVLink messages from the sys-

tem to ensure the connection is still active. This sub-process is used to communicate

the MAVIDS message to the IDS agent. Another sub-process is initalized for machine

learning training purposes. After a ULog file is uploaded, this sub-process will extract

the log and commence pre-processing and training for the selected algorithms.

Upon logging into the MAVIDS GCS portal, the user is prompted with the dash-

board. This is the main view used during the flight of the UAV, showing any activate

alerts and prompting the operator for mitigation actions. The left pain shows any

active alerts as they are detected by the UAV agent. By clicking on one of these

alerts, the operator will see the time remaining until the default mitigation action

occurs, and is provided with the option to change this action or abort and suppress

the alert as a false positive. The MAVIDS GCS dashboard is shown Figure 3.22.

Future work could utilize the abort and suppress feature to further train the machine

learning algorithms.

The settings view of the portal allows the user to change settings related to the



3.4. MAVIDS 117

Figure 3.22: MAVIDS GCS Dashboard

connection, detection, and alerting. The Django database integration is used to store

the persistent settings into an SQLite database. Settings that can be configured by

the user include:

• Enabled detection modules: specifies which attacks to detect and train for

• Default mitigation action: specifies the default mitigation action that the agent

should initiate when an attack is detected, such as hovering, landing, disabling

GPS, etc.

• Time until default mitigation action is initiated: time delay until the default

action is initiated, used to allow the operator to intervene and override if needed

• Time until returning to previous flight mode: depending on the mitigation

action, the UAV may change flight mode or disable functionality. This timer
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defines whether the UAV should return to its previous state and if so, how long

to wait until doing so

• UAV connection method: allows the user to specify how to connect to the UAV

and the associated connection settings

The settings view is shown in Figure 3.23.

Figure 3.23: MAVIDS GCS Settings Tab

The training view allows the operator to select the machine learning algorithms

they would like to train and specify any manual hyperparameters. The operator can

then upload the ULog flight log from their training flight and begin the training pro-

cess. An output window shows training process from the underlying Python scripts.

The training view is shown in Figure 3.24.

Reporting is a way of logging any detected attacks during flight, as well as the

actions the operator took. This view shows any available reporting logs and allows
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Figure 3.24: MAVIDS GCS Training Tab

the operator to download them for review. The reporting view is shown in Figure

3.25.

Figure 3.25: MAVIDS GCS Reports Tab
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3.4.3 UAV Agent

The MAVIDS UAV Agent runs on a companion computer onboard the UAV to detect

and attempt to mitigate attacks. Examples of an onboard computer include the

Raspberry Pi Zero, Raspberry Pi 4, and NVIDIA Jetson Nano. The companion

computer is connected to the spare TELEM port on the flight controller in order to

communicate with the flight controller and GCS via pymavlink. Once training of the

specified detection modules is complete, the trained models are uploaded to the UAV

from the GCS portal. During flight, the UAV Agent will pull the data required for

inference from the flight controller using one of several available methods:

• Requesting the specific MAVLink messages: Limited

• FastRTPS (Fast Real Time Publish Subscribe): Allows for more data to be

pulled per request

• MAVLink log streaming: Allows for the companion computer to receive a stream

of ULog data, which is then stored in a time series database such as Influx DB

Once the live data is received and clustered, PCA is applied to keep the incoming

data consistent with training. During training, however, a specified percentage of

variance given. When conducting inference, the number of principal components

is given which matches those generated during training. This keeps the number

of features consistent across training and inference, as with minimal incoming data

the variance percentage may produce a variable number of features. The processed

incoming stream of data from the flight controller is then fed into the machine learning

models for inference. If any data is classified as malicious, the MAVIDS message is

sent to the GCS to notify the operator. If default mitigation actions are specified
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within the MAVIDS settings, those actions will commence upon detection unless the

operator overrides them.

During flight, the onboard computer maintains a heartbeat with the flight con-

troller and GCS portal. The GCS portal will show a message if the heartbeats are

not received and the connection drops. MAVIDS messages when sent from the GCS

portal will first be received by the flight controller, and will then be forwarded out

of the spare TELEM port to the UAV Agent. These messages can include settings

changes, alerts, and alert responses. Figure 3.26 shows a Raspberry Pi Zero running

the UAV Agent onboard the S500 UAV.

Figure 3.26: MAVIDS Agent Running Onboard UAV
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Chapter 4

Performance Evaluation

The effectiveness of an IDS depends on its detection performance. By using standard

metrics, the detection performance can be analyzed and compared with other solu-

tions. Common metrics include accuracy, precision, recall, and F1 scores. Although

the detection method used by MAVIDS does not require a labelled dataset, the data

is labelled solely for the purpose of measuring detection performance. These labels

are not used during the training process, as described in Section 3.3.

Intrusion detection within the UAV domain offers a number of unique challenges.

Not only is the detection performance important, but the onboard device has a num-

ber of constraints. First is the prediction latency. As the UAV processes flight com-

mands, the IDS must be able to keep up as to not cause a bottleneck when conducting

inference on those commands. Additionally, the onboard companion computer must

be light enough and have minimal power draw to keep the impact on flight perfor-

mance low.
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4.1 Detection Performance

Detection performance measures the success of the IDS in detecting various attacks.

Accuracy is a common metric used to evaluate an IDS, however, as this is an im-

balanced classification problem it can be a deceiving metric. With the low ratio of

malicious to benign observations, a high accuracy percentage can be achieved with

poor true performance. For example, using the S500 Ping DoS dataset with 19

malicious observations and 4444 benign observations, a high accuracy of 99.57% is

achieved even when the IDS fails to identify any malicious samples. For this reason,

the evaluation of class imbalanced machine learning classification problems are often

based on precision, recall, and F1 score [102].

Classification problems in intrusion detection are made up of positive and negative

classes for malicious and benign classifications respectively. Each of these calculations

are made up of the following metrics, which are the possible prediction outcomes:

• True positive (TP): Malicious prediction of truly malicious observation

• False positive (FP): Malicious prediction of truly benign observation

• True negative (TN): Benign prediction of truly benign observation

• False negative (FN): Benign prediction of truly malicious observation

Precision measures the proportion of correctly classified observations. For the

intrusion detection problem, precision represents the measure of observations that

are correctly identified as malicious out of all truly malicious observations. It is

calculated as:
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Precision =
TP

TP + FP

Recall measures the proportion of truly malicious observations. For all observa-

tions, recall will measure how many malicious observations were correctly detected.

Recall is calculated as:

Recall =
TP

TP + FN

Both precision and recall are important metrics for intrusion detection. In prac-

tical terms, precision helps to determine how well the IDS was able to detect the

malicious data observations whereas recall determines how well the IDS was able to

identify the attack from all incoming data. An F1 score is a scaled value from 0 to

1 which considers both precision and recall. This helps to score the overall perfor-

mance of the classifier with 0 being the lowest and 1 being the highest. The F1 score

is calculated by finding the harmonic mean of the precision and recall:

F1 = 2 ∗ Precision ∗Recall
Precision+Recall

The hyperparameters of each classifier are tuned for optimal performance as dis-

cussed in Section 3.3. The resulting precision, recall, and F1 scores as well as the

hyperparameters used to gain these scores are shown below for each attack. Table

4.3 shows the results for simulated GPS spoofing whereas Table 4.2 shows the results

from live GPS spoofing. Table 4.1 shows the performance of the classifiers against a

GPS jamming attack. Finally, Table 4.4 shows the results from the Ping DoS attack.
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Table 4.1: Detection Performance - Live GPS Jamming

Model Classifier Label Precision Recall F1 Score Hyperparameters

Holybro S500

OC-SVM
Malicious 0.98182 0.07397 0.13758 ν = 0.0005357
Benign 0.99927 0.99138 0.99531 γ = 0.000106

LOF
Malicious 0.98559 0.46849 0.63510

k neighbors = 2910
Benign 0.86507 0.99799 0.92679

Autoencoder
Malicious 0.84606 0.99384 0.91402

T = 73.4%
Benign 0.99810 0.94704 0.97190

Table 4.2: Detection Performance - Live GPS Spoofing

Model Classifier Label Precision Recall F1 Score Hyperparameters

Holybro S500

OC-SVM
Malicious 1.00000 0.66867 0.80144 ν = 0.01
Benign 0.94983 1.00000 0.97427 γ = 0.001

LOF
Malicious 0.92067 0.76908 0.83807

k neighbors = 2910
Benign 0.96413 0.98944 0.97662

Autoencoder
Malicious 0.74727 0.96185 0.84109

T = 82.3%
Benign 0.99363 0.94814 0.97035

4.2 Onboard Computational Performance

The MAVIDS agent runs onboard the UAV to allow for the detection and potentially

the mitigation of attacks even under duress from jamming or denial of service attacks.

The use of an onboard companion computer introduces a number of constrains, such

as the device size, weight, power draw, and computational power limitations. As the

companion computer is mounted onboard the UAV, the size and weight as it may be

too large or heavy for the UAV. In addition, added weight and power draw can both

lead to reduced flight times. Size, weight, and power draw are obvious attributes of a

companion computer that are available as part of the specifications. Computational

performance, however, is largely subjective depending on the use case. In the case

of the IDS agent, it is running on the companion computer to process the internal

messages from the flight controller. This means it must be able to keep up with

the rate at which these messages are transmitted. Failure to do so would lead to a
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Table 4.3: Detection Performance - Simulated GPS Spoofing

Model Classifier Label Precision Recall F1 Score Hyperparameters

3DR IRIS+

OC-SVM
Malicious 0.62074 1.00000 0.76600 ν = 0.011
Benign 1.00000 0.98707 0.99335 γ = 0.000211

LOF
Malicious 0.04801 1.00000 0.09162

k neighbors = 1000
Benign 1.00000 0.57136 0.72722

Autoencoder
Malicious 0.75495 0.99909 0.86003

T = 97.2%
Benign 0.99998 0.99299 0.99647

Holybro S500

OC-SVM
Malicious 0.69628 0.96482 0.80885 ν = 0.011
Benign 0.99927 0.99138 0.99531 γ = 0.000211

LOF
Malicious 0.04571 1.00000 0.08742

k neighbors = 3500
Benign 1.00000 0.57234 0.72801

Autoencoder
Malicious 0.64561 0.99707 0.78374

T = 96.89%
Benign 0.99994 0.98879 0.99433

Yuneec H480

OC-SVM
Malicious 0.51196 0.99110 0.67516 ν = 0.0211
Benign 0.99981 0.98049 0.99006 γ = 0.0003

LOF
Malicious 0.09658 1.00000 0.17614

k neighbors = 3100
Benign 1.00000 0.80681 0.89308

Autoencoder
Malicious 0.83483 0.99020 0.90591

T = 97.6%
Benign 0.99980 0.99595 0.99787

DeltaQuad VTOL

OC-SVM
Malicious 0.41419 0.99280 0.58453 ν = 0.1
Benign 0.99952 0.91479 0.95528 γ = 0.000211

LOF
Malicious 0.38128 0.99730 0.55166

k neighbors = 3100
Benign 0.99982 0.90179 0.94280

Autoencoder
Malicious 0.87728 0.99730 0.99730

T = 93.5%
Benign 0.99983 0.99153 0.99567

Standard Tailsitter

OC-SVM
Malicious 0.56739 0.99102 0.72162 ν = 0.19
Benign 0.99941 0.95307 0.97569 γ = 0.000211

LOF
Malicious 0.48570 0.99191 0.65210

k neighbors = 3100
Benign 0.99946 0.93477 0.96603

Autoencoder
Malicious 0.87728 0.99730 0.93345

T = 93.5%
Benign 0.99983 0.99153 0.99567

Standard Plane

OC-SVM
Malicious 0.25993 0.99242 0.41196 ν = 0.1811
Benign 0.99960 0.87150 0.93117 γ = 0.000254

LOF
Malicious 0.21127 0.99147 0.34832

k neighbors = 3500
Benign 0.99953 0.83167 0.90791

Autoencoder
Malicious 0.86068 0.98957 0.92063

T = 95%
Benign 0.99952 0.99271 0.99611

processing bottleneck.

In order to benchmark computational performance, common metrics are needed

which demonstrate the companion computers ability to make single predictions as

well as the prediction throughput. Prediction latency represents the time it takes the
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Table 4.4: Detection Performance - Ping Telemetry Denial of Service

Model Classifier Label Precision Recall F1 Score Hyperparameters

3DR IRIS+

OC-SVM
Malicious 0.00000 0.00000 0.00000 ν = 0.0211
Benign 0.99598 0.99955 0.99776 γ = 0.01

LOF
Malicious 0.00278 0.38889 0.00552

k neighbors = 1000
Benign 0.99440 0.43775 0.60790

Autoencoder
Malicious 0.01336 0.33333 0.02570

T = 90%
Benign 0.99703 0.90081 0.94648

Holybro S500

OC-SVM
Malicious 1.00000 0.78947 0.88235 ν = 0.0211
Benign 0.99910 1.00000 0.99955 γ = 0.01

LOF
Malicious 1.00000 0.78947 0.88235

k neighbors = 2500
Benign 0.99910 1.00000 0.999955

Autoencoder
Malicious 0.02013 0.47368 0.03863

T = 90%
Benign 0.99751 0.90144 0.94704

Yuneec H480

OC-SVM
Malicious 0.02083 0.66667 0.04040 ν = 0.0211
Benign 0.99880 0.89858 0.94604 γ = 0.01

LOF
Malicious 0.02764 0.94444 0.053371

k neighbors = 5000
Benign 0.99980 0.89247 0.94309

Autoencoder
Malicious 0.52941 1.00000 0.69231

T = 99.4%
Benign 1.00000 0.99712 0.99856

DeltaQuad VTOL

OC-SVM
Malicious 0.06260 0.77551 0.11585 ν = 0.15
Benign 0.99560 0.81405 0.89572 γ = 0.000106

LOF
Malicious 0.38824 0.67347 0.49254

k neighbors = 2500
Benign 0.99471 0.98301 0.98882

Autoencoder
Malicious 0.69841 0.89796 0.78571

T = 98%
Benign 0.99836 0.99379 0.99607

Standard Tailsitter

OC-SVM
Malicious 0.09651 0.90385 0.17440 ν = 0.0211
Benign 0.99803 0.85190 0.91919 γ = 0.08

LOF
Malicious 0.21053 0.69231 0.32287

k neighbors = 2500
Benign 0.99439 0.95456 0.97407

Autoencoder
Malicious 0.21698 0.88462 0.34848

T = 93%
Benign 0.99787 0.94413 0.97025

Standard Plane

OC-SVM
Malicious 0.80952 1.00000 0.89474 ν = 0.0211
Benign 1.00000 0.99792 0.99896 γ = 0.01

LOF
Malicious 0.80952 1.00000 0.89474

k neighbors = 2000
Benign 1.00000 0.99792 0.99896

Autoencoder
Malicious 0.77273 1.00000 0.87179

T = 98.9%
Benign 1.00000 0.99740 0.99870

classifier to make a classification prediction. In this case, atomic prediction latency is

measured in which the classifier makes predictions on single observations at a time, as

this is how the data is streamed to the UAV agent. Prediction latency can be affected

by the number of features, the representation of the input data, and the complexity
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of the model.

Prediction throughput determines how many predictions can be made during a

specific time period. This is an important metric to know for the UAV agent as a low

prediction throughput can cause a bottleneck. It was determined through sampling

that the average number of uORB messages transmitted through the experimental

flights was on average 350 messages per second. This means that any of the classifiers

must have a prediction throughput of 350 or higher to avoid causing a bottleneck on

normal operations.

Three companion computers were chosen to demonstrate a variation in size, weight,

power draw, and computational performance. All three are popular hardware de-

vices for companion computers onboard smaller UAVs. The three computers are the

Raspberry Pi Zero, Raspberry Pi 4 Model B, and the NVIDIA Jetson Nano. The

companion computer specifications are shown in Table 4.5.

Table 4.5: Companion Computer Specifications

Companion CPU GPU RAM Weight Dimensions Power Draw

Raspberry Pi
Zero

1GHz
ARM1176JZF-

S

250MHz
Video-
Core

4

512MB 11.5g 65mm
x

30mm

0.4W to
0.7W

Raspberry Pi
4 Model B

1.5GHz
Cortex-A72

500MHz
Video-
Core

4

4GB 46g 85.60mm
x

56.5mm

3W to
6.5W

NVIDIA
Jetson Nano

1.42GHz
Cortex-A57

128-core
NVIDIA
Tegra X1

4GB 250g 100mm
x

80mm

5W to
10W

The Raspberry Pi Zero is an ARM-based computer equipped with 512MB of

RAM and a 1GHz CPU. It is extremely small and light with the smallest power
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draw, however, suffers from the worst computational performance. This companion

computer was chosen to test the absolute minimum in requirements for the MAVIDS

UAV agent. The Pi Zero connected via headers to the Pixhawk 4 flight controller is

shown in Figure 4.1. Further optimization of the Pi Zero could be done by using AI

hats such as XaLogic XAPIZ3500.

Figure 4.1: Raspberry Pi Zero Companion Computer

The Raspberry Pi 4 Model B is the standard Raspberry Pi with more memory

and GPU power than the Zero, albeit with a larger size, weight, and power draw.

The model used is the 4GB RAM version. Both Raspberry Pi computer are running

Raspbian Buster Lite with no desktop environment to maximize performance. The

Pi 4 Model B is shown in Figure 4.2.

The NVIDIA Jetson Nano is a small AI-accelerated computer designed for embed-

ded and Internet of Things (IoT) use cases. The Jetson line of products are common

companion computers for UAVs for various other purposes such as AI-based image
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Figure 4.2: Raspberry Pi 4 Model B Companion Computer

classification. The Nano is the largest and heaviest of the three companion comput-

ers tested, although it utilizes NVIDIA CUDA cores for accelerated inference. This

advantage, in theory, will allow for better performance where the CUDA cores an be

utilized. Although it has a GPU advantage, the CPU on the Jetson Nano is not as

powerful as the one in the Pi 4 Model B.

Size constraints will be introduced depending on the UAV frame used. Weight and

power draw, however, are more difficult to address. Both of these attributes can affect

flight endurance, so they are important factors to consider when choosing a companion

computer. Generally speaking, these are common companion computers that are used

throughout the UAV industry for other onboard processing purposes, and should not

significantly impact the flight endurance. This impact could be calculated similarly

to any other component using the weight and power draw listed in Figure 4.5 and

other values specific to the vehicle such as the battery in use and the power draw of
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Figure 4.3: NVIDIA Jetson Nano Companion Computer

other components.

To keep the results consistent, the Holybro S500 HITL simulated GPS spoofing

models are used for benchmarking across each companion computer. The same input

is used across each computer as well for consistency and all code is run with the same

versions of libraries within a Jupyter notebook. The standard scikit-learn models

are used for the LOF and OC-SVM classifiers, however, the autoencoder models are

converted to other formats depending on the companion computer they will run on.

For the autoencoder, the exported Keras models are converted to Tensorflow Lite

(.tflite) format and inference is done using Tensorflow Lite on both Raspberry Pi

computers. Tensorflow Lite is designed for inference on systems with computational

constraints and therefore produces higher performance on the selected companion

computers. As the Jetson Nano has CUDA cores, its performance is better realized

when using TensorRT [103]. In order to utilize TensorRT, the saved Keras model
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must be converted to Onnx format. The below code is an example of benchmarking

prediction latency:

Scikit-learn OC-SVM Prediction Latency on Pi Zero

1 converter = tf.lite.TFLiteConverter.from_saved_model(’gps -svm’)

2 tflite_model = converter.convert ()

3

4 times = []

5 for x in range (0,50):

6 start = time.perf_counter ()

7 predictions = model.predict(df_malicious_flight_pred [:1])

8 end = time.perf_counter ()

9 elapsed = end - start

10 times.append(elapsed)

11

12 print ("Quickest Time: ", min(times))

13 print ("Slowest Time: ", max(times))

14 print ("Average Time: ", sum(times) / 50)

An example of the throughput benchmarking code for the autoencoder running

on the Pi Zero is shown below:

Autoencoder Throughput Using Tensorflow Lite on Pi Zero

1 interpreter = Interpreter(model_path=’gps -ae.tflite ’)

2 interpreter.resize_tensor_input(input_details [0][’index’], (1,9))

3 interpreter.resize_tensor_input(output_details [0][’index’], (1,9))

4 interpreter.allocate_tensors ()

5

6 duration_secs = 0.1

7 start_time = time.time()

8 n_predictions = 0

9

10 while(time.time() - start_time) < duration_secs:

11 pred_numpy = np.array(df_malicious_flight_pred [:1], dtype=np.float32)

12 interpreter.set_tensor(input_details [0][’index’], pred_numpy)

13 interpreter.invoke ()

14 n_predictions += 1
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15

16 throughput = n_predictions / duration_secs

17 print(throughput)

The results from the performance benchmarking are shown in Table 4.6.

Table 4.6: Onboard Agent Performance

Companion Method Atomic
Prediction

Latency (ms)

Prediction
Throughput

(p/s)

Raspberry Pi
Zero

OC-SVM 19.8882 40

LOF 37.1986 20

Autoencoder 2.3740 410

Raspberry Pi
4 Model B

OC-SVM 2.8677 270

LOF 109.0102 10

Autoencoder 0.4174 2340

NVIDIA
Jetson Nano

OC-SVM 2.4258 400

LOF 123.5816 10

Autoencoder 0.4520 2260

4.3 Performance Conclusion

The average F1 score of all benign and malicious classifications were computed to

determine the overall highest performer. In terms of detection performance, the

reconstruction-based classifier, an autoencoder neural network, performed best in

for most UAV models and attacks. The autoencoder also had the lowest prediction

latency and highest prediction throughput on each companion computer.

One-class support vector machine, a boundary-based classifier, offered mediocre

performance both in terms of detection performance as well as onboard computational
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performance.

Local outlier factor is not known to perform well on highly dimensional data

and required a high number of neighbours to achieve decent detection results. This

classifier also created large model exports which need to be loaded into memory for

inference. On low resource devices such as the Pi Zero, this requirement significantly

hampered the amount of available RAM. As longer training flights would inevitably

create larger models, this could lead to the removal of this classifier as an option.

Overall, the classifiers’ detection performance had a correlation to its computa-

tional performance for each respective companion computer. The autoencoder had

the highest F1 scores on average and also boasted the best prediction latency and

throughput. Similarly, the performance of the OC-SVM landed in the middle for both

detection and computational performance with LOF falling behind. The autoencoder

proved to be the most promising for the UAV intrusion detection problem, given both

its computational and detection performance.
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Chapter 5

Summary, Conclusions & Future Work

5.1 Summary

Unmanned aerial vehicles (UAVs) are aircraft without a pilot on-board that are con-

trolled remotely or autonomously. UAVs are used across industries for tasks that are

too costly, dangerous, or difficult for human operators. Examples of UAV usage in-

clude industrial control surveillance, military and law enforcement operations, aerial

inspections, and medical response. Depending on the intended mission of the UAV,

different frame types will be used such as fixed wing or multi-copters. In addition,

various unmanned aerial system (UAS) system architectures will be deployed which

utilize communication protocols that best fit the task and environment at hand.

Modern UAVs face a large threat landscape due to the tasks they face and their

hostile operating environments. Common attacks against UAVs include command

injection, denial of service, spoofing, and jamming. Many of these attacks are difficult

to mitigate as many of the vulnerabilities come from underlying technologies such as

GPS. As the realization of these attacks increase, an intelligent intrusion detection

system is needed to help identify and potentially mitigate them. Traditional manned



5.1. SUMMARY 136

vehicles such as cars have static features including a single motor, four wheels, and a

common communication protocol such as the CAN bus. In the UAV domain, all of

these features become variables, making intrusion detection a difficult task.

The MAVIDS solution proposed in this thesis provides an off-the-shelf UAV in-

trusion detection system that is both simple to initiate and implement. Existing

approaches to UAV IDS operate only within specific use cases such as MANETS,

have high maintenance requirements, or are effective against a small subset of at-

tacks. With the large number of attacks UAVs face as well as the introduction of

future novel attacks, a machine learning approach is the most promising solution

to solve these challenges. The major hurdle in machine learning-based approaches

to UAV intrusion detection is the lack of available, consistent and labelled datasets

for training. By using a one-class classification approach to intrusion detection, the

IDS can be trained to be effective on the specific UAV it will be operating on while

exploiting the use of existing flight logs.

In the case of autonomous UAVs, MAVIDS can utilize its integration with the

flight controller to deploy mitigation techniques such as temporarily disabling sen-

sors. Using existing communication infrastructure, MAVIDS can communicate alert

notification as well as various settings between the UAV agent and the GCS portal.

This allows for the UAV operator to define default attack mitigation actions and

override those actions if necessary.

In summary, this thesis has made the following contributions to the UAV IDS

problem:

• Demonstrates a technique using principal component analysis and one-class

classifiers for intrusion detection while exploiting the use of pre-existing flight
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logs for training data, which performed with macro averaged F1 scores of up to

90.57% and 94.3% for live GPS spoofing and jamming respectively

• Presents an operational intrusion detection system with a modular design which

can be applied to a vast number of UAV systems

• Proposes the use of a lightweight IDS agent on-board the UAV, mitigating the

problem of communication loss during common denial of service and jamming

attacks.

• Provides the research community with a UAV attack dataset to allow the com-

munity to compare performances of various developed IDS.
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5.2 Conclusion

UAVs perform critical tasks in high risk environments. Given the large threat land-

scape they face, an intelligent IDS is necessary to help detect cyber attacks. Un-

fortunately, due to the wide range of components and technologies used in UAV de-

ployments, it becomes very difficult to create an accurate IDS that can be used with

many different implementations. As UAVs often operate in hostile environments far

away from their operator, the highest threats are those facing the UAV itself through

its various onboard sensors. This thesis has proposed the use of one-class classi-

fiers to train a novelty-based IDS, which learns normal sensor values from previous

flight logs. The experiments conducted show promising results, particularly with an

autoencoder neural network, to detect sensor-based attacks against UAVs. The au-

toencoder performed with macro averaged F1 scores of up to 90.57% and 94.3% for

live GPS spoofing and jamming respectively. The proposed approach shows to be

effective across a variety of UAV platforms and control configurations.

Placing IDS agent directly on-board the UAV has the potential to mitigate denial

of service and jamming attacks even when the connection to the GCS is lost. This

opens the door to not only the detection of attacks under duress, but also the potential

for autonomous mitigation.

As a result of this work, a dataset of both benign and malicious flight logs from

various UAVs undergoing DoS and GPS spoofing attacks was created and published

on IEEE DataPort [81]. This dataset allows other researchers to begin working on

UAV IDS solutions without needing to start from scratch in developing a dataset.

The dataset has already been used as a base for peer reviewed work by researchers

at the School of Cybersecurity at Korea University [80].
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5.3 Future Work

MAVIDS provides a simple yet effective solution to UAV intrusion detection. By

utilizing this solution, UAV manufacturers and operators can protect their assets

out-of-the-box or improve upon it to suit their needs. As attacks against UAVs

evolve, future work on the IDS may involve creating new detection modules for newly

identified attacks. The detection method behind MAVIDS has the ability to identify

novel attacks on a per-sensor basis, however, future work in this area would need

to be done to help differentiate between the occurrence of a novel attack versus a

non-malicious component anomaly.

To this end, the detection method could be modified and used for other purposes

within the UAV domain. Commercial, military and law enforcement UAVs are re-

quired to be resilient systems due to their use cases and environment. A UAV is

resilient if it can continue to carry out its mission in the face of duress, whether that

be from a security threat or otherwise. For example, a component failure such as a

motor may cause the UAV to crash. With system resilience the UAV may be able to

predict the motor failure and land before a crash, or posses the ability to continue

flight while down a motor. In future work, the MAVIDS detection method could be

re-purposed to predict system anomalies and component failures. An example of this

would be rising vibration within a motor that would ultimately lead to failure.

Outside of the UAV domain, MAVIDS could be applied to other similar cyber-

physical and autonomous systems such as unmanned underwater vehicles (UUV) or

unmanned ground vehicles (UGV). As the system has been proven to perform well

even on small devices such as the Raspberry Pi Zero, it can most certainly be adapted

to these systems which do not have such severe constraints.
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