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ABSTRACT 

Advances within the toy industry and interconnectedness have resulted in the rapid and pervasive 

development of Smart Connected Toys (SCTs), built to aid children in learning, socialization, and 

development. A SCT is a physical embodiment artifact that acts like a child user interface for toy 

computing services on Cloud. SCTs extend the capability of the traditional toy into a new area of 

computer research by incorporating the physical component of a traditional toy combined with 

networking and sensory capabilities of mobile devices using ubiquitous technologies. These SCTs 

are built as part of the Internet of Things (IoT) with the potential to collect terabytes of personal 

and play information; introducing ever-increasing privacy, and serious safety concerns for 

children. SCTs can gather data on the context of the child user’s physical activity state (e.g., 

walking, standing, running) and store personalized information (e.g., location and activity pattern) 

through a camera, microphone, Global Positioning System (GPS), and various sensors such as 

facial recognition or sound detection. Privacy concerns itself with the protection against the 

intrusion of someone’s defined space without explicit consent, in such a manner that the defined 

space is protected from intrusion, interference, and information access by a non-authorized entity. 

In addition to privacy and safety concerns, criminals using a child’s Personal Identifiable 

Information (PII) can create false identities to engage in a variety of financial frauds and other 

crimes. The challenge is, with so many SCTs in the market, how to develop a framework and 

techniques to protect the privacy of children’s data; and in the case where a privacy breach occurs 

(cybercrime), how to develop a digital forensic framework to analyze data on SCTs. This thesis 

surveys the cybersecurity and the privacy landscape of state-of-art emerging technology and 

development in SCTs; investigates technical and legislative related privacy issues in SCTs with 

functionalities that collect, process, and transmit PII; and presents a privacy preservation 

framework that will address privacy challenges within SCTs. In addition, this thesis develops a 

SCT digital forensic processing framework for privacy breach or crime-related investigation. The 

privacy preservation framework includes a context data model and a privacy-preserving data-

modelling framework. The data context model is an abstract model that organizes elements of data 

and standardizes how they relate to one another and to properties of the related entities in SCTs 

based on eXtensible Markup Language (XML). The privacy preservation framework is depicted 

by Petri-Nets and will identify offensive (non-privacy compliant) content intended for storage or 

transmission, tag, classify, alerts, and secure delete content. The framework consists of four major 
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components, including (1) Systematic Privacy Impact Assessment Table (SPIAT); (2) Privacy-

Preserving Context Ontology (PPCO) Model; (3) SCT privacy preservation data model using 

Petri-Nets; (4) Empirical Study to support Petri-Nets model as one of the most promising tools to 

support data flow privacy; and (5) Case studies of SCT digital forensic investigation. 

Keywords: Privacy Preservation Framework, Toy Computing, Security, Context Data Model, 

Smart Connected Toys (SCTs), Internet of Things (IoT), Petri-Nets, Digital Forensics 
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Chapter 1  

Introduction to Smart Connected Toys 
 

1 Background 

Although the actual origin of the word “toy” is unknown, it is believed that it was first used in the 

14th century [1]. However, toys have been in existence since time immemorial. Toys have been 

part of every culture as a unique design product for learning, socialization, leisure, play, and are 

intended to benefit children as they go through various developmental stages. Toys play a critical 

role in the development of children [2], as they can be used to stimulate the development of 

cognitive skills, and social interaction (play) with other children [3]. Most children initiate and 

develop interactions with other children through the toys given to them by their caretakers. For the 

purpose of this thesis, we will define a child as a young human being who is above six years old 

and below thirteen years old.  

Younger children use toys to discover their identity, train their bodies to become stronger, learn 

causes and effects, explore relationships, and practice skills that they may need as adults [8]. 

Compared to toys in their earlier years, the level of functionality and complexity has progressed, 

reflecting the era and culture in which the toy has been made. Each culture or generation has built 

on the functionality of toys and the intended purpose of play. For example, the progression of 

primitive toys, such as rocks and pinecones, to modern dolls, such as “Hello Barbie”, with speech 

functionality, Internet connectivity, and a level of intelligence to communicate[4]. Toys have 

become more sophisticated as the years progressed. There has been a shift from the simple physical 

product, which was meant to be played with as a typical unidirectional communication entity, to a 

modern toy, which engages children with measured feedback with convergence and 

connectedness. The toy design has changed from the basic carving of wood (Figure 1.1) or stone 

forms to more sophisticated designs as represented in Figure 1.2. The latter form not only provides 

a sense of cuteness, trusting and comforting feel for children but also has full interactive 

functionality and the capacity to process language and guidance, store information, as well as to 

engage in more in-depth communication with its environment and the child. These new 

functionalities present privacy concerns.  
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Figure 1.1 Wooden Toy (Source: Adapted from Courtesy [1]) 

 

 

Figure 1.2 A Sophisticated Toy Design with Features 
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As our lives have become ever more “connected,” it is not surprising that toy manufacturers have 

begun to create toys that are connecting to the Internet to enhance their interaction with children 

[7]. Toy companies have embraced Artificial Intelligence (AI) technologies into the design of their 

products, reshaping the concept of toys and education through mobile applications and augmented 

reality [5]. In this thesis, this kind of new product or sophisticated design model is called a Smart 

Connected Toy (SCT), which includes tangible objects with electronic components that can 

facilitate bilateral interactions with the child, in order to carry out a purposeful task [9]. SCTs are 

built to talk, learn, remember, and respond to a child’s request. Almost all SCTs are integrated 

with sensory and/or networking capabilities, which allows for new opportunities and extends the 

capabilities outside the confines of the toy itself. Such capabilities provide an opportunity for the 

child’s information to be transmitted to an external source or toy computing services on Cloud. 

SCTs allow incorporating the physical component of a traditional toy combined with networking 

and sensory capabilities of mobile devices using technologies, which allow the use of Cloud 

services. SCTs connected to Cloud services, through the Internet, offer various benefits to a child’s 

learning. For example, educational SCTs can help the child in learning many skills, including 

problem-solving, cause and effects, and development of motor skills. They allow the integration 

of personalized applications, which provide an opportunity and added-on value to the individual 

child’s learning experience. SCTs are part of the Internet of Things (IoT) technology, with the 

capability of providing: Location-based Services (LBS), Mobile Advertisement (MA), Geo-Social 

Network applications (GeoSNs), and contextual data collection [4].  

Although SCTs are considered as part of the IoT, they have a capacity of acting in the same fashion 

as a primary computing device with sensors, which have a corresponding hosted application as an 

intermediary that complements the SCT’s functionality. SCTs are evolving with continuous 

feature sets and integrating new technology, which allows the experience to become more 

interactive and individualized with personal preferences, to make play more enjoyable. Basic SCT 

features can include voice recognition, image recognition, jokes functions, storytelling, and 

interactive learning. These features provide avenues for SCTs to collect, create, and store extensive 

information about the child (player); which if not adequately protected can lead to privacy violation 

resulting in harm. Privacy breach or violation of SCT data involves intrusion, interference, and 

information access by a non-authorized entity. On the fundamental level, SCTs work through some 

form of connectivity (either Bluetooth or WiFi) and can download software, apply updates, and 
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conduct activity through Wi-Fi to a connected source in the Cloud. SCTs can have a scanning 

technology, and a microphone used to capture voice for further processing through an interface. 

Referring to the Toy Associations’ 2019 trends [10], SCTs interacting with uniquely developed 

apps establishes a connection with smartphones or other devices, which allows children to engage 

in a multiplicity of ways. Table 1.1 provides a sample set of the current SCTs on the market and 

respective functions and data collection sensors.  

SCT Functions & Capabilities 

 Camera

(picture/

video) 

Microphone

(audio) 

Speakers

(sound) 

GPS 

(coordinates

)  

Wi-Fi 

(online) 

Infrared 

(sensor) 

Bluetooth 

(connect) 

Hello Barbie  Yes Yes Yes No Yes  No No 

hereO GPS watch  No No No Yes Yes Yes No 

SCTMonkey  Yes Yes Yes No Yes No Yes 

CognitToy Dino No Yes Yes No Yes No Yes 

My Friend Cayla  Yes Yes Yes No No No Yes 

Zenbo  Yes Yes Yes No Yes No Yes 

SCTPanda Yes Yes Yes No Yes No  Yes 

Sphero BB-8 Yes Yes Yes No Yes Yes Yes 

Table 1.1 Different SCTs and Sensors for Data Collection and Processing  Features [23] 

Figure 1.3 presents an example of SCT “Google Toy” with its sensors integrated into a home 

network [56]. On May 21, 2015, the United States patent office published a Google Inc. patent 

application for a SCT that can listen for verbal cues and can control other connected devices in a 

home [62]. The patent describes the devices as an "anthropomorphic device" in the form of a doll 

or toy with embedded motors that would enable it to both move their heads and limbs and appear 

to open and close their eyes [62].  
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Figure 1.3 Google’s SCT Patent Architecture Diagram (Source: Adapted from [56]) 

 

Such integration of SCTs with functionalities, as presented in figure 1.3, allows collection, 

processing, transmission and storage of Personal Identifiable Information (PII), interaction data, 

and context data raises serious privacy, data security, and child safety concerns that can be 

minimized through a well-defined privacy preservation framework as presented in this work.  

As per NIST[61], PII is defined as “any information about an individual maintained by an 

agency/organization, including: (1) any information that can be used to distinguish or trace an 

individual's identity, such as name, social security number, date and place of birth, mother's maiden 

name, and biometric records; and (2) any other information that is linked or linkable to an 

individual, such as medical, educational, financial, and employment information.” More details on 

PII is provided under section 1.2.1 “Children’s Personal Identifiable Information (PII) growing 

target for Identity Thieves.” The importance protection of data such as PII is a good indication that 

SCTs have unique privacy requirements considerations; which include specific needs for child 

privacy, the security of the mobile device (which may connect with other physical toy 

components), and the trust relationship between the child and the SCT. In consideration of the 

significant collection of data through child created play data, PII collected by SCT makers, and 

contextual data generated by the SCT; any misplaced security control mechanism(e.g. access 

control) within the SCT security infrastructure can lead to improper disclosure of a child's data. 

Such disclosure puts potential child safety at risk (e.g., abduction or death - In a case where a child 
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GPS coordinate can be identified by a malicious person, etc.). Furthermore, the trove of 

information about the child can be used to commit other computer crimes such as identity theft, 

etc. Not only must the security requirements for designing SCT be unique; it must meet 

information security and privacy best practices, principles, and be compliant with any privacy law 

of the jurisdiction, the SCT is available for sale. For example, SCT sold within the USA must 

comply with the Children's Online Privacy Protection (COPPA) legislation, which protects 

children's privacy [43].  

Referring to the COPPA legislation, PII which needs to be protected includes: full name, home or 

other physical address, email address or other identifier that permits someone to contact a person 

directly (e.g., Instant Messenger Identifier, Video Chat Identifier, etc.), screen name or username 

where it functions as online contact information, telephone number, Social Security Number 

(SSN). Other information includes a persistent identifier, a processor or device serial number, or a 

unique device identifier, a photo/video/audio file containing a child’s image or voice, and 

geolocation information sufficient to identify a street name and city or town [6]. Any exposure of 

the listed PII can lead to identification of the child  or the location of the child, which can result in 

an unsupervised and inappropriate contact, threaten the child’s safety. Figure 1.4 provides a sample 

list of PII that can be collected about a child and parent through the registration and use of SCT 

[37]. The privacy of children’s information has now become a growing concern. Rafferty et al. [2], 

Hung et al. [222] and McReynolds et al. [11] discuss the privacy problem as a critical issue with 

respect to SCT use. 

 

Figure 1.4 Composition of Personal Identifiable Information (Source: Adapted from [37]) 
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In using SCT the child’s sensitive data, such as context data (GPS location coordinates), and the 

PII provided by their parents or guardians, can be linked to the child’s location ultimately raising 

concern for the child safety. Children provide a unique user base that requires special attention in 

several critical areas related to their privacy. First, it is widely accepted in most jurisdictions that 

a child’s data is considered particularly sensitive and should be treated with extreme care [43]. 

Online privacy for children is a major concern, particularly in a situation where a child is using 

SCT, and his or her location can be shared with other parties [20]. Sexual solicitation and Internet-

initiated offline encounters, which SCTs can provide an avenue for, are a significant issue for the 

online safety of children. The USA’s Department of Justice National Sex Offender public website 

indicates, “1 in 25 youths received an online sexual solicitation in which the solicitor tried to make 

offline contact [53]”. This risk is increased with the possibility of a potential solicitor becoming 

aware of the child’s location or historical location patterns whiles using SCT.  

Second, children also take up a large segment of the consumer population and are of interest to 

market researchers who may attempt to collect their personal data and usage patterns for targeted 

advertising [16]. Third-party advertisers can infer a considerable amount of information about a 

child based on their location and other context information, collecting detailed behavioural profiles 

that may be used for unknown or unwanted purposes. With all of these privacy and safety issues 

in consideration, there is a requirement for a meaningful way of addressing security and privacy 

requirement of the system, which supports the architecture and functionality of SCT.  

1.1 Current Smart Connected Toy Landscape  

Most SCTs on the market have restrictions on the type of questions they can answer and usually 

will not answer a question regarding mature content [15]. For example, Mattel’s Hello Barbie with 

ToyTalk.com technology has limited canned responses, while CogniToys’ Dino uses IBM Watson 

to respond to arbitrary questions with limitations [11]. With this limitation on the questions, 

children can ask. There is also a limitation on the mechanism of providing feedback to the parents 

of the child’s behaviour in a situation where the child’s SCT makes a mature content inquiry. 

Although such lack of feedback on activities between the toy and the child may be concerning to 

the parents, ongoing research works within the toy computing arena demonstrate that 

anthropomorphic design results in higher engagement and trust for users [4,77]. The 
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anthropomorphic design leads children to engage with SCTs as their trusted confidant 

unconsciously and could result in asking a sensitive question and sharing very intimate information 

about the family. A combination of trust for the SCT and lack of understanding of some of the 

toy’s functionalities can lead children to divulge vital personal and family information to the toy, 

which then may be synchronized to an extensive resource like the Cloud. A study by McReynolds 

[11] found that children are often unaware that the toys record what is said to them. Because of 

the SCT Internet connectivity function, it faces the same risk (threats and vulnerabilities) as any 

other IoT device. The threats and vulnerabilities are high for SCT, in particular, because the device 

is often always on, blending into the background until needed [11]. This creates a privacy 

vulnerability of users’ data within most of the current SCTs on the market.  

The significant interest in SCT can be demonstrated through the demand in the market sphere. In 

the United States, retail sales of Toys in 2018 was approximately $27 billion. The total economic 

impact of SCTs in the United States economy set to $110.9 billion [12]. The interest in these 

devices has piqued the attention of cybercriminals, who continues to develop exploits to take 

advantage of SCT vulnerabilities. For example, according to ESET (an IT security company that 

offers anti-virus and firewall products), one of the five most devastating attacks which occurred in 

2015 include a hack into a SCT manufacturer VTech [13, 31]. VTech, a consumer electronics 

manufacturer, which specializes in educational SCTs and other technology for children, was hit 

by a devastating data breach in November 2015 affecting approximately 6.4 million children and 

4.9 million customers (parent) accounts worldwide [13]. The compromised data included child 

profiles (names, genders and birthdays), passwords, IP addresses, download history, gender, date 

of births, and photographs. Although the culprit for the VTech hack was arrested, the data released 

is still available on the Internet; and can potentially be used for malicious activity against these 

families. Unfortunately, this attack is not an isolated incident or unique. Security researchers 

continue to identify SCT vulnerabilities, which can lead to a privacy breach. There have been a 

number of instances in which companies affiliated with SCTs who fail to take due diligence in 

deploying a security framework that protects PII, play data, or context data. Other SCT identified 

breaches include Fisher-Price SCT Bear R7-2015-27, Improper Authentication Handling (CVE-

2015-8269), hereO GPS Platform - R7-2015-24, Authorization Bypass, and Hello Barbie – Poodle 

Attack [13].  
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1.2 Motivation - Importance of SCT Security and Privacy  

Children’s privacy, in general, should be assessed focusing on concerns relating to the release of 

confidential and sensitive information belonging to a child; and the state of vulnerability, such a 

release of information can put the child. Although we cannot easily assign any intrinsic value to a 

child’s data, we can deduce the instrumental value. The instrumental value of a child data comes 

from the premise that it is an individualized, independent commodity, and can be viewed in terms 

of something that can have diminishing privacy. It is constructed from the spatial zone of the child, 

which can be intruded by someone. Privacy zone concerns the intrusion of someone’s defined 

physical space without the explicit consent of the person [153]. 

SCTs have various functions, but detrimental to users’ privacy is its ability to gather location 

information and record both video and audio feed-interaction data. The location data and part of 

the recorded information can be composed of important intimate detailed information from the 

user of the SCT without suspicions. Figure 1.5 shows a demonstration of My Friend Cayla SCT 

having a conversation two girls. This interaction can result in the children disclosing very intimate 

information about their activities to My Friend Cayla SCT. This information will be transmitted 

back to the SCT manufacturer and subject to a privacy breach. 

 

Figure 1.5 My Friend Cayla Smart Connected Toy (Source: Adapted from [38]) 
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While parents continuously strive to ensure their child’s physical and online safety, they may wish 

to understand and be in control of how their child's’ PII, interaction data, and context data arebeing 

shared through the SCT device. The primary protection children have on the Internet is parental 

guidance and supervision [16] but considering the varying degree of SCTs and varied 

functionalities, it is challenging for a parent to monitor ongoing activities while the child is using 

the SCT. As per Pew Research Center and Berkman Center for Internet Society at Harvard 

University, most parents in the USA are concerned about their children online privacy, yet do not 

have a clear understanding of what they can do about it, and how they can identify violations when 

it comes to their children’s information [4]. Some of the main concerns relate to child interaction 

to strangers online, and the data packaged about children's online behaviour or PII sold to 

advertisers or others [4]. Regarding usability, parents sometimes have less understanding and 

knowledge of the Internet and mobile devices than their children have and are not aware of what 

they can do to protect their children’s privacy. The convergence of mobile devices, like SCTs and 

Internet services, makes parental oversight more difficult. This is further complicated by a parent’s 

inability to understand these devices enough to implement privacy controls for their child 

effectively. Privacy controls, if properly implemented and configured by the parent to select 

preferences or enable policies to prevent their children from allowing their data to be collected 

from services. However, in most cases, parents face challenges related to reviewing privacy 

policies of applications that they or their children may be using [151].  

A privacy policy often expresses clearly and concisely what the data protection mechanisms are 

trying to achieve. The challenge is for SCTs to be embedded with privacy controls that enforce the 

privacy policy stated by the parents/guardians. A study by Chin et al. [17] of 60% of participants 

finds out that users are highly likely to install free applications and place a higher value on other 

user reviews than of privacy policies and End User Level Agreements (EULAs). In addition, users 

often have more dangerous tendencies on their mobile behaviour than they do on a computer or 

laptop. When reviewing privacy policies, parents are likely to face difficulty in reading and 

understanding the policies. Felt et al. [18], in their study, find out that only 17% of participants 

paid attention to permissions during application installation, and only 3% could correctly answer 

permission comprehension questions. It can be inferred from Felt et al. [18] result that, many users 

do not understand the permission warnings that they receive on their mobile devices. This is a 

considerable disadvantage to the current permissions system and illustrates the need to improve 
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the usability of privacy protection systems. It is understandable that parents will run into similar 

issues with comprehension of privacy practices regarding their children’s SCTs. It is crucial that 

parents/guardians are able to understand and correctly control their children’s PII.  

A privacy-preserving framework can serve as a necessary blueprint to allow SCT stakeholders to 

efficiently and effectively set preferences to control and protect children’s information and comply 

with set children’s privacy legislation. The motivation behind this thesis includes helping to 

address child safety and privacy concerns when the SCTs can disclose child real-time location data 

and historical data; which can be used to predict child movement, privacy absence, and co-location 

data. In dealing with context data of SCTs, the idea is to consider ways of protection of childhood 

innocence, safety, and privacy while building trusted SCTs without stifling innovation. The 

following Sections 1.2.1 to 1.2.4 provide details on the motivation and the importance of SCT 

privacy.  

1.2.1 Children’s PII - A growing target for Identity Thieves 

Children PII collected by SCT can leave a child vulnerable to identity theft resulting in severe 

consequences. The main challenge of how we address safety and privacy concerns result from over 

the collection of PII, and the lack of information assurance making it more appealing for hackers 

to seek such information. In some advanced countries, personal information is legislated and 

categorized as sensitive data with the provision of protection under the law. For example, in the 

United States, health information is protected under the Health Insurance Portability and 

Accountability Act (HIPPA). There are severe financial penalties for companies who fail to 

comply with HIPPA. Like HIPPA (health data), the Children Online Privacy Protection Act 

(COPPA) subjects children’s data to the same adverse penalties for an organization that fails to 

protect children's data in their care.  

The rise of interest in children's data by hackers results from lax security mechanisms in SCTs 

(including other children platforms), which make the child’s PII more vulnerable to breaches and 

theft. Typically, parents do not scrutinize children's data; as such, not checking the credit bureau 

files of their children to review for potentially ongoing financial fraudulent activities under the 

child's name. Because hackers are aware of such lack of effort on an average parent to spot fraud, 

it makes children PII an appealing target for a hacker. The hacker can continue to use the child’s 

information for a more extended period before the child on his or her own is of age and applied 
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for some form of credit., where he or she will find out of possible fraudulent activities from prior 

years. As per the United States Federal Trade Commission (FTC) 2017 report, identity thieves can 

use a child's Social Security Number “to apply for government benefits, open bank and credit card 

accounts, apply for a loan or utility service, and even rent a place to live [30].” Figure 1.4 shows 

information generally collected from parents and children considered as part of PII, which has 

become a growing interest of hackers.  

There is a protracted market for buying and selling of children’s PII [30]. Children’s PII can be 

packaged and sold to a legitimate third-party company, with interest in advertising to kids, or 

packaged and sold the highest bidder [30]. During such transaction, cybercriminals who have 

acquired data through a breach of SCT, security controls, usually are in for the true highest bidder 

and do not know who the purchaser is; be it a pedophile, who causes harm to children, or an 

organization intending to advertise inappropriately to children. The insatiable demand for 

children’s information is also driven by the attractiveness of the longevity of the data. Technically 

the identity thief or to the person who bought such information online will consider the child’s 

identity is a “blank slate” that can be fraudulently used over an extended period without any 

possible detection [34]. Children’s PII can also be used in “phishing” schemes to trick a victim 

into revealing additional personal data [31]. There can be further consequences as the hacker can 

use a child’s personally identifiable information as an advantage to exploit a family by threatening 

inappropriate contact, sexual exploitation, or abduction of a child to collect the ransom. 

There have been numerous studies, which have established the fact that large numbers of children 

are becoming victims of identity theft. For example, a study by ID Analytics [35], a consumer risk 

management company, approximated that identity thieves [35] victimize about one hundred and 

forty thousand (140,000) children each year. In addition, in 2011, Carnegie Mellon conducted a 

study (only one of the few studies of its kind) that found that about forty thousand (40,000) children 

enrolled in an identity protection services, approximately 10.2% had someone else using their 

Social Security Number (SSN), comparatively to about 51 times the rate for adults [36]. Similarly, 

a 2012 study by AllClear ID (an identity and credit monitoring service), found that children are 35 

times more likely compared to adults to be victims of identity theft. Their study found that the 

growth rate of identity theft among children under the age of five had more than doubled [37]. 

This proves that children PII is a viable target for cybercriminals, and as such, a justified 
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motivation for this thesis work to present a privacy preservation framework, a conceptual model, 

which can help to minimize the probability such data can be compromised with via the use of SCT.  

1.2.2 Child Safety - Privacy Concerns of Children  

As SCTs increase in functionalities, it has become even more challenging for parents to determine 

the privacy requirements needed to protect their children’s data. Although most parents may be 

uncertain about what composition of privacy is in relation to the use of SCT, every parent cares 

about any privacy infringement, which can introduce potential harm to their child. This premise 

can be simply tested by asking parents the question “Will you allow your child to use a SCT if it 

exposes his/her location and other information to a neighbourhood child molester?” As such, the 

topic of privacy infringement relating to a possible breach of child privacy becomes crucial, 

requiring an urgent solution in addressing information privacy goals.  

Hung and Cheng [25] define information privacy as “an individual’s right to determine how, when, 

and to what extent information about the self will be released to another person or to an 

organization.” PII is any type of information that can be linked to an individual, including their 

activities, preferences, history, conversations, etc. In a mobile environment, PII also likely to be 

gathered from context data. The expectation of privacy is a common and legislated, yet a 

personalized notion, which can be subjective based on preference. Privacy can be easily influenced 

by culture, context, or other factors. SCT privacy-related issues can be considered as a marriage 

of informational and territorial privacy [157]. We focus on territorial privacy, which refers to the 

right of privacy over our home (including content like SCT), and the legal right to protection 

against unlawful Government search and seizure [157].  

Most children are not able to make an informed decision on how and when to use technology and 

understand the implication of the type of information they provide during the use of the technology. 

Children often have little understanding or any regard for the privacy of their information and are 

more likely to act in spontaneous ways [22]. The usage behaviour of children indicates that they 

are more open to giving out sensitive personal information, which makes issues of sharing 

children’s information a significant concern. There is a fluctuating level of comfort and knowledge 

with technology and online activities among children; where usage and online behaviour differ 

according to their age, development level, and frequency of use [22]. Children may lack the 

maturity to appreciate the broader social and personal consequences of revealing or agreeing to 
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share their personal information online. Younger children lack the skills and confidence in areas 

of Internet use; which is especially important for safety [22]. This exposes children to the risk of 

misuse, privacy violation, and potential physical or psychological harm. The understanding of the 

concept of privacy for children, relating to the SCTs they use and possible privacy compromises, 

which can result in harm, is a critical concern. It is therefore important that we do everything 

possible to assure and mediate any interaction with SCT, which can lead to a breach of privacy.  

Considering the possible dire outcome of breach of confidentiality within SCTs, it is vital that SCT 

functionality which stores, processes, or transmits data are protected from privacy violation 

resulting in the release of sensitive data of children, including location information. As SCTs have 

become “smarter” and more prevalent, security vulnerabilities of these devices have increased as 

well as the likelihood of being hacked. Amongst many of the current SCTs on the market, there 

have been increasing functionalities that add value (educational or productivity); yet many SCT 

manufacturers have failed to adequately provide a mechanism to prevent security attacks leading 

to compromise of PII, interaction data, and context data [13]. Security researchers [13, 31,40] 

continue to identify vulnerabilities in SCTs, which have the potential to lead to a breach of privacy. 

Some of the recent key vulnerabilities identified include Fisher-Price SCT Bear R7-2015-27 

“Improper Authentication Handling (CVE-2015-8269),” hereO GPS Platform - R7-2015-24 

“Authorization Bypass,” and Hello Barbie “Poodle Attack” [13]. Because of such vulnerabilities 

in the mechanism, design and implementation consented effort to minimize any privacy and 

security problem related to SCTs’ data storage, processing, or transmission. 

There have been strides made in the mainstream media, academic environment, and society, in 

general, encouraging the manufacturers of IoT devices, such as SCTs, towards incorporating 

security and privacy mechanisms into devices [4]. Despite this initiative, recent trends on 

vulnerabilities of IoT devices, like SCTs, show an increase in exploitation of security weakness in 

software or firmware running on these devices. Not only that, but there is also known process 

integration on these devices, which can expose private information or allow a hacker to deduce 

information sufficient to breach a user’s privacy. McAfee Labs (a threat research division of 

McAfee and one of the worlds’ leading sources for threat research and cybersecurity thought 

leadership) predicted that IoT devices would rapidly push the boundaries of current privacy 
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exposes gaps in privacy laws and resulting in severe consequences such as breaches to IoT devices, 

which can include SCTs [28]. Some of the prediction consists of: 

I. IoT, such as SCTs, will significantly reduce consumer privacy. There is an extensive 

amount of IoT devices (e.g., SCTs) that are constantly watching, listening, recording, 

accumulating, and otherwise paying close attention to consumer actions. In many cases, 

users of IoT devices such as SCTs by nature of subscribing to a service or using the devices 

open themselves up to be easily tracked both through location and activities performed on 

the IoT devices.  

II. Device makers will continue to make rookie mistakes as they IP-enable products such as 

SCTs. Although there are many reasons why an organization might be interested in 

enabling IP, the core rationale is to improve efficiency and to collect data about device 

usage. Some manufacturers of, for example, SCT devices have little or no prior experience 

with Internet-connected devices. As a result, many will make rookie mistakes and 

insecurely deploy IP enabled devices in a hostile environment where vulnerabilities are 

easily identified and exploited. 

III. The threat of IoT attacks is real, but opportunities for profit-seeking criminals are still 

unclear, but within the next four years, there will be room for financial motivation.  

IV. Aggregation points, where data from devices is collected, will also be a prime target. 

V. Growth in the number and variety of IoT devices will break some Cloud security models. 

VI. Laws will lag behind IoT device technology and its adoption, giving rise to litigation. 

VII. IoT device security will become an important buying criterion for businesses, while 

privacy will become a more important buying criterion for consumers (e.g., convenience, 

improved encryption, device anonymity.). 

As functions such as cameras and microphones are integrated into SCTs, information collected by 

the SCT continues to become increasingly intimate and can be correlated with other data collected 

from other devices within a home network for further context extraction. The primary mission of 

the SCT privacy program is to ensure SCT data and the systems that house them remain safe [26]. 
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Based on this, it is essential for organizations who build SCTs to make consented efforts to scope 

their legal and ethical responsibilities in the protection of SCT systems and children data. The 

security of any information asset relies heavily on managerial, technical, and operational controls 

to provide assurance [27, 204]. 

Child safety is critical to the point that there have been cases where the government has deemed 

the issue of child privacy so critical as to ban the use of SCT, forcing manufacturers to respond 

and address such concerns. For example, in 2017, the German government banned “My Friend 

Cayla” (Figure 1.5) a Smart Connected Doll as an espionage device [29]. Within the same year, 

Genesis Toys, the company that manufactures and sells “My Friend Cayla” faced legal troubles in 

the USA as well. Privacy and consumer advocates filed a complaint with the Federal Trade 

Commission [29]. After this incident, some countries issued a warning on the presence of such 

devices in the home. For example, the Norwegian Consumer Council released a video warning 

about the doll's vulnerabilities [29]. Such privacy concerns have shown light continuously and 

consistently; especially when it comes to the privacy and potential safety of children. All the issues 

discussed above reiterate the possible safety and privacy concerns for children, motivating the 

need for a privacy preservation framework as presented in this thesis work.  

1.2.3 Vulnerabilities and Changing Threat Landscape for SCT  

Global sales of traditional toys such as dolls, action figures, and role-playing games are either flat 

or shrinking [38]. As a result, many traditional toy companies are leveraging on-demand for SCT, 

by integrating technology into traditional toys without incorporating information security best 

practices, which assure confidentially and integrity of the systems as part of the overall product 

development lifecycle. Secondly, there is an increasing expectation of getting this new SCT to 

market quicker, which results in taking shortcut in security and privacy measures and processes 

during development. Software built to allow toys to interact with the child may be prone to 

significant unknown vulnerabilities, which can be exploited by a hacker. Such incidents of reported 

hacked IoT devices include Mattel’s Hello Barbie doll [32, 47], fridges, baby monitors [48], and 

CCTV IP based Cameras [49]. Using a malicious media file, Karpow et al. [50] demonstrate a 

proof-of-concept attack against an IoT device such as Samsung Smart TVs. Karpow et al. [50] 

exploit known vulnerabilities of the media player for Smart TV. Such vulnerability can open a 

floodgate that can allow an attacker to perform lateral movement across trusted devices on the 
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network remotely, and access data across the network. For example, security researchers from Pen 

Test Partners found several flaws in the firmware of BB-8 Star Wars smart toys [54]. Similarly, 

security experts from Rapid7 discovered that they could harvest personal data about children and 

their parents from Fisher-Price smart toys and hereO GPS kids' watches [54]. Matt Jakubowski, a 

security researcher, during an interview with NBC, in 2015, admitted that he hack the Hello Barbie, 

and extract enough personal information to track down someone's home location [55].  

Notwithstanding the exploits mentioned above, there have been documented cases of other IoT 

attacks, and a demonstration of an increasing persistent desire by attackers to develop malware, 

which exploits IoT devices like SCT. One example that had a global impact is the Mirai botnet of 

2016; which affected and reached almost every country [46]. The designer of the Mirai malware, 

especially exploited vulnerabilities within IoT devices and used affected IoT devices as a botnet 

to perform Distributed Denial of Services (DDoS) against other targets. Although this attack was 

not intended to affect the confidentiality, or availability of the infected IoT device, it demonstrated 

methods in which an attacker can exploit and infect IoT devices on most of the home network for 

the purpose monitoring or gathering information necessary to launch other dubious attacks in the 

future. Some of the recent breaches affecting SCT devices include: MongoDB data breach 

allegedly leaks and ransoms millions of kid’s voice recordings [51]; CloudPets suffered a breach, 

which exposed 2.2 million voice recordings of children and parents along with email addresses 

and passwords [52]. Below are some SCT products and other IoT devices with their related 

vulnerabilities, which may have an impact on children’s privacy as follows. 

1.  Fisher-Price Smart Toy® 

 

Figure 1.6 Fisher-Price SCT (Source: Adapted from [40]) 

The Fisher-Price Smart Toy, Figure 1.6, is an innovative line of digital stuffed animals that provide 

both edutainment (educational and entertainment) options for children. Although this SCT works 
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without Internet connectivity, the ability to connect to the Internet provides enhanced capabilities. 

A vulnerability was reported to the Common Vulnerability and Exposure (CVE) website under 

vulnerability R7-2015-27: Improper Authentication Handling (CVE-2015-8269). Security 

researchers [40] identified the vulnerability thorough analysis of the SCT components (e.g., 

hardware, software, and network), and found that many of the platform’s Web service Application 

Programming Interface (API) calls were not verifying the “sender” of messages. In essences, this 

vulnerability can allow an attacker to send requests and access information such as [40]:  

I. Find all customers (sequential integer), which provides a list of those customers' toy details 

(e.g., toy ID, toy name, toy type, and associated child profile); 

II. Find all children's profiles, which provides their name, birthdate, gender, language, and 

which toys they have played with;  

III. Create, edit, or delete children's profiles on any customer's account, which will be 

displayed within a parent's mobile application; and 

IV. Find the status of whether a parent is actively using their associated mobile application or 

if a child is interacting with their toy.  

 

2. hereO GPS Platform 

The hereO GPS, Figure 1.7, platform provides a connected means to keep sight on users’ locale 

and activities. An authorization bypass vulnerability was identified within the platform's Web 

service (API) calls related to account invitations not adequately shielded from manipulation. An 

attacker can use a pawn account, send a request for authorization to a target family's group with 

minimal notification, and be able to identify a child’s location and activities [40]. Table 1.2 

presents other vulnerabilities found in similar IoT devices, which have an impact on children. 

 

Figure 1.7 hereO GPS Platform Watch SCT (Source: Adapted from [40]) 
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Device Name Vulnerability 

iBaby M6 Vulnerability R7-2015-11.1 - Predictable 

public information leak (CVE-2015-2886): 

The Web site ibabycloud.com has a 

vulnerability by which an authenticated user to 

the ibabycloud.com service can view camera 

details for any other users, including video 

recording details, due to a direct object 

reference vulnerability [41]. 

iBaby M3S Vulnerability R7-2015-11.2 - Backdoor 

Credentials (CVE-2015-2887): The device 

ships with hardcoded credentials, accessible 

from a telnet login prompt and a UART 

interface, which grants access to the 

underlying operating system. Those 

credentials are an administrator for username 

and password [41]. 

Philips' Cloud service Vulnerability R7-2015-12.2 - Reflective and 

Stored XSS (CVE-2015-2883): A Web service 

used on the backend of Philips' Cloud service 

to create remote streaming sessions is 

vulnerable to reflective and stored XSS. 

Subsequently, session hijacking is possible 

due to a lack of an Http Only flag [41]. 

Summer Baby Zoom Vulnerability R7-2015-13.1 - Authentication 

Bypass (CVE-2015-2888): An authentication 

bypass allows for the addition of an arbitrary 

account to any camera, without authentication 

[41]. 

Table 1.2 Provides Identified Vulnerabilities of SCT and Other IoT Devices 
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These incidents described above and represented in Table 1.2 illustrate the need and motivation 

for presenting a privacy preservation framework, which can minimize risk to child privacy 

violation, and resulting safety concerns.  

1.2.4 Legal Concerns (Statutory Protections for Children’s Information) 

Many countries have safety standards and regulations limiting the types of toys that can be sold 

within their markets. Generally, these measures are in place to protect the safety of the public, 

especially children [4]. For example, in Canada, according to “Industry Guide to Health Canada's 

Safety Requirements for Children's Toys and Related Products,” toys containing lead cannot be 

sold in stores [14]. Such restrictions to keep children safe from mechanical hazards, flammability 

hazards, microbiology hazards, etc. Similar standards or requirements exist in Europe and the 

USA, which primary goal is to protect children’s physical safety. While there have been many 

efforts by governments and international organizations, such as the United Nations Children’s 

Fund (UNICEF), and legislation such as COPPA in the United States, which encourages the 

protection of children data online, there is currently no standard privacy protection framework for 

SCT [15]. 

In most jurisdictions across the globe, children are protected by international regulations such as 

the United Nations Convention on the Rights of the Child (CRC), which protects children from all 

forms of violence, exploitation, abuse, and discrimination. These protections ensure that the child’s 

best interest is the primary consideration in any matter affecting children [4]. Few countries have 

developed internal legislation or laws to address the privacy of children as a measure of protecting 

the exploitation of children. In places like Canada, Information privacy laws such as the Personal 

Information Protection and Electronic Documents Act (PIPEDA) have been developed to protect 

the online privacy of users, including children [4]. While this legislation was not specifically 

designed with a focus on children’s privacy, PIPEDA governs how personal information can be 

collected, used, and disclosed for all ages. In this instance, any SCT manufacturer who intends to 

sell devices in Canada must abide by the policies as set in PIPEDA; which is based on the 10 

principles of privacy outlined in the Canadian Standards Association’s (CSA) Model Code for the 

Protection of Personal Information [59], and has been recognized as a national standard since 1996 

[42]. Although Canada does not have legislation targeting children’s privacy, which directly 

targets toys, it has multiple acts, which protect personal information to some degree; by which any 
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design of SCT must consider. An example of such privacy acts in the province of Ontario, Canada 

devices in Table 1.3.  

# Statute Year Abbreviation Sector Application Data 

Type 

1. Privacy Act 1983 Privacy Act Public Federal 

government 

Employee 

PII 

 

 

2. Freedom of Information and 

Protection of Privacy Act 

1987 FIPPA Public Provincial 

government 

PII 

3. Municipal Freedom of 

Information and Protection of 

Privacy Act 

1991 MFIPPA, or 

M/FIPPA 

Public Municipal 

government 

PII 

4. Personal Information Protection 

and Electronic Documents Act 

2000 PIPEDA Private Commercial 

Activities 

PII 

5. Personal Health 

Information(PHI) Protection 

Act 

2004 PHIPA Healthcare Healthcare PHI 

Table 1.3 Privacy Legislation in Ontario [157] 

The first legislation, which targeted protection of children’s information, is the United States 

COPPA, which was enacted by Congress in 1998 [43]. This law was enacted to limit the collection 

of personally identifiable information for children under 13years. This legislation requires 

companies to make available complete privacy policy, notify parents directly about their 

information collection practices, and obtain verifiable parental consent before collecting personal 

information from their children or sharing it with other entities. In June 2017, the US Federal Trade 

Commission updated COPPA to include SCTs [60]. Although such legislation exists, compliance 

by companies is inconclusive [43]. To attest to some of the legislative compliance on COPPA by 

companies, the US Federal Trade Commission surveyed approximately 144 websites that 

primarily targeted children. The finding illustrates there were several delinquencies in other 

provisions of COPPA [44]. As part of the survey findings, for example, half the sites did not 

publicize that the company is not allowed to condition a child’s participation in an activity [44]. 
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They also did not disclose more personal information than deemed necessary for the activity; as 

well as informing parents of their right to review, delete and refuse further collection and use of 

their child’s personal information [44]. Such failures have led to several fines against companies, 

which is discussed extensively in Chapter 3.  

The United States is not the only major country that has a statutory requirement for anyone dealing 

with children’s privacy. Within the European Union, SCTs manufacturers need to comply with the 

European Union General Data Protection Regulation (GDPR). GDPR contains a section, which 

strictly provides privacy protection for children’s data, and requires stringent integration of 

security functionalities into the SCT to protect children’s privacy; but as argued by the toy industry, 

reduces their ability to obtain the necessary data to improve functionality SCT in order to provide 

personalized individual children’s experiences [44]. Some of this statutory requirement requires 

building on a security framework that calls for children’s data anonymization, which hinders some 

of the toy companies’ appetite from selling children’s data.  

Although there are statutory requirements in some countries like the United States, and the 

European Union, the lack of targeted regulation in most other countries means that toy companies 

can self-regulate with limited oversight. Generally, such a lack of punitive damages implies that 

companies will not be motivated to take children’s privacy seriously and will continue to deploy 

SCT without serious consideration of security. An example of how self-regulation will work is to 

consider in the USA, Children’s Advertising Review Unit (CARU) of the Better Business Bureaus 

is a US self-regulatory agency that reviews TV, radio, comic books, and Internet advertising for 

truth, accuracy, and sensitivity to children’s susceptibility. When an advertisement is found to be 

misleading, CARU seeks change only through voluntary cooperation. There are no punitive 

damages to companies that violate self-governing regulations.  

Other initiatives such as the European NGO Alliance for Child Safety Online (eNASCO) have 

been undertaken to provide an online environment, which is safe and age-appropriate and to help 

children to be empowered and engaged in the online environment [56]. Organizations such as ITU 

and UNICEF have been working to promote digital citizenship among children and develop 

products and platforms that facilitate children’s positive use of technology. As per Westin [57], 

“each individual is continually engaged in a personal adjustment process in which he balances the 

desire for privacy with the desire for disclosure and communication of himself to others.” Several 
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other works, such as Chakraborty et al. [58] iterate the competing goals of utility versus privacy. 

A popular theme in toy industry guidelines indicates a need for a balance between children’s right 

to protection from violence, sexual abuse and exploitation, and the right to information access, 

freedom of expression, privacy, and non-discrimination [63]. As per the toy industry view, the 

measures for protection must also not be overly restrictive for the child or other users. They argue 

that it is possible for some measures to challenge current business models, reduce the 

competitiveness of a company, or threaten other freedoms currently observed online. The Toy 

Industry Association (TIA) [63] has raised concerns that restrictions could limit the ability for toy 

companies to obtain necessary data to analyze and improve the content, allow children to enjoy 

personalized but anonymous online experiences, and benefit from the ability to offer targeted 

advertising on their e-commerce and adult sites [63]. We expand the discussion on privacy 

legislation in Chapter 3 to analyzes selective global legislation that impacts children privacy 

1.3 Hypothesis, Problem Statement & Privacy Framework Conceptual Model  

The following section provides information about the hypothesis of this thesis, the problem 

statement, and the privacy preservation conceptual model architecture.  

1.3.1 Hypothesis  

This dissertation looks at the relationship between SCT data collection, processing, and storage; 

and possible privacy violation resulting lack of privacy controls to protect user data. We assess the 

hypothesis that SCTs are subject privacy violations due to inherently vulnerabilities resulting from 

lack privacy controls within SCT architecture, which can lead to safety concerns for children. 

Lastly, we assess that Petri-Nets as a formal data flow model, for modelling privacy preservation 

for SCTs is theoretically acceptable and favourable over other traditional approaches such as Data 

Flow Diagrams and Privacy-Aware Data Flow Diagram.  

1.3.2 Problem Statement  

Nowadays, most children are part of the stakeholder group who uses information systems, such as 

SCTs, that handle sensitive information. SCTs are starting to be ubiquitous in North America and 

are built as part of IoT technology with the potential to collect terabytes of sensitive personal, 

contextual, and usage information; introducing ever-increasing privacy, confidentiality, and 

serious safety concerns in cases where a hacker can compromise the device. The challenge of 
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securing the process, transmission, and storage of data is amplified by the ongoing introduction of 

new devices onto the market without having an industry-wide accepted privacy framework to 

minimize violation of core cybersecurity principals such as confidentiality, integrity, and 

availability, which can lead to privacy violation and safety concern. Children must be protected 

from violence, sexual abuse, and exploitation resulting from the use of SCT. A report from the 

Pew Research Center and Berkman Center for Internet Society at Harvard University indicates 

that most parents in the United States are concerned about their children's online privacy and safety 

[64]. Some of the main concerns relate to child interaction with strangers online, and the data 

packaged about children’s online behaviour or PII sold to advertisers [64]. The main challenge is 

how to address privacy concerns this SCTs that poses a safety concern due to lack of information 

assurance of collected, transmitted, and stored data transacted by SCT.  

We investigate the seriousness of privacy implication relating to the use of SCTs. It provides a 

survey of privacy issues within the domain of SCT, discusses managerial perspectives (privacy 

legislation, etc.), and finally presents a privacy preservation framework that focuses on a Petri-

Nets data flow modelling as part of a solution to minimize privacy violation. Part of our solution 

emphasizes on the building of a privacy impact assessment that integrates the information privacy 

best practices for stakeholder, which can be employed as part of privacy assurance for children 

using SCTs as well as a measure for conducting privacy impact assessment for legal compliance 

requirements where statutory legislation such as COPPA exists. We assume that the toy 

manufacturer has an official privacy policy and complies with it in privacy laws required by law. 

The acceptable threshold for privacy in relating to SCTs is parental or guardian choice on behalf 

of the child, usually informed by the guardian/parents’ societal, environment or culture, tradition 

and value placed on the type of information in question.  

1.3.3 Privacy Preservation Framework Conceptual Model  

The goal of this thesis work is to present a privacy preservation framework, which will address the 

issues of privacy and safety without impeding advances in the functionalities of the SCTs, or its 

capacity as a conversational agent to establish trust with a child or even his/her parent. The various 

chapters in this thesis combine to address the unique requirements for smart connected toy privacy. 

The privacy preservation framework conceptual model includes a systematic privacy impact 

assessment table in Chapter 3, a context data model in Chapter 4, and a privacy-preserving data 
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modelling with Petri-Nets in Chapter 5. The context data model is an abstract model that organizes 

elements of data and standardizes how they relate to one another, and to extract properties of the 

related entities in SCTs based on eXtensible Markup Language (XML) and context ontology. The 

privacy preservation framework is depicted by Petri-Nets to identify privacy violations based on 

specified privacy policies.  

In constructing the Petri-Nets privacy-preserving data modelling technique, we provide an 

integrated modelling technique that assures that all data processed, transmitted, or stored is safe 

from privacy violation based on our Petri-Net properties and privacy element. We present Petri-

Nets data flow model including standard real-life situational environment, with all neighbouring 

device zone, which is part of the network the SCT is connected to (e.g., Home Wi-Fi). Data 

including context data (such as geo-location), PII (name, age, gender, and address), and directly 

created interaction data (play data, and activity data) captured through a SCT camera, or 

microphone, are all protected from privacy breach and model through Petri-Net.  

1.3.3.1 Overview of Privacy Preservation Framework Components  

The dynamic nature of the concept of children’s privacy with relationship to SCT makes it 

challenging to develop protocols, which allow involved stakeholders to have a common 

understanding of the privacy problem. The government, as a stakeholder, develops and enforces 

privacy laws for protecting children. The government, through privacy legislation and 

enforcement, strive to achieve compliance and safety. The parent stakeholder interest is to use 

available knowledge of privacy laws and understanding of SCT functionalities or lack thereof to 

protect children’s privacy and safety concerns. Finally, the SCT Company’s role is to build a 

product that integrates control within it, which supports privacy laws, and concern while at the 

same time gathering required information necessary to support the functionality of the SCT. The 

SCT manufacturer's goal is to maximize functionality and profit. However, mainly the SCT 

manufacturer needs to clearly understand the impact of the SCT on children’s privacy, especially 

privacy violations that can lead to safety concerns, adapt, and provide sufficient information to 

other stakeholders. Figure 1. 8 present a conceptual model of SCT environment and interaction of 

various component and stakeholder as discussed above.   
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Figure 1.8 Smart Connected Toys Conceptual Model  

The SCT privacy preservation framework presented is to establish a privacy control baseline, 

which minimizes chances that a threat agent will exploit a vulnerability within the SCT, which 

will result in privacy risk. Due to the shifting nature of privacy because of inundating collection 

of information from the SCT and its users, the vendor will provide clear warnings and education 

as to how to minimize privacy violation during the use of the SCT. This SCT privacy preservation 

framework is not dependent on any current prevailing laws but leverages expected and common 

language in cross-section of multiple legislations such as COPPA and GDPR a basis to provide a 

foundation; providing an opportunity for this framework to adapt to ever-changing privacy 

landscape.  

The SCT privacy preservation framework consists of four major components. First, is the 

Systematic Privacy Impact Assessment Table (SPIAT), which uses current global children’s 

privacy legislation, and institutes security controls to comply with the legislation. SPIAT presents 

a protocol for all stakeholders, especially enforcing authorities, to conduct an impact assessment 

on the identified data privacy controls established. This allows adequate assessment of SCT 
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privacy compliance violations. SPIAT provides clarity on expected privacy through defined 

privacy protection engagements and expected results for all involved stakeholders. SPIAT includes 

clarity on the establishment of controls for SCT, identification of privacy violation, legislative 

compliance of privacy failure. Chapter 3 of this thesis contains details of SPIAT components.  

The second component is the implementation of a context profile through context data ontology 

to address context interaction in a pervasive environment where context continuously changes. 

This component adapts to their changing contexts while providing a sense of privacy and security 

to contextual data processes to support the usage of the device. It provides the necessary support 

to address privacy as the device continuously changes states. This support helps to understand 

context interaction and provide controls to address context privacy through ontology. This 

provides context if there are sufficient process resources put in place to stem context data privacy 

risk. The details are provided in Chapter 4 of this thesis. 

The third component is the privacy data flow modelling, which surveys the current data flow 

modelling techniques and present Petri-Net as a data flow model, which support privacy elements. 

The goal is to identify sequences, functions, and main and subcategories necessary to understand 

where the focus should be in support of data processing, sequences to maintain required privacy 

elements and minimize vulnerabilities, which will expose the children’s data to privacy to breach. 

The core strength in this component is the ability to provide developers a clear data modelling 

technique with simulation function to be able to see the transition in the model in order to invoke 

a mechanism that supports privacy preservation. Chapter 5 provides details on Petri-Nets data flow 

modelling, and Chapter 6 provides a supporting empirical study.  

The fourth component of the privacy preservation framework is a forensic assessment framework 

in privacy violation of crime involving SCT. The focus is to establish a Standard Operating 

Procedure (SOP) to conduct digital forensic analysis for SCT. The details are provided in Chapter 

7. Figure 1.9 represents SCT Privacy Preservation Framework with key components based on the 

Plan-Do-Check-Act (PDCA) methodology. PDCA is an iterative four-step management method 

used in business for the control and continuous improvement of processes [228]. 
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Figure 1.9 Smart Connected Toys Privacy Preservation Framework 

1.4 Research Contributions  

This thesis makes the argument that most of the current SCT on the market are vulnerable, subject 

to privacy breaches, and are built without serious consideration to privacy; due to the lack of 

understanding relating to privacy matters surrounding collection, processing, and storage of 

children information, and possible long-term privacy impact and safety of children by a potential 

hacker. This argument is made through the exploration of the following research questions: 1) Is 

there any privacy preservation framework available that the toy industry can adopt to address the 

concern of SCT data collection, processing, and storage? 2) What do we (parent, government and 

SCT Industry) know about children's data privacy? 3) Where do we learn about privacy, 

specifically context PII and context? 4) Do we have a data modelling technique, which integrates 

privacy element in addressing data privacy violation for SCT, which a developer or architect can 

adopt in understanding data flow during design and development of an application for SCT? 5) 

How do we design a theoretical privacy preservation framework that can be adopted and 

implemented by industry to help provide clarity on the importance of children's privacy? 
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This thesis establishes a formal model for privacy preservation framework for SCT, as depicted in 

Figure 1.8, which makes privacy explicit, and allows for reasoning surrounding decisions about 

information disclosure unambiguous during SCT interaction. It integrates current privacy and 

security research work on IoT but focuses strictly on information privacy relating to SCTs. The 

formal model for privacy preservation framework can be used to address these challenges during 

SCTs interaction in relation to contextual information, interaction information, and observed 

information during information processing and decisions on information disclosure. The main 

contributions of this thesis include:  

VI. Comprehensive Literature Review on SCT related children’s privacy risk and 

mitigation, which can serve as a central resource for researchers and students interested 

in privacy and security (Details in Chapter 2). 

VII. Systematic Privacy Impact Assessment Table (SPIAT), which leverages on a survey of 

current global children’s privacy legislation, and institutes security controls in place, 

which can be enforced through a structured SPIAT (Details in Chapter 3). 

VIII. Implementation of context profile through ontology to provide core elements to address 

context interaction in a pervasive environment where external factors such as context 

continuously change. The context data model organizes elements of data. It 

standardized how elements relate to one another and to properties of related entries in 

SCT based on XML (Details in Chapter 4). 

IX. Modelling Privacy Preservation using Petri-Nets to formalize SCT data flow and its 

privacy risks as one of the first research works. We present a survey on current data 

flow techniques such as Data Flow Diagram (DFD), Privacy-Aware Data Flow 

Diagram (PA-DFD), Privacy by Design (PbD) concepts to show that current data flow 

modelling techniques do not have adequate elements to address privacy in smart toys 

transactions. This limitation of modelling techniques impairs the risk analysis during 

SCT development and can increase the chance of threats to the children’s privacy and 

physical safety. As a solution, we propose to use coloured Petri-Nets to support it, and 

present results of simulations carried out to show that it is possible to include elements 

on privacy in the flows modelled with coloured Petri-Nets (Details in Chapter 5). 

X. An empirical study conducted in Feng Chai University in Taiwan on views of children's 

privacy, SCT, and data flow modelling techniques (Details in Chapter 6). 

XI. A digital forensic case study on Mattel’s Hello Barbie toy, and drones based on a 

privacy risk threat model. We developed a simple SCT digital forensic processing 

model during SCT digital forensic investigation (Details in Chapter 7). 
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1.5 Research Approach  

This thesis uses triangulation, which comprises of a mixture of qualitative analysis of SCT privacy 

posture of global legislation on children’s information privacy, and quantitative analysis of Petri-

Nets simulation model of SCT data flow, plus an empirical study of SCTs from potential software 

developers in assessing Petri-Nets modelling techniques versus known existing models. Based on 

the results, this thesis attests that most SCTs on the market are inherently insecure, and do not meet 

the security and privacy threshold requirement for statutory compliance to laws (COPPA, 

PIPEDA, GDPR, etc.) or industry information security best practices such as IoT Security & 

Privacy Trust Framework v2.5 [45]. As part of the research, the thesis conducts children’s privacy 

analysis and narrowly focuses on: (1) Information collection and retention, (2) Compliance with 

privacy laws and regulations within the SCT legal jurisdiction (e.g., COPPA); and (3) Privacy 

impact risk assessment on selected SCTs, and privacy risk minimization techniques.  

The privacy risk minimization techniques include a focus on categories of threats, such as 

surveillance, secondary use, disclosure, exclusion, and over-collection. Surveillance focuses on 

the threat of monitoring of any child’s communications or activities. Secondary Use focuses on 

the possible use of collected information by SCTs or SCT manufacturers about an individual 

without the individual's consent or for a purpose different from the original consent. Disclosure 

focuses on the revelation of information about the child or family that can put their safety at risk, 

and possibly violate the expectation of a child’s privacy. Over Collection focuses on the data 

collection practices end expectation as per industry best practices or statutory compliance 

requirements. Whilst Exclusion focuses on the failure to allow children and their families to be 

aware of data that others have about them.  

1.6 Thesis Organization  

This thesis is organized as follows: Chapter 1 provides an introduction to SCTs, which includes 

background to the topic of SCT and privacy and security-related concerns, current SCT market 

landscape, motivations and importance of SCT security and privacy, legal concerns, problem 

statement and privacy preservation framework, privacy problem, contribution, and research 

methodology. Chapter 2 provides an overview of current research works in the area. Chapter 3 

provides an understanding of privacy and a look at various aspects of privacy through the prism 

of privacy theories, analysis of global privacy legislation targeting children’s data; and proposes a 
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novel idea of conducting privacy impact assessment for SCT. Furthermore, Chapter 3 introduces 

the construction categorization of different data states, which leverages Finite State Machine 

(FSM) as a tenant to understand the most vulnerable data states; and type of protection required to 

avoid privacy breach or violation. Chapter 4 provides a context data model, which focuses on a 

unique ontological model for context data. Chapter 5 presents Petri-Net as data modelling for SCT 

and compares it to existing models of data flow models, and several privacy deficiencies both from 

variables and verifications. Further, we present a simulated experiment of a data flow model for 

different SCT environment to show how privacy preference and data modelling techniques work 

to guarantee privacy during data flow. Chapter 6 provides the result of an empirical study of data 

flow modelling with Petri-Nets, Data Flow Diagram (DFD), and Privacy-Aware Data Flow 

diagram (PA-DFD). Chapter 7 developsa digital forensic framework to conducts a forensic 

analysis for SCT such as Mattel's’ Barbie and demonstrates a case study of drone digital forensic 

analysis using our framework. Finally, Chapter 8 concludes the thesis with a discussion of findings 

from this research 
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Chapter 2  

Related Work 
 

2 Literature Review 

The chapter presents current research in the privacy and security field of the Internet of Things 

(IoT) technology with a focus on Smart Connected Toys (SCT). The chapter discusses gaps 

identified in some of the current research works. It also provides details on unique research work, 

which contributes significantly to privacy-related schemes and builds on it as part of this thesis. 

This chapter covers over 200 research articles in the areas of privacy and security and selects 

approximately 89 research directly related to SCT. In summary, this chapter analyzes previous 

work, highlight gaps and in some cases, provides recommendation addressing the gaps. 

2.1 Privacy Mechanism to Address Child Safety in SCT Use 

On SCT data privacy, Jones & Maurer [67], Druga et al. [68], McReynolds et al. [71], Valente and 

Cardenas [72], Mahmoud et al. [73], and Steie et. al. [74] all present research works directly on 

the privacy of different SCTs, including Cognitoys’ Dino, Mattel’s Hello Barbie, and My Friend 

Cayla. Most of these works [67, 68, 71, 72, 73] analyze the respective SCT on how the SCT 

collects, stores and processes data such as user activity data, Personal Indefinable Information (PII) 

and context information. These works mostly attest to the necessity for the parent of SCT users to 

be able to access the SCT and remotely conduct live monitoring and auditing of children's 

activities. Some of these works [67, 68, 73] propose a different privacy mechanism where the 

parent or guardian can have the ability to conducting functionality management on the SCT. For 

example, a parent or guardian through such a functional management scheme can quickly turn on 

or off the Global Positioning System (GPS) location monitoring on a SCT. In this case, such action 

can eliminate the risk of someone with malicious intent to identify the location of the child using 

the SCT. Some of the essential solution focus, within these works [67, 71, 72], suggest that the 

privacy problem can be resolved by the integration of privacy concepts and mechanisms as part of 

the overall device development process. Some other thematic recommendation across the listed 

works [67, 68, 71, 72, 73] include the incorporation of privacy assurance but also through the 

provision of privacy policies. The sole purpose is to put a mechanism in place to prevent collection 
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of children’s data. This thesis proposes the integration of privacy-preservation data modelling 

techniques using Petri-Net in Chapter 5. The Petri-Net data flow modelling can help the developers 

of SCT software to clearly understand area or point in data transition where privacy implication is 

essential to minimize any probability of a privacy breach when the device is in use by a child.  

Williams et al.[69], Xia et al. [76], and Druga et al.[75, 68] focus on the development of privacy 

policies for SCT that specify what practices should be established for data (PII and interaction) 

sharing agreement, data collection management, and data retention periods. As part of the solution 

[69, 76, 68], privacy compliance mechanisms should be put in place to allow SCT companies to 

comply with the specified collection, sharing, and consent requirement necessary or as specified 

in particular legislation; which protect confidentiality [75]. Some of the research works [69, 76] in 

this group focus on a review of prior selected works that address privacy in SCT and propose using 

encryption as a mechanism of guarantee confidentiality or privacy as SCT transmit data into a 

vendor cloud solution. This thesis builds on recommendation, which addresses privacy through 

technical means such as encryption, by addressing the privacy problem in SCT from a variety of 

angles. Part of the thesis’ overall privacy framework integrates a privacy-based data modelling 

technique using Petri-Net; which fundamentally changes traditional data modelling techniques that 

do not support privacy compliance to a new method, which factors in privacy element and is 

mathematical proven as demonstrated in Chapter 5 Section 5.4.  

Research works such as Haynes et al. [65], Hung et al. [66], Shasha et al.[70], Kshetri and Voas 

[78], Yankson et al. [79], de Carvalho et. al. [80], Rafferty et al. [81], Verdoodt et al. [82], and Ng 

et. al. [83] demonstrate why SCT must comply with classic privacy requirements and jurisdiction 

based children’s privacy laws like the USA Children Online Privacy Act (COPPA) legislation, as 

precursor in ensuring safety precaution in SCT and other online services that cater to children 

under 13 years old. Some of these works [66, 79, 81, 83] look at ways of integrating parental role 

in designing a privacy-preserving solution where the parent understands privacy from multi-

dimension. Such solutions allow the parent to own the responsibility for the safety of their children; 

considering that, children are very vulnerable and need the parent as the advocate. Most of the 

work [65, 70, 78, 79] under this section focus on the safety-related issues that SCTs present as it 

collects PII, context, and interaction data. Some of these works [65, 78, 79] provide a practical and 

transparent way of quickly identifying personal data in case of use, loss, during transmission to 
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the Cloud. In a situation of theft of the SCT, this should be addressed differently in an instance 

where data is stored locally on the device; and the requirement for a form of protective mechanism 

in the form of proper authentication necessary to mitigate easy access to privately stored 

information. Chapter 4 of this thesis explores a portion of some of these works [65, 78,79] through 

designing of  Finite State Machine (FSM) context data, which helps identify various data states.  

2.2 Privacy and Security Breaches  

There have been well-documented security and privacy violations or breaches over the last couple 

of years relating to SCT use affecting children [86]. Due to a lack of proper security and privacy 

mechanism which renders SCT vulnerable, this opens up opportunities for a hacker to hack into 

IoT devices like a baby monitor to view children in their most vulnerable periods [87]. In such an 

instance, the child can be exposed to, danger if the child is naked or during periods where there is 

no parental supervision [84]. Because SCT may have variable sensors, for example, Bluetooth, 

and Global Positioning System (GPS), it can be used to track the device while children are on the 

move as specified in prior research work [85]. For example, the child can be monitored from point 

A (school) to point B (home); which can allow a child predator to abduct a child, putting his/her 

safety in jeopardy. Hilts et al. [85] highlight most of the vulnerabilities of IoT devices, which allow 

tracking and monitoring, putting individual users’ safety and privacy at risk. This thesis in Chapter 

5 design privacy-preserving data flows modelling using Petri-Net, which models the SCT 

environment that can protect the privacy of data and the safety of the child user as they use the 

SCT.  

Forbrukerra [86] brings to light the privacy and security issues of SCT building on some of the 

works of Hilts et al. [85]. Forbrukerra [86] improve Hilts et al. work by discussing actions various 

countries across the globe are taking concerning SCT and related children’s privacy violations. 

Some of the current finding and activity include Norway Consumer Council issued a report on 

specific SCT [86]. Also,  Germany in 2017, outright banned My Friend Cayla SCT as an espionage 

device and required all households to remove it [87]. Chapter 3 provides a global context on SCT 

privacy laws and developed Systematic Privacy Impact Assessment Table (SPAIT), which allows 

privacy assessment to identify devices, which are vulnerable or non-compliant to children’s 

privacy laws.  
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Forbrukerra [86] and VTech [90] assesses “VTech Inno Tab Max” and found several 

vulnerabilities. VTech Inc., the company responsible for creating “VTech Inno Tab Max,” has 

addressed some of these vulnerabilities through general security patches [86, 89]. Unfortunately, 

VTech Inc. was not able to address all the weaknesses which led to the breach of PII contained in 

the VTech Learning Lodge database. The breach exposed approximately 6.3 million children 

profiles to the attacker who exploited the vulnerability [89]. This led to a public outcry forcing 

VTech Inc. to suspend operations of affected services to conduct Post Incidence Assessment (PIA) 

[90]. In the PIA report, the cause of the breach points to a myriad of activities of which the main 

culprit is a lack of best security practices. For example, VTech Inc.’ HTTP traffic was insecure., 

with all communication in plaintext. Second, the portal did not have any Web Application Firewall 

(WAF), for defence-in-depth, acting as an added layer of security to assess the traffic allowed to 

the system. VTechs Inc.'s poor security practices were complicated by how insecure the database 

hosting the data was subject to an SQL injection attack. The passwords were stored in MD5 hash. 

A year after the attack, Pen Test Partners [88], UK based security penetration testing firm, found 

that VTech InnoTab Max was still vulnerable to primary data extraction threats agent [88].  

Rapid 7 [91], a security research organization, discuss other notable vulnerabilities found in SCT. 

Rapid 7 found several weaknesses in Fisher-Price Smart Monkey that could have exposed the 

device to an attack. Based on their work [91], Fisher-Price fixed those vulnerabilities and 

prevented a massive and possible breach of PII of users using the device [91]. Similar to the Rapid 

7 [91] work, Taylor and Michael [92] explore and thoroughly investigate the privacy and security 

vulnerability of the Hello Barbie. The interactive nature of Hello Barbie usually leads children to 

divulge a significant amount of confidential information about themselves, friends, and family. 

The data collected by Mattel Inc., the creator of Hello Barbie, is shared with third party companies. 

By sharing this information with a third party without the consent of users, Mattel violates the 

privacy of its uses.   This data, in the hands of the third party usually become subject to malicious 

attacks [92], violating the privacy of users and their family. A study by Somerset Recon Inc. [93] 

found that the Hello Barbie was susceptible to attack due to several vulnerabilities [93], such as 

“HotSpot broadcast,” “Unauthorized configuring during pairing,” and “Identification of open port” 

of which all can lead to possible hacking the toy and gaining access to interaction data.  
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Other works such as Laughlin [94], and Forbrukerra [95] identify possible breaches and 

fundamental issues with SCT. These works [94, 95] analyze efforts by a government agency who 

have conducted their research and identified vulnerabilities, which leads to advising their citizenry 

about the threat SCT pose to children’s privacy and safety. Germany and Norway are amongst 

countries that have made concerted efforts to continue to investigate SCT security flaws, which 

can lead to malicious results [95]. For example, in 2017, the Norwegian Consumer Council in that 

year's October report, highlighted significant vulnerabilities in all children’s smart watches 

examined [94]. The report highlights and demonstrated significant vulnerabilities, which can be 

exploited by hackers; thereby putting children's safety at risk. Similar to the Norwegian report 

findings, the UK issued a report on its examination of common Bluetooth vulnerabilities in 

children SCT that allows the device to be taken hostage by potential hackers [95]. Further, by these 

actions, the USA Federal Bureau of Investigation (FBI), based on investigation issued alert 

warning parents about privacy and security concerns of SCT [96].  

Denning et al. [97], similar to Laughlin [94], and Forbrukerra [95] discuss, investigate and analyze 

the security and privacy concerns of three major robots targeted and marketed to children. Denning 

et al. [97], conduct an investigation on SpyKee (made by Sector/Meccano), which contains a USB 

webcam, microphone, and speakers amongst other functionalities. Denning et al. [97] find out that 

it could be controlled by computers locally or over the internet. The remote online control 

functionality allows the robot to be a move to various locations within the users’ space. During the 

investigation and analysis of security controls, Denning et al. [97] find out that the login credentials 

are in plaintext. An unencrypted password transmission can be subject to a man-in-the-middle 

attack or passive eavesdropping attack; which will allow a hacker to sniff the login credential and 

will enable the robot to be controlled over the internet within the child’s home to gather 

information about the family. With the second robot investigated (Wowees’ RoboSapien V2), 

Denning et al. [97] prove the ability to manipulate the RoboSapien V2 to move things within the 

home. In the experiment conducted, Denning et al. [97] capture a set of keys, from which the 

attacker could have gained sufficient information to duplicate the key.  

2.3 Privacy Policies & Preferences  

 Privacy policies, built into the natural language process, have been used as a means to alert users 

in situations where there are privacy implications. Unfortunately, in the case, where the users are 
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children, or parent who might not possess the ability to understand the privacy violation impacts, 

such alerts are are insufficient [98]. There has been some exciting work done in this area to address 

the issue of privacy notification and impact when it comes to SCT or other IoT devices used by 

children [98]. Alohaly et al. [98] explore alternative policies targeting legacy devices that do not 

match the functional complexities in its data collection, process, and storage of SCTs. For example, 

studies like [98] adopting Natural Language Processing (NLP) techniques in addressing data 

collection practices from privacy policies. Sadeh et. al. [99] move the NLP a bit further by taking 

advantage of the current machine learning techniques in combination with crowdsourcing to 

extract essential privacy information from privacy policies and present it in a very easy to read and 

understand  for  identified group of users such as children. This thesis in Chapter 5 through our 

simulation experiment demonstrates how a Petri-Nets data flow model can include a mechanism 

to notify a parent anytime there is a set privacy violation.  

Costante et al. [100] explore another avenue of accessing privacy policies, for SCT from the 

vendors’ website, which applies to SCT companion applications. Costante et al. [100] use 

Information Extraction (IE) process to examine web portal privacy policies concerning the type of 

data collected from its users. In their other work, Costante et al. assess privacy by comparing the 

privacy policies against known privacy categories defined. This assessment is instrumental, as it 

provides more in-depth information in evaluation compliance to the portal on privacy policy. 

Related work in this area by Zimmeck et al. [101] presents a methodology, which allows an 

Android system to perform auto compliance of any required privacy policy and possible violations. 

Zimmeck et al. [101] use static analysis of Android applications to extract privacy information 

from their respective policies. They discovered that static analysis showed about 71% of the 

applications examined did not provide privacy policy; yet collect some form of information (i.e., 

PII). The identified apps, which provided privacy policies, did not accurately reflect the data 

collection scheme with the privacy policies dictating the type of information to be collected. The 

authors found meaningful inconsistency between privacy policy specification and data collection 

practice employed by the app.  

The “Usable Privacy Project” [102], Kong et al. [103], Zhang et. al. [104], and Holtz et al. [105] 

follow a similar line as Costante et al. [100] and Zimmeck et al. [101] in examining privacy 

policies, and data management practices with respect collection, processing, and retention of PII 
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and other data; which can be inferred from, in order to breach user privacy. For example, the 

Usable Privacy project [102], highlights the privacy practices of the websites that collect and 

proces PII. The Usable Privacy project [102] conducts an extensive study on privacy policy, 

tracking approximately 75 companies to analyze compliance self-mandated privacy guidelines to 

assess voluntary compliance. Several other studies, after this work [102] has built on the Privacy 

Policies project. Kong et al. [103] propose AUOTRB, which is a system that maps the review of 

android application security and privacy behaviours. Subsequent work like Zhang et al. [104] 

generate security related application description; by reviewing and analyzing the application code. 

Several other works have followed similar line discussed in Zhang et al. and Kong et al. work but 

built on it and introduce intuitive, user-friendly privacy policy interfaces; which provides concise 

understanding to users with respect key data practices. For example, Kelly et al. [106] design and 

develop a solution, which focuses the presentation of information collection practices in a grid 

view; whilst Holts et al. [105] propose the use reflective and self-descriptive icons in addition to 

the provision of written policies as a way of address effectiveness. Unbeknownst to most users, 

several studies relating to privacy policy concerns about SCT, have also discovered critical 

implication of lack of policy-related security issues with SCT [107, 108]. This thesis builds on the 

work described here and provides means of integrating privacy policy into a privacy preservation 

framework.  

2.4  SCT Use and Impact on Children Privacy  

D’Hooge [109] argues that technology is changing the way children play. D’Hooge [109] raises 

the spectre if we should be excited or worried about the transition of regular toys to SCTs. The 

author sampled SCTs and examined the advantages and disadvantages of technologically enhanced 

play, and its potential psychological and developmental consequences of electronic playthings. 

D’Hooge [109] explores how to evaluate SCT and create usability guidelines for high-tech toys. 

Some of the identified gaps include the author’s failure to discuss the detail privacy and security 

implication of integration of SCT into everyday child life and precaution, which parent has to take 

to minimize possible privacy breach, which can result in safety concerns. Concisely, D’Hooge 

[109] work does not consider the integration of privacy implication or safety as necessary in 

evaluation SCT, which will be part of the ecosystem of a smart home.  
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Jones [110] argues that the growing proliferation of connected devices in various environments 

offers an increasing number of opportunities for minors to create and share personal data. Jones 

[110] analysis looks specifically at the privacy of children interacting with Hello Barbie. Jones 

[110] assesses Hello Barbie across three fronts. First, Jones [110] de-blacks box the technology by 

testing its interactive capabilities – can Hello Barbie keep a secret? Will Barbie respect privacy 

when asked or suggest otherwise? How is the information presented in the online dashboard for 

adult oversight? To situate Hello Barbie in the more extensive and ongoing conversation 

surrounding child privacy, the author next discusses Hello Barbie in relationship to three other 

toys designed for children’s interaction: Teddy Ruxpin, Elf on the Shelf, and Furby. Finally, the 

author argues that SCTs such as Hello Barbie should be able to keep secret and should be built to 

do so; and as a product specifically geared toward children, higher or different standards should 

be established for the collection, safeguard, and use of data. This paper provides a substantial 

contribution to the research area into smart toys protecting data. It analyzes the toy itself and 

provides concrete evidence on the current capabilities. Unfortunately, their work lacks the design 

and methodologies necessary for a real-world solution and how the SCT can keep the data secret.  

McReynolds et al. [11], conduct interviews with parent-child pairs in which the participants 

interacted with Internet-connected toys (Mattel’s Hello Barbie and CogniToys’ Dino); shedding 

light on children’s expectations of the toys “intelligence,” and parents’ privacy concerns and 

expectations for parental control. McReynolds et al. [11] conduct an empirical study of parents' 

and children’s interactions with SCTs and their attitudes about privacy. Based on the study results, 

the authors were able to deduce that children often are unaware that others might be able to hear 

what was said to the SCT. On the other hand, some parents drew connections between the toys and 

similar tools not intended as toys (e.g., Siri, Alexa), with which their children already interact. This 

study can help future designers on the view of privacy as they design SCT and policymakers on 

the importance of privacy as they draft legislation, which focuses on children’s information 

regarding the risk and privacy implication [128]. McReynolds et al. [11] provide a base 

understanding of a particular assumption of privacy regarding SCTs. This work fell short on 

discussing further significant privacy breaches and other severe privacy and safety issues within 

the public discourse. In addition, although the authors recognize the implicit gap in children own 

expectation of privacy from their parent, authors did not analyze this problem profoundly, and any 

standard way of providing children with their privacy with the SCT children get older.  
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Caron et al. [112] analyze the impact of data collected through the IoT by highlighting its impact 

on the Australian privacy principle legal framework. Caron et al. [112] shed light on four key 

issues: privacy, accuracy, property, and accessibility. The authors set out the Australian privacy 

principles in the five major parts: (1) consideration of personal information privacy, (2) collection 

of personal information, (3) dealing with personal information, (4) integrity of personal data and 

(5) access to, and correction of personal information. The authors conducted a research experiment 

in two phases. The 1st phase looks at existing systematic literature review of known work. The 

phase two portion performed a critical comparison of IoT privacy concerns with the APPs. The 

result demonstrates lists of findings with essential themes, which state that, the IoT device and its 

impact on an individual’s information privacy relating to four key privacy protection themes. Each 

is raising an accompanying question on unauthorized surveillance; uncontrolled data generation 

and use; inadequate authentication; and Information security risks. Although the paper only 

highlights the impact of data collected and the risk factor of the private data breach by the 

Australian privacy perspective, it fails to address fundamental security principle, such as layering, 

limiting, diversity, obscurity,   which can be used in an attempt to secure data. 

Yong et al. [21] address the social threat of online pedophiles in the context of smart toys. The 

premise of their work is the possibility of small children being exploited online when using a smart 

toy. Their work zone in on the vulnerabilities, which can avail the smart toy to virtual 

eavesdropping. Yong et al. [21] articulate four scenarios of potential threats in which these smart 

toys can aid pedophiles. They propose several technological solutions for toy companies and 

consumers, of which they categorized into various areas including VoIP protection strategies, 

remote control connection, wireless connection, parental control strategies, camera protection 

strategies, shared risk perspective, and general protection strategies. This work is important to 

understand the key vulnerabilities and threat which can lead to privacy breach exposing children 

to harm. 

2.5  SCT Design & Data Collection Functionalities 

Rzepka et al. [113] explore early stages of SCT development, and limitation on functionalities; 

and how to integrate the use of Internet searches to improve language processing functionalities of 

smart toys. The theme is designed three toy engine modules capable of unlimited talking, 

emotional recognizing, and moral behaviour analyzer. Their goal is to design an inexpensive 
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humanoid, which could talk with children more maturely than popular talking toys at that time. 

Rzepka et al. [113] focus on developing an algorithm capable of finding satisfactory semantic 

online for a conversational agent which has no limitations of the topic. This work is essential and 

contributed to building a toy that can talk to children about anything but knowing good from bad 

or wrong; conversation and affect recognition module which future works can build on [113]. 

Cheok [114] reviews “Petimo”, an interactive robotic toy, which is designed to protect children 

from potential risks in social networks and the virtual world, and present a new form of security 

to social computing through parental authentication, providing extra safety in making friends by 

physically touching each other’s robot, which is a much-preferred form especially by children and 

natural means of making friends. The authors argue that the concept of Petimo could be extended 

to any social network, thus making its child-safe. Cheok [114] develops a 3D virtual world called 

“Petimo-World,” as a proof-of-concept, which includes all the realizable basic features of 

traditional online social networks. With the system, children experience enhanced relationships 

with their friends through interactions in the real and virtual worlds by sending personal thoughts 

and feelings mediated by their robots with haptic, and visual cues. Cheok [114] makes a significant 

contribution to designing safe, smart connected toys. Unfortunately, the author’s solution is only 

limited to cultures or controlled spaces such as schools where there is a high degree of face-to-face 

interaction amongst children. The propose solution might hae challenges where such a controlled 

environment cannot be created.  

In the continuing exploration of the solution to privacy and safety concerns of smart connected 

toys [115], Child et al. [115] discuss Rule Value Reinforcement Learning (RVRL). RVRL is a new 

algorithm, which extends an existing learning framework that models the environment of a situated 

agent using a probabilistic rule representation. The algorithm attaches values to learned rules by 

adapting reinforcement learning. Structure captured by the rules is used to form a policy. The 

resulting rule values represent the utility of taking action if the rule’s conditions are present in the 

agent’s current percept. The advantages of the new framework are demonstrated, through 

examples in predator-prey environment conditions. This rule value approach can be embedded in 

the design of smart connected toys to help with embedding privacy policy within smart connected 

toys. Unfortunately, the authors are not able to concretely integrate any security mechanism or 

framework to protect children’s privacy and provide information assurance. 
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Khadivi et al. [116] argue that parallel integration of Automatic Speech Recognition (ASR) models 

and Statistical Machine Translation (SMT) models are an unexplored research area in comparison 

to a lot of works done on integrating them in series. Parallel integration of these models is possible 

when we have access to the speech of a target language text and its corresponding source-language 

text, like a computer-assisted translation system. Khadivi et al. [116] find out that only a few 

methods for integrating ASR models with MT models in parallel are studied. Khadivi et al. [116] 

experiment with two tasks conducting ASR vocabulary between languages: English-to-German 

with an ASR vocabulary size of 17K words and Spanish-to-English with an ASR vocabulary of 

58Kwords. For the best method, the MT models reduce the ASR word error rate by a relative of 

18% and 29% on the 17K and the 58K tasks, respectively. Index tasks: English-to-German with 

an ASR vocabulary size of 17K words, and Spanish-to-English with an ASR vocabulary of 58K 

words. For the best method, the MT models reduce the ASR word error rate by a relative of 18% 

and 29% on the 17K and the 58K tasks, respective. This research contributes significantly to 

developing a solution for parental management of discussion of the child and the Barbie. 

Unfortunately, the authors failed to discuss or integrated privacy and security framework for their 

design, which will protect children's privacy.  

OPC [117] discusses technologies involved in the IoT that include RFID, NFC, M2M, and wireless 

sensor-actuator networks. The authors further discuss IoT in the home environment that uses smart 

meter, smart entertainment system, wireless light bulb, and home monitoring system. OPC [117] 

argue that in with IoT, like SCT, the vital issue of privacy that attracts the attention of policymaker 

is how information collected by sensors processed and analyzed with due regards to accountability, 

transparency, security or meaningful consent. OPC [117] raises the question on privacy issues 

including, “Who is ultimately responsible for the data which the smart meter broadcasts,” and 

“Where is customer privacy-sensitive compliant handled and processed.” Other questions include, 

“In case of a privacy breach, where does the responsibility of one party end, and others begin”, 

“ In the case of machine-made decisions, who is responsible in the case of error or accidents ”, and 

“how simplistic and outdated on/off the personal data management system cop with fast-

developing online IoT environment”. Although OPC [117] recommends a firm policy and a new 

type of framework for consumers to feel comfortable with the security of their PII, they fail to 

propose any privacy or security framework structure to support a wide variety of devices. 



- 43 - 
 

2.6  Privacy Policies & Technical Control & Vulnerabilities for SCT  

Atamli [118] examines the threat profile of the IoT device; where the sources of threats are 

malicious users or an external adversary. Atamli [118] further analyzes security vulnerabilities and 

threats on IoT devices like SCTs, including but not limited to the smart car, and intelligent 

healthcare system and power management. Atamli [118] discussed synchronization between 

multiple smart devices and leveraging smartphones to manage access control. For example, IoT 

devices like a car authorize the user to unlock it, surf the web, and download roadmaps. Similarly, 

SCT connects to the web and downloads answers to questions asked by a child. Part of the 

discussion was the segregation of attacks vectors, for IoT devices such as SCT including device 

tampering, privacy breach leading to information disclosure, denial- of -service, spoofing, 

privilege escalation, side-channel attack, etc. Although the paper does a great job of analyzing and 

discussing threat and vulnerability landscape of IoT devices such as SCT, it fails to accurately 

define or propose a framework that will lead the design of architectures to protect against such 

attacks or assure privacy. 

Sun et al. [119] present a personal privacy protection policy model based on homomorphic 

encryption, to address the problem of personal privacy security in IoT devices and to improve the 

efficiency of an encryption algorithm. The rationale for Sun et al. [119] is that homomorphic 

encryption allows computations to be carried out on ciphertext, thus generating 

an encrypted result, which, when decrypted, matches the result of operations performed on the 

plaintext can protect the security of personal information better by only processing the needs of 

users without acquiring of plaintext. Sun et al. [119] define three layers of security architecture. 

The first layer is entirely perception, used to sense the data, which allows accessing the information 

of the object anywhere at any time by using RFID, sensors, and two-dimensional code. The second 

is reliable delivery, network layer that is responsible for transporting data, which is to transfer 

information of the object accurately at real-time through integrating telecommunication network 

and internet. The final layer is intelligent processing, the application layer of the contents, 

analyzing and processing big data, and integrating intelligent control on objects the use of Cloud 

and other smart computing technologies. It acknowledges that there are three layers in IoT. The 

first layer is the perception layer. Part of the author's strong suit was the poignant emphasis on 

encrypted transported of private information and prevention of plain text private information 
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transfer on a given network. Although Sun et al. [119] do a thorough job in the analysis and 

recommendation to the security and privacy problem, they fail to provide a security and privacy 

framework for the device, how context data should be processed, etc.  

Shirali-Shahreza [120] presents a method for distinguishing adult users from child users for 

parental control. The author's approach is easily identified by speech if the user is an adult or a 

child to pre-set parental control. It allows SCT to restrict content impropriate material from the 

child. The authors argue the usability rate amongst parents even for a device, which provides the 

parent with the opportunity to limit access for children. Some of the current parental control 

designed, such as password-based controls. For example, the authors argue that remembering the 

password for parental control is difficult for parents because today, each person must remember 

different passwords such as email account passwords and bank account passwords. Shirali-

Shahreza [120] discusses different approaches, including defining policies, basing it on something 

like an issue with signal processing and signal multiplexing. Other methods, as presented by 

Shirali-Shahreza [120] are “Speaker Identification Methods,” “Feature Extraction,” and Support 

Vector Machines (SVM). Shirali-Shahreza [120] emphasizes designing parental control but does 

not propose a solution for addressing the privacy of children's data or discussing any mechanism 

dealing with confidentiality and integrity of data on smart devices and smart toys. 

Noor et al. [121], discuss how to provide the user interface for parents on an Android platform; 

allowing freedom of mobility and conveniences to the parents or guardian to oversee their child’s 

Internet activities through a given connected device. Noor et al. [121], argue that children are 

getting smarter and more technology-savvy compared to their parents, which equip children to use 

the device and in some circumvent controls. Noor et al. [121], discuss on monitoring network 

traffic, as a backend process for Parental Mobile Control (PMoC). Noor et al. [121], state that all 

the traffic accessed by the children will first appear to the parent and the parents must acknowledge 

it before it can access the Internet. Although Noor et al. [121] provide a useful network traffic 

monitoring solution; the proposal is not practical, as parents may not be actively reviewing network 

logs. Noor et al. [121] fail to propose a workable solution, which presents a way to identify the 

type of information, which is an exchange between the child device and the receiving server. 

Further, the authors fail to propose a solution that is workable on other operating systems failing 

to provide a security architecture framework. 
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Peng et al. [122] contextualize the prioritizing of the malware attacks in the context of a 

smartphone, which applies to the SCT concept where parental control app on a smartphone. Peng 

et al. [122] prioritize defense deployment based on security representativeness. In their, work T-

dominance is one interpretation of security representativeness. T-Dominance prioritizes defense 

deployment and makes malware attacks stealthy. Peng et al. [122] provide a general overview of 

Bring Your Own Device (BYOD) within the enterprise environment, and why it encourages as an 

enterprise Information Technology (IT) policy allow employees to use their own devices to access 

the sensitive corporate network. Due to the full deployment of Wi-Fi infrastructure in enterprise 

networks and the full availability of Wi-Fi co-location information on smartphones, it considers a 

threat model that includes, besides the typical drive-by download attack, smartphone malware that 

can infect Wi-Fi co-located smartphones through techniques such as ARP poisoning. Peng et al. 

[122] propose a design and novel approach which is motivated by: prioritized defense deployment 

which states that threat detection/mitigation mechanisms, such as malware detection and 

vulnerability patching, need to be deployed on BYOD smartphones and regularly updated to 

defend against evolving and emerging threats T-dominance agents serve a specific role in 

prioritized defense deployment. T-dominance runs different algorithms to find the severity of the 

attacks and prioritize the attacks to deal with it depending on the nature of the seriousness. The 

effectiveness of strategic sampling and prioritized patching is contingent on the premise that there 

is a delay in reaching most smartphones from the agents through co-location is bounded by T. 

Although this proposal can be enforced in a corporate network, Peng et al. [122] do not show how 

it is applied in the Small Office and Home network (SOHO). In a SOHO where someone is 

responsible for their network, it will be very challenging to subscribe to such a security approach 

to protect their device such as SCT.  

Nawir et al. [123] argue that security as a significant part that should be studied before developing 

advanced Internet of Things (IoT) systems. The authors outline various attacks within IoT systems 

into well-structured taxonomy to assist researchers and developers in planning appropriate security 

measures in their effort to develop different IoT devices. The IoT concept results in the information 

free flow amongst multiple devices within the Internet. The rising number of devices linked via 

the IoT led to the high possibility of digital disruption or chaos might occur. The security 

vulnerabilities on IoT should be addressed and enforced to achieve secure communication contexts 

at different domains to give benefits and advantages of this IoT system to users without all the 
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security and privacy concerns. Nawir et al. [123] discuss various fields of use, including IoT in 

Smart Home Environment (where a SCT device can exist), Healthcare Domain, and Transportation 

Domain. Nawir et al. [123] demonstrate the attacks on IoT devices and explained different types 

of attacks like including Spoofed, Alter, Replay Routing Information, Sybil Attack, Denial of 

Service (DoS), Attacks based on Device Property, etc. Although this paper did an excellent job of 

explaining the threat and attack landscape of IoT devices, it fails to propose a mechanism to 

address the security threats IoT devices faces, as the work did not discuss any of the administrative 

or technical control required to safeguard IoT devices. 

Riga [124] pinpoints that hacking and data theft are long-standing problems, but the stakes are 

now very high with the various ever-increasing connected devices. Riga [124] discusses that like 

smartphone technologies that preceded it, IoT facilitates the penetration of workplaces with 

equipment that connects to the Internet. The IoT is a significant challenge to employers as they try 

to maintain their company’s data security as employees continuously move from the home network 

and to enterprise networks with the same set of devices, which can be part of IoT. As per Riga 

[124] takes, a signature of the IoT is a non-computer object with a connection to the Internet. The 

author describes two breaches demonstrating such attacks on IoTs, of which one shows how 

attackers hacked into 700 IP cameras serving as baby monitors and posted it online. The first action 

by the Federal Trade Commission (FTC) related to IoT concerned an Internet Protocol (IP) camera 

marketed by TRENDnet as a baby monitor and security system, called SecurView. In most cases, 

botnets attacks are generally routine data security matters, but the nature of the IoT provides a 

growing vulnerability landscape to launch an attack. The author further explains why it essential 

to be attentive from attacks like Denial of Service and suggest some protective measures like 

Company device policies should reflect the use of the IoT, control network access, design security 

in-depth, prepare for denial of service attacks and train the company workforce. The authors fail 

to provide a detail security framework to protect IoT from threats and hack. 

Bertino et al. [125] analyze many insecure Internet of Things (IoT) devices with a high 

computational power which makes them an attractive target for attackers seeking exploit 

vulnerabilities. Bertino et al. [125] outline the rationale of why IoT systems are at higher security 

risk of being breached. Some of these include, “IoT systems do not have well-defined perimeters 

and continuously change due to device and user mobility, ” “IoT systems are highly heterogeneous 



- 47 - 
 

with respect to communication medium and protocols, platforms, and devices,” and “IoT devices 

could be autonomous entities that control other IoT devices.” Bertino et al. [125] argue that unlike 

smartphone applications, which require permission for installation and many user interactions, 

granular permission request might not be possible in IoT systems because of the more significant 

number of devices. In establishing a ground for their work, the authors further propose the 

protection techniques ensuring that IoT devices adopt a few well-known security practices that 

address the most common vulnerabilities. Bertino et al. [125] propose practices such as “ensuring 

that all default passwords are changed to strong passwords, ” “updating IoT devices with security 

patches, ”,“disabling Universal Plug and Play (UPnP) on routers unless necessary” and 

“ Monitoring IP ports 2323/TCP and 23 /TCP for attempts to gain unauthorized control over IoT 

devices.” Although the author recommended some of this best practice of securing devices, the 

proposal we already well known; making it lack any real contribution to securing IoT.  

Tzezana [126] creates a list of scenarios of attacks, ranked by plausibility, that describe novel ideas 

for acts of crime and terror that can rely on the IoT devices. Tzezana [126] argues that although 

IoT holds great potential to make a positive impact on the world, it also makes us highly vulnerable 

to cyber- attacks. There is grave concern regarding hackers, viruses, ransomware, hacktivists, and 

all possible kinds of people who skirt on the edge of the law at best or violate it entirely at worst. 

The authors, through their research work in the paper, analyzed their research in three steps: 

Factors Identification; Scenario Development, and Determining Plausibility. Some of the emphasis 

of their work look at In-depth scenario analysis like smart home blackmailing. This focuses on IoT 

appliances in smart homes, like SCT, breached by criminal hackers to spy on the lives of private 

citizens and blackmail them using the sensitive material attained. Such crimes seem highly likely 

considering the everyday use of ransomware in the present, especially ones breaching IP cameras 

or into webcams to record concrete evidence of private information, which can be used to 

blackmail. The authors also look at Insider Information- where criminals hack wearable devices 

and used to gather information about that person’s financial decisions. Tzezana [126] argues that 

criminals and criminal organizations that manage to conduct such attacks successfully could 

remain stealth within the network work for an extended period undetected while using the ongoing 

information gathered. Tzezana [126] discuss in an example such as a Smart city under attack- a 

highly capable terrorist group could remotely conduct a cyber-attack to permanently shut down or 

disrupt the ongoing affairs of a city. Also Cyber -hacktivists disrupting city functions: cyber-
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hacktivists would shut down or disrupt some critical infrastructure units in a smart city, leading to 

political embarrassment, economic damage, and potentially even loss of human lives [126]. 

Tzezana [126], through this work, further outlines other scenarios, which may lead to other attacks. 

Although the authors propose and discuss novel ideas, they fail to offer a concrete solution, which 

provides a security model. 

Iqbal et al. [127] conduct a study on security concerns and risks in IoT infrastructure. The authors 

describe IoT as a combination of various networks, and all devices are sink to each other to provide 

a model that can provide users with a state of the art IoT service. The paper discusses security 

challenges and risks in IoT, which is more prone to risks and which will face much severe and 

more security and privacy challenges.” Iqbal et al. [127] argue that new problems of security and 

privacy will arise in IoT because of features such as sensor networks, traditional internet, and 

mobile networks. Iqbal et al. [127] argue that some properties of IoT which can lead to some 

security and privacy issues are; Wireless, Embedded use, Diversity, and Scale. In addressing the 

concern raised, the authors propose the methodology to ensure the security of IoT application. 

Some of their proposals include Authentication, Confidentiality, and Access Control 

methodologies. Iqbal et al. [127] propose privacy in the Internet of Things (IoT), Trust in the IoT, 

Policy enforcement in the IoT, secure Middleware in the IoT, and Mobile security in the IoT 

through an IoT security framework. Overall, the authors had a new proposal but on addressing 

approaches integrating with the different operating system and how their solution will work. 

Han et al. [128] develop a Devices Profile for Web Services (DPWS) standard that enables the use 

of Web services for the specific IoT applications. The authors created IoT scenarios that require 

that devices both connect to the Internet infrastructure, in which Web applications are 

predominant. The authors argue that IoT can benefit from web services architecture using the 

DPWS standard. DPWS brings W3C Web services technology into the IoT by defining 

specifications that provide a secure and effective mechanism for describing, discovering, 

messaging, and executing services for resource-constrained devices. The authors develop a scheme 

that binds local HTTP/SOAP with a proxy-based topology. When an application tries to locate a 

device or a hosting service in a network, it uses the SOAP-over -UDP binding to send a UDP 

multicast message. REST proxy is used to extend DPWS to achieve dynamic global discovery, 

publish-subscribe eventing, dynamic REST addressing, a RESTful Web API, and WSDL caching. 
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In this solution, the IoT application communicates with the DPWS device to invoke its hosted 

service. DPWS is designed for use in event-driven IoT applications with features like eventing and 

dynamic discovery, which cannot be supported by HTTP. They use SOAP-over-UDP multicast 

and SOAP-over-HTTP binding that is in practice, limited in network range and introduce 

considerable overhead by using SOAP envelopes. The author’s proposal of using DPWS that uses 

SOAP envelope to send data of end-user using IoT devices, it failed in discussing other 

vulnerability threat and vulnerabilities landscape which can lead to an IoT device to be comprised.  

Bobek et al. [129] argue that the continual improvements in embedded devices and internet 

technologies increase the advantage of distributed systems in domains like home automation, 

industrial automation, automotive, and other application domains. Bobek et al. [129] stipulate that 

there is a need for an intelligent solution to discover, control, and manage devices that are 

embedded. The authors discussed that although technologies like Java Intelligent Network 

Infrastructure (Jini), Universal Plug and Play (UPnP), and Home Audio/Video Interoperability 

(HAVi) used to manage the complexity and fit into anyone domain can be helpful to IoT device, 

such as SCTs. The authors recommend devices Profile for Web Services (DPWS) as a relatively 

new specification based on Web services that can be used as a cross-domain distributed system 

technology. The authors discuss the composition of DPWS as based on SOAP Web services and 

are very close to the Web Services Architecture (WSA); which allows easy integration of ad-hoc 

device environments into the web services world by leveraging the web services protocol family. 

The authors design the DPWS device and service templates; expressed in XML schema, which 

checks for validity and XML elements reuse the semantics. Although Bobek et al. [129] do 

important work on explaining DPWS devices and services that can be used to secure the IoT with 

design template using web design and XML format; they fail to propose and define how their 

solution will address other IoT security vulnerabilities. 

DuBravac [130] presents IoT risk to real estate, marine, banking, and automotive. DuBravac [130] 

argues that some of the most significant dangers against IoTs is the possible liability resulting from 

a breach of privacy. The privacy concerns are paramount in an IoT world due to continuing 

working with sensors to collect data about the people. As per DuBravac [130], privacy concerns 

have extended their scope to the workspace regarding other connected IoT with which monitor 

and capture the personal habit of the employee. Some of the other concerns brought on by IoT 
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devices like SCT possible look at unattended consequences of a collection of this information such 

as: can an employee be penalized because of data collected by an IoT device. Other issues to 

contend with can employer held liable to inform an employee with an IoT device about the 

collection of information. Such concern exists even amongst parent who monitors their children 

activity. At what point should child privacy be considered in any monitoring solution? Although 

the authors raise concerns about data ownership with respect to big data collected by IoT sensors, 

the author failed to provide any concrete solution how IoT privacy can be maintained and 

consistent change to adapt to the new threat environment.  

Sones et al. [131] explain the interoperability of devices that operate together seamlessly. Sones et 

al. [131] recommend a fair trade-off or balance between the corporation of organization and 

competition amongst them. Sones et al. [131] argue that privacy and data protection is a significant 

concern in IoT, which if not promptly address in due time may create a trust problem of such 

devices for consumers. This distrust of IoT devices because of privacy violation may create a 

problem with the adoption and usage of new IoT devices.. The authors argue that if data remains 

internal to the system, it will not be vulnerable to any security and privacy issue, but that is not 

possible with the IoT device. Sones et al. [131] argue that to achieve the full benefits of IoT; it is 

essential to solving critical problems such as legal uncertainty, liability, user consent, and privacy. 

Some of their proposal includes storing data locally, and erasing data when possible; which may 

help companies to reduce the risk with data storage. Part of the proposal also includes substituting 

ID for locally stored data on disk; and using Cryptographic protocols data in storage and data in 

transit. The authors did excellent job in explaining existing standards, the role of government, but 

fails to propose a framework that addresses the privacy and security of IoT.  

Leloglu [132] presents a general survey of most of the identifiable security issues within IoT, along 

with the architectures of the IoT device. The authors describe the privacy and security requirements 

of IoT and the challenges that arise while implementing such an element within the IoT device or 

the application associated with the respected IoT device. They further outline the solutions that 

can be applied to each layer of IoT architecture. Leloglu [132] designs a four-layer categorization 

device. The first is the perception layer; the second is the Network layer; the third is the Support 

layer and lastly Application layer. Some of Leloglu [132] discussion centers on the kinds of 

security threats that may be critical in the development and implementation of IoT concerning the 
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layers of IoT. In discussing solutions, the authors propose solution-addressing threat through the 

implementation of firewalls and cryptographic mechanism. The authors made a considerable 

attempt at discussing some level of the solution but failed to provide a specific answer that is 

unique from the existing industry solutions. 

Leloglu et al. [133] present a good overview of IoTs and security requirements, security issues, 

and security threats. Leloglu et al. [133] argue that because IoT device connects to the internet and 

has inbuilt sensing capability which can act according to the surroundings; there is an inherent 

security threat and privacy issues when these devices are deployed into an environment. The 

authors demonstrated many ways of how an attacker can disable the network availability by 

pushing corrupt data into the network. Part of their work outlined RFID, WSN, and cloud storage 

as physical components of IoT, which may be vulnerable to security threats such as Hardware, 

Software, or the Network of these components. The authors cited and explained the hardware level 

issues as a computational and energy constraint can be a threat to the functionality of the IoT 

device. Hardware-level may also have an effect of memory constraint and are more vulnerable to 

physical tampering. On the software, the authors identify issues that include OS constraints, 

delayed security patches, and others. Network-level issues include mobility, scalability, a 

multiplicity of devices, the multiplicity of communication medium, and multi-protocol networking 

things. The authors focus’ data security requirements in IoT as which includes assurance of (1) 

Data Integrity, (2) Confidentiality, and (3) Availability. A further part of the proposal is to integrate 

Alo, the access level security requirements such as Authentication, Access Control, Availability, 

and Non- Repudiation. Another component of their approach to addressing IoT Privacy and 

Security measures using the cryptographic algorithm and better intrusion detection techniques. 

Although this was a good paper and the proposal is not uniquely different from similar works and 

fails to provide the framework to protect IoT devices in various platforms. 

Capgemin [134] conducts a survey report on IoT of various industries, including automotive, home 

automation, wearable, medical devices, smart metering, and industrial manufacturing. Capgemin 

[134] work is centred on IoT products and overcoming the challenges, such as influencing 

customer’s decisions on purchasing the IoT devices because it is secure. The report argues that 

risk is always growing with IoT devices. IoT devices can quickly be taken control of by sending a 

malicious update to the device. Once an attacker takes control over the device, it is easy to steal 
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data and the location of the device. The authors further outline the rise in threats and privacy 

concerns are exacerbated, by some organizations rushes to launch their IoT products; without 

seriously considering consumer privacy and security. Capgemin [134] argues that there are very 

few organizations that focus on securing the IoT products initiating it from the development phase 

and fail to release critical patches to vulnerabilities on time. A portion of the recommendation by 

the survey is for IoT device manufacturers to prioritize security features starting from its initial 

phase throughout the development process and even after the product is launched. The authors fell 

short in this survey failing to provide concrete security measures that are critical to security.  

2.7  Privacy & Safety Consideration in the Design of SCT & Other IoTs  

Huang [135] argues that within the past decade, computationally enhanced toys have become a 

staple of children's environments in large part due to the small size, robust operation, and low cost 

of embedded computing that enables computers (and associated electronic devices) to be included 

within toys of all descriptions. Huang [135] argued that more recently, a variety of powerful 

technologies have emerged so that children can design their computational artifacts: that is, small 

(and inexpensive) processors, sensors, and actuators have been developed that are well suited to 

combination with “soft” materials such as textiles. This paper describes Plushbot, a system-in-

development that allows children to create their plush toys and stuffed animals, and to include 

computational enhancements within the toys that they create. Thus, Plushbot represents a step 

toward expanding children's creative design of their own interactive, computationally enhanced 

characters. Huang [135] describes the current state of the Plushbot software, shows a sample 

project created with the system, and describes plans for upcoming pilot tests with the system. This 

paper contributes significantly to an essential element of smart toys “DIY” which can be far 

dangerous as no consideration is giving to a potential straightforward data breach as no concern of 

security is integrated during the designing and building of these toys. Although this is an excellent 

contribution to the research of SCTs for children's safety and privacy, the authors failed to discuss 

and propose any security framework to preserve children's data and protect against any breach of 

children's data. 

Sanchez [136] presents that the defacto Wi-Fi standard used in Smart home appliances, sensors, 

and actuators by its fundamental nature and design is vulnerable, up to a specific limit, to privacy 

leakages through traffic analysis attacks. Concerns of this technological evolution about the 
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privacy and security of the citizenry appear to be at an embryonic stage. To sustain this claim, 

Sanchez [136] explores information leakage vulnerabilities inherent to communication 

technologies used in Smart Homes and their potential impacts through analyzing how private 

information might leak from the wireless protocols. This research is useful to the field of privacy 

and security of IoT as it demonstrates appliance involve in IoT such as SCT can easily be 

vulnerable as it joins home connectivity. Although the authors used reliable sources; such as 

previous work in the field, they were unable to provide substantial evidence on how to intercept 

Wi-Fi communication when the adversary’s machine is not authenticated to the Wi-Fi network. In 

this case, they fail to demonstrate how they will practically be able to identify various devices 

connected to the Wi-Fi. Sanchez [136] could have easily provided evidence of such an attack by 

using simple Wi-Fi cracking software to demonstrate how an adversary can join the Wi-Fi network 

and start sniffing communication. It is also essential in two facts. For example, if they could 

identify various devices connected to the Wi-Fi; then in a case of a smart toy, an adversary can 

quickly identify a device such as SCT connected to Wi-Fi. 

Alqassem et al. [137] develop detailed background information on security-related requirements 

information on heterogeneous IoT systems, decomposed into a taxonomy of quality attributes, 

existing security mechanisms, and policies. The authors explain some of the current forms of 

security attacks and how to reduce the vulnerability landscape or reduce the attack profile in future 

IoT systems such as SCTs. The authors further analyzed IoT privacy and security requirements 

and the challenge of determining what information should be protected, when to protect it, and to 

whom access privileges. The authors discuss IoT devices, which are part of a network consisting 

of different technologies, and how the integration of these technologies opens more vulnerabilities 

creating unpredictable risks such a breach of data on the device. The authors also discussed the 

challenging nature of managing other security principles or mechanisms such as access control, 

authentication, authorization, data integrity, etc. Alqassem et al. [137] also suggest testing before 

adopting the existing security mechanisms and policies and to use the OpenSSL cryptographic 

library. Alqassem et al. [137] fail to mention the active threat and vulnerability landscape the 

ability for the recommended solution to understand the risk factor to security breaches leading 

breach of the confidential and possible integrity of data. Secondly, the authors failed to propose a 

workable security model that can be integrated into IoT devices such as SCTs. 
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Ukil et. al. [138] present a scheme in IoT systems that enables sensor data owner to assess the 

privacy risk of sharing its sensor data such as context data of a SCT or smart meter data to third-

party applications in quantifiable or measurable terms. Ukil et. al. [138] design a privacy 

management scheme that detects analyze sensitive content of time- series sensor data and measures 

the amount of privacy investigation. Although the authors focus on smart meter sensor data, the 

implications are the same for SCT GPS context data. Ukil et. al. [138] measure the privacy content 

of the sensor data set using a theoretical information model that is consistent with analytical 

reasoning. The authors provided insight into the privacy measurement and quantification based on 

the information and conceptual model that consists of components like privacy measurement, 

statistical compensation, privacy quantification, and privacy decision. Although the Ukil e. al. 

[138] proposal made a significant contribution to the problem, it fails to provide a robust security 

framework of the model to address the setup problem with privacy and security of PII and context 

data within IoT devices such as SCT.  

Armando et al. [139] review the existing knowledge of the current mobile application distribution 

model. Armando et al. clarify that such a model cannot just be copied as the BYOD device, which 

may be related security, needs as a SCT have complex security requirements. Armando et al. [139] 

propose for such complexity for BYOD devices to use Secure Metal Market (SMM) architecture 

that supports the definition and enforcement of security policies and offers a promising prototype 

implementation tested under realistic conditions. SMM aims to guarantee that applications 

installed on a personal mobile device comply with an organization’s security policy. Such 

implementation can be adopted with any security requirements for IoT devices such as SCT and 

Parental Control component on a Smartphone device. Armando et al. [139] describe the SMM 

architecture consisting of a client and a server. Generally, the client is installed on the device upon 

registration, which disables and replaces the clients of other stores to prevent insecure installation. 

SMM Policy Specification is amenable to both static verification and runtime monitoring. The 

authors demonstrate the feasibility of extending the mobile application distribution model to 

provide security guarantees for the BYOD paradigm using an SMM. Although a component of 

their work applies to some of the security and privacy concerns of IoT devices such as SCT, it fails 

to address security issues surrounding application configuration and functionality and how it can 

be compromised. Secondly, they propose only support one platform that deviates from looking at 

a solution, which addresses another device. 
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Hung et al. [140] conduct a study of privacy requirements for smart toys; as children’s toy has 

become increasingly sophisticated over the years, with a growing shift from physical products to 

toys that engage the digital world using software and hardware. Hung et al. [140] argue the privacy 

required for a SCT is an end-user requirement focused on children. Children’s privacy requires 

special attention in several critical areas related to their privacy as it is widely accepted 

internationally that a child’s data is considered particularly sensitive and should be treated with 

extreme care particularly when the child’s location is involved and can be potentially shared with 

other parties. The authors argue that parental control functions help assures parents their child’s 

physical and online safety and privacy. Hung et al. [140] discuss Privacy Laws and Regulation, 

which lacks focus on children's privacy, although it covers Personal Identification Information. 

The authors pinpoint the issue with Canada’s Personal Information Protection and Electronic 

Documentation Act (PIPEDA), which does not mention any special regulations for children. While 

it requires meaningful consent for the collection of personal data collection, it does not refer to an 

age threshold for this. 

Further, Health Canada’s Safety Requirements for Children’s Toys and Related Products - Canada 

Consumer Product Safety Act (CCPSA) applies to all manufacturers, importers, advertisers, 

sellers, or testers of a consumer product but lack key emphasis on children product. The authors 

describe three properties of the SCT as Pervasiveness, which allows a SCT likely to be with the 

child through everyday activities. Second, the SCT has a social element that helps multiplayer 

interaction with children with smart toys. The author argues that it is becoming a mandatory aspect 

of an interactive SCT to be not only in one-to-one communication; but rather one-to-many, and 

many-to-many relations. The last property is connectedness that allows the SCT to be connected 

to a network and or the internet and communicates with other toys, IoT devices, and services 

through that single based station. Although the authors did an excellent job of opening problems 

with SCT privacy, it failed to propose a protection or control framework to ensure smart toys are 

not easily exposed to attacks compromise child privacy and safety.  

Nath et al. [141] argue that there is a challenge to guarantee privacy, security, confidentiality, 

reliability, and trust within the context of IoT. A portion of the discussion of authors surrounds the 

issue of increasing interconnectivity of device such as SCT, which requires modification to the 

traditional model of security structure to support such IoT devices. Nath et al. [141] discuss some 



- 56 - 
 

critical unanswered questions in IoT security, such as WSN (wireless sensors network) handle the 

heterogeneity of the devices that are connected. What is the best suitable key management 

mechanism? How do we ensure an end-to-end integrity verification against malicious attack? The 

authors present a lightweight encryption method that uses XOR manipulation for anti-

counterfeiting with the WSN network, and Elliptic Curve Cryptography can control some form of 

access control. Although the authors propose a novel method in handling data and network 

component requires for IoT, they fail to provide any robust framework or security models to defend 

the privacy or security issues within IoT devices.  

Subramaniam et al. [142] highlight significant security and privacy challenges to all the 

interconnected systems of IoT. The authors discuss major components of IoT devices such as 

processing power, gateway connect the IoT device through the internet, Cloud infrastructure that 

is interconnected IoT domain network, and lastly another system that is related to middleware 

components connect IoT device over the internet and extract, transform, load, and application. 

Subramaniam et al. [142] argue that the significant security and privacy challenges could be due 

to insufficient authentication/authorization, lack of transport encryption, insecure Web/mobile 

interface, default credentials, and lack of secure code. In discussing a possible solution, 

Subramaniam et al. [142] present some countermeasures like network traffic verification, 

verification of functional security, trust boundary review and fault injection, base device platform 

analysis, and secure code reviews. The authors fail to provide a framework for IoT devices with 

the model that can protect the security and privacy of the consumers using the IoT devices. 

2.8 Global Data Privacy Regulation & Legislative Frameworks  

Hughes [144] discusses the current Canadian regulatory statute, and the contemporary Canadian 

court interpretation of privacy infringement and how they affect advancement in the ubiquitous 

collection of data. Hughes [144] argues that the Canadian legal system interpretation of privacy is 

based on either civil proceedings or criminal proceedings. Hughes [144] highlights the steep 

advancement of technological innovation, which has normalized and led to surveillance of 

everyone, by everyone. The author uncovers struggle by Canadian legislatures, and academics to 

provide a single definition for the term privacy, address why privacy matters, and when it is 

violated. These struggles lead to two distinct privacy concepts: dignitary privacy, which is based 

on the fact the privacy, is intrinsic valuable; and resource privacy, which infer privacy as a tool 
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with instrumental value. The theme of the author's work is to show inconsistency in how privacy 

claims are addressed in a Canadian court and provides a coherent explanation of the rights to 

privacy, and it should be applied. The author's work is essential to current research in the privacy 

of smart devices as it highlights for Computer scientists the challenging information privacy issues 

facing the judiciary because of advancements in technology. Hughes [144] provides a good sample 

of real Computer privacy cases, and how the courts decided recent cases on privacy; and highlights 

the inconsistent decision on privacy. Unfortunately, the author's work did not discuss issues 

surrounding how businesses creating new technology such as SCT can provide a privacy 

framework with control to fend off possible litigation due to a privacy breach.  

Riboni [144] argues that there is a challenge posed to data protection and privacy. As a result, 

persistent technological innovation allowing the collection of vast volumes of data to determine 

personal behaviour patterns and ascertain location information. The central theme is to address 

this rising privacy issues and propose an innovative technological solution for minimizing privacy 

infringement, and its negative impact citizenry. Riboni [144] reviews and discusses current privacy 

protection frameworks across the globe; mainly focusing on European Union approach to privacy 

as a human right issue and US approach to privacy as constitutional rights. Riboni [144] presents 

technological solutions including self-selected routing protocols, privacy-enhanced search 

engines, online deletion tools, and privacy-enhancing technologies; which includes the use of 

encryption tools, policy tools, filtering tools and anonymity tools to improve privacy by removing 

commonly identifiable personal information. This research is an essential resource on privacy on 

smart devices as it contributes a global view of privacy and highlights technological innovation 

across the globe and current challenges. Although Riboni [144] relies on sound sources, the work 

does not address how such a technical solution will address privacy issues raised in various 

jurisdictions across the globe.  

Roa et al. [144] present an approach to investigate the privacy of institutional violence complaints 

in Argentina. The authors discussed an overview of the technical architecture defining a BPMN 

process model for registering victim’s allegations in a database; which allows identifying personal 

data assets and respective data flow. Roa et al. [144] proposal use Linkability, Identifiability, Non-

repudiation, Detectability, Disclosure, Unawareness, Noncompliance (LINDDUN) methodology 

to identify privacy threats and threat agents and illustrated methods of attack through threat trees. 
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The authors discuss three concerns of security, which include confidentiality, integrity, and 

availability. The authors argue that organization privacy policy should include a description of 

what information is collected from users, what the information is used for, how long it needs to be 

held, if and how the data should be shared with third parties, how long data needs to be retained. 

The authors highlight on privacy threats based on the LINDDUN methodology. In the “Likability” 

phase, an attacker can distinguish whether two or more items of interest (e.g., subjects, messages, 

actions, etc.) are related or not within the system. In the “Identifiability” phase, the attacker can 

sufficiently identify a subject associated, with an item of interest, such as the sender of a message. 

In the “Non-repudiation” phase, an attacker to gather evidence to counter the claims of the 

repudiating party and to prove that a user knows, has done or has said something. In the 

“Detectability” phase, the attacker can distinguish whether an item exists or not, e.g., messages are 

sufficiently discernible from random noise. In the information “Disclosure” phase, personal 

information is exposed to individuals who are not supposed to have access to it. In the content 

“Unawareness” phase, a user is unaware of the information disclosed to the system. In the) policy 

and consent “Noncompliance” phase, even though the system shows its privacy policies to its 

users, there is no guarantee that the system complies with the advertised policies. Roa et al. [144] 

are successfully able to use LINDDUN methodology to identity privacy threats and threat agents 

and illustrate methods of attack through threat trees. The authors pinpoint further privacy threat 

tree for information disclosure. The authors discuss the threats related to sharing a victim’s data 

leading to undesirable inferences of the victim’s behaviour and own life. Roa et al. [144] argue 

that a victim’s data sent to a third party can be used for customer profiling of the victim. Sharing 

of such personal data with other users puts the physical safety of the victim at risk if it is shared 

with an untrusted entity. Authors propose privacy requirements/control done through data 

minimization, which limits the collection, use, disclosure, and retention. Also, engage user 

participation that avoids data happens in secret without the individual’s knowledge and violates 

the individual’s expectation of privacy which potential may create for misuse of data. Although 

this paper is very informative paper, it fails to conduct a proper analysis of various threats and 

categories of threat associated with multiple phases of the LINDDUN. Because this paper was 

focused on Argentina, the jurisdiction privacy rules may not apply to other comparable countries.  
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2.9  Pervasive Application & Unadvertised Privacy Violation 

Weber [145] conducts a survey to consider representative classes of pervasive applications and 

identify the requirements they impose in terms of privacy, and the trade-off with service quality. 

Weber [145] reviews current applications, which enable location-based services, and conducts 

privacy threats on the geo-social network and sensing applications and requirements with an 

emphasis on identifying privacy threats and the violation. The theme of Weber [145] work is to 

discuss technical challenges including, augmenting the awareness of individuals, privacy 

preferences, and associated economic cost to privacy infringement. Although the author proposes 

privacy preservation approaches necessary to be incorporated into new technology, his work lacks 

any information on how it can be implemented. 

Schmidt et al. [146] discuss the significance of context data in ultra-mobile computing and provide 

key context data that is gathered during the use of the ultra-mobile device. Schmidt et al. [146] 

discuss the primary concern of context-awareness in mobile computing is the awareness of the 

physical environment surrounding a user and their ultra-mobile device. This concern applies to 

SCTs such a way that similar context data is collected. Schmidt et al. [146] address the concern by 

implementing of location-awareness, based on GPS, or the use of beacons. Schmidt et al. [146] 

model a hierarchically organized feature space for context, which can be developed. At the top 

level, the authors present distinguishing meaning related to human factors, and context associated 

with the physical environment. Schmidt et al. [146] focus on classification into three categories: 

information on the user (knowledge of habits, emotional state, bio-physiological conditions), the 

user’s social environment (co-location of others, social interaction, group dynamics), and the 

user’s tasks (spontaneous activity, engaging tasks, overall goals). As per the model Schmidt et al. 

[146] present, context can originate from human factors or physical environment; human factors 

can be categorized into three as user (his knowledge, characteristics, habits, etc.), social 

environment (social interaction, etc.) and tasks (engaged tasks, general goals, etc.). The physical 

environment can also be categorized into three conditions (light, audio, temperature, etc.), 

infrastructure (surroundings for computation and communication) and location (absolute location, 

relative location, etc.). The focus of this data model in the context of resources. Although this a 

great work and contributing significantly to the understanding of the context in ubiquitously 

connected devices, the authors fail to consider context privacy and context interactions and did not 
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raise any concern for context relating to technology to integrate privacy preservation of the security 

of context data gathered.  

Henze et al. [148] argue to overcome the severe concerns of IoT and Cloud computing, especially 

for privacy critical application areas such as assisted living and public mobility assistance. Henze 

et al. [148] present a comprehensive approach to privacy in the Cloud-based IoT that addresses 

end-users and service developers at the same time. Henze et al. [148] argue that privacy concerns 

and consideration are divided into privacy concerns of end-user and privacy considerations of 

service providers. Privacy concerns of the end-user from data collected by IoT consist of sensitive 

information that unauthorized third parties might be interested in. Privacy consideration of service 

providers must expect severe undesired consequences ranging from the complete acceptance of 

their service to extremely costly lawsuits. 

Henze et al. [148] propose a privacy model-driven development approach and its applications for 

IoT that focus on securely outsourcing data to the cloud; Preserving privacy in the IoT and cloud 

computing; Privacy policy languages; and Model-driven development. Henze et al. [148] present 

a system that aims at integrating IoT and cloud computing in privacy critical applications, focusing 

on making sure that data can be secured and only be controllable by the owner of this data. The 

second is Transparency by design, where privacy must be integrated into the development process 

of a cloud service. Third, Efficient privacy-aware development which reduces the additional effort 

needed for enhancing cloud services with privacy capabilities. Fourth is User -controlled data 

usage and handling, which allows the choice and control over the usage and processing of data 

must be shifted from service providers and developers to the individual end-user. Finally, fifth is 

Adaptable user- control, which is used to control different privacy expertise of the envisioned end-

users and thus provide a flexible user-control mechanism.  

Henze et al. [148] define user-driven privacy enforcement for Cloud-based services in the IoT as 

first, model-driven privacy that consists of privacy policy, monitoring data usage and auditing data 

processing, generating executable code from PDL models. Second, Interaction with the users that 

includes configurable privacy policies for privacy experts’ default privacy settings for privacy 

novices and Social context of user interaction. Third, privacy enforcement points which include 

data protection and access control, with flexible access control and Enforcement of data handling 

requirements. The authors did an outstanding job focusing on achieving user acceptance as the 



- 61 - 
 

most fundamental driving force, which can be obtained by data security. Transparency by design, 

efficient privacy-aware development, User-controlled data usage, and handling and adaptable 

user-control; yet the paper fall short in demonstrating any giving security framework can be 

integrated into an IoT such as SCT and how it can be applied.  

2.10  Privacy-Aware Context Data Modelling 

Tatli [149] argues that context-aware application introduces more privacy issues more than 

location context data. The author expands on the context data work done by Schmidt et al. [146]. 

Tatli [149] asserts that the more context data available, the more increase in the degree of privacy 

concerns users of the context-aware application are exposed. It is significant when people consider 

the amount of data SCT can collect. Tatli [149], presents a privacy-aware context data model based 

on the context data model of another author Schmidt et al. [146]. This model focuses on context 

privacy and privacy dependence of context-to-context relations and discusses two primary states 

of context data: 1. protected context; 2. elevated context. Tatli [149] argues that protected context 

data focus on information about user and location, and elevated context data focus on the user’s 

beliefs, infrastructure, social activity, and status. When dealing with a smart toy, both type of 

context data applies. Tatli [149] argues that there should be a context Interaction in a privacy-

aware model that integrated depicts users protected context data as part of privacy protection, 

which can be blurred when needed, based on the condition specified by users. Tatli [149] fails to 

classify user-specific information such as name, age, address as context data rather that PII all 

which is essential information that is collected by most smart toys. 

Chakraborty et al. [150] present a context-aware model-based solution for the security of IoT 

context data. Chakraborty et al. [150] discuss the ability of the model to account for the relationship 

between a variety of inferences, learning accuracy based on training data, and finally, the feature 

set corresponding to the whitelist inferences are all key to the success of the framework. The 

authors define the privacy problem and choices while disclosing information regimes as Maximum 

Privacy Disclosure (MaxP) and Maximum Utility Disclosure (MaxU). Chakraborty et al. [150] 

describe a privacy mechanism as a two-step process: the first step is to identify the data to be 

shared and then apply obfuscation to the data before sharing. It suggests the set of potential privacy 

mechanisms example includes but not limited to feature selection, sharing whitelisted inferences, 

Random Projection, and Feature Perturbation. It uses the Android OS as representative of a state-
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of-the-art mobile system. The second step is the privacy framework conceptualizing IP Shield, 

which; first, implements context-aware privacy policies. Second, a graphical model that captures 

first adversarial knowledge and its subsequent increase with each disclosure. It then uses the model 

to determine the level of obfuscation required before releasing the data. The authors present a case 

Model-Based Privacy as Adversary Model and Learning the Obfuscation Function; and explains 

different layers of IP shield as Sensors, Context Framework, Inference Framework, Privacy 

Firewall, and Application. This paper is outstanding in suggesting the framework for the context-

aware privacy of sensor data on the mobile system but cannot be broadly applied to another device 

running, not Android OS.  

Rafferty et al. [151] present a conceptual privacy model for smart toys. The model allows parents 

to create privacy rules and receive acknowledgments regarding their child’s privacy-sensitive 

location data. The authors define SCT as a device consisting of a physical toy component that 

connects to one or more toy computing services to facilitate gameplay in the cloud through 

networking and sensory technologies to enhance the functionality of a traditional toy [151]. 

Rafferty et al. [151] focus a security posture for smart toys, which includes privacy rules that can 

be achieved through privacy-preserving mechanisms such as access control. To provide the most 

relevant content, to support toys' ability to function the SCT will need to collect specific context 

data such as the child’s location, and potential profile information such as age and gender to help 

determine what their interests may be based on demographics. Rafferty et al. [151] discuss that 

traditional access control models make access decisions (permit/deny) based on low-level 

operations, such as read and write, for describing a subject’s operation on an object. In the authors’ 

privacy conceptual model, a subject is a 3-tuple entity comprised of a smart toy, a device, and a 

mobile service. The conceptual design model presents four privacy-based entities, which include 

Purpose, Recipients, Obligation, and Retention. The concept of purpose indicates that a subject 

must specify a set of objectives in the corresponding access request. There can be multiple sub-

purposes or combined into a general goal in a hierarchical structure. The Recipient concept is a set 

of recipients or the collected objects belonging to the subjects/users in the system. In the context 

of toy computing and P3P, recipients can be categories as Individual, group, Third party, and 

anyone. 
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The concept of obligation describes a set of obligations in the system that is necessary to be 

accepted after the access permission is granted. Generally, obligations represent the rules that a 

subject agrees to comply with after gaining the access permission. Lastly, the retention concept is 

a set of retention policies in the system to be enforced after approval is granted. Every object 

should have a corresponding retention policy to apply the duration for how long it may be used or 

retained. Based on the context of P3P, the retention policy can be described as one of the following 

categories; non-retention, stated-purpose, legal-requirement, business-practices, and indefinitely. 

Rafferty et al. [151] present a framework that categorizes location data information such as 

location object type, absolute location, relative location, and categorical location. The access 

control model processes the request as follows: First, checks the owner of the requested object; 

second, retrieves the corresponding privacy rules from the system, and lastly monitors the 

acknowledgment communication channel for the subject owner. The decision is made by first 

checking the permissions from the core access control model; second, checking the allowed 

purposes and then, and the last checking enabled recipients. Although the authors work to provide 

a ground-backing proposal to help secure data for the privacy of users of the smart toy, it fails to 

provide concrete threat model, vulnerability landscape and how to seriously defend against a 

never-ending barrage of attacks on connected devices. The authors also assume that users verse in 

configuring fuels without proposing standard methodologies, which will prevent possible 

misconfiguration, which can lead to data breaches.  

Raggett [152] outlines some of the challenges of IoT that are a result of inadequate security 

practices and poor usability (user confusion). Raggett [152] discusses various possible privacy 

breaches, which stem from such inadequate practices. Some of the cited examples include and not 

limited to unexpected IoT certification expiration; attackers can take over smart home kits 

(connected homes), and home routers subject to vulnerabilities such as MITM (Man-in-the-

Middle-Attack). Raggett [152] discuss that IoT devices have potential to transfer a large amount 

of personal information, which may be vulnerable to various attacks and possess risky to possible 

information disclosure on the wire; and argues that compromise network can lead to leaked 

information, which can result in abuse of personal private information. Although the authors did a 

great job on outlines the challenges of IoT, they failed to a solution that integrates a framework or 

a security model, which protects privacy against the breaches, identified above. 
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Chapter 3  

Systematic Privacy Impact Assessment 
  

3 Introduction  

This chapter highlights the issue of children’s privacy by conducting a selective global survey and 

analysis of existing children’s privacy legislation, and privacy theories, which we can use to 

provide the context of the SCT privacy problem. Children’s privacy related to the use of SCT is a 

concept that is difficult to define without context. As per Tavani,[15] “privacy” is a concept that 

is neither clearly understood nor easily defined” [153]. Although children’s privacy background is 

discussed in Chapter 1, in this Chapter, we evaluates different privacy theories and selected global 

privacy legislations to help the reader to grasp the complexity of the SCT privacy problem. We 

further, outline privacy requirements, and data classification state processed by SCT, and use it as 

a basis for SCT context data modelling necessary in identifying different data states during SCT 

use. The privacy requirement assesses through LINNDUN, a formal privacy threat modelling 

technique to aid the stakeholder to deconstruct how the SCT architecture maps with threats and 

vulnerabilities when assessing the risk to privacy violation. We present a Systematic Privacy 

Impact Assessment Table (SPIAT) for SCT as a tool, which includes privacy threat modelling, 

and privacy risk assessment processes with intending to help privacy compliance violations. The 

SPIAT and the formal threat model presented in this chapter support our design of Petri-Net data 

flow model in Chapter 5.  

A Systematic Privacy Impact Assessment Table for SCT (SPIAT-SCT) is presented here as an 

information privacy risk management tool, intended to identify the actual or probable negative 

effect, privacy breach, and assess the degree of noncompliance of privacy. SPAIT use in 

conjunction with LINNDUN as a formal privacy threat modelling technique to deconstruct how 

the SCT architecture maps with threats and vulnerabilities when assessing the risk to privacy 

violation. In this case, a privacy policy will refer to the organization’s information privacy policy 

that serves as an instrument to managed collected user data [157]. SPIAT-SCT is intended to assess 

the following types of risks for SCT:  
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1. Risks arising from a new SCT or the convergence of existing SCT that collect process, and 

transfer children information; 

2. Risks arising from the use of SCT known privacy-intrusive function such as an 

unconsented collection of location information, or audio or video recording; 

3. Risks arising from a third-party application that can install on a SCT which can leak user-

related data without consent; and 

4. Risk arising from SCT, which does not provide or support privacy security best practices. 

Such include auditing access to personally identifiable information, providing access to 

SCT and online database, transfer of data without any encryption protection, etc.  

We present SPIAT to assist in identifying privacy-related risks and privacy compliance in order to 

ensure that children’s information is protected all the time. SPIAT is a combination of 

understanding and integration of Privacy Properties, Privacy Principles, Privacy Threat Modelling, 

and Privacy Impact Assessment as depicted in Figure 3.1  

 

Figure 3. 1 Systematic Privacy Impact Assessment Components 

Table 3.1 below demonstrates a high-level SPIAT. The subsequent section provides details 

information on the actual SPIAT process.  
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Component  Details  

Privacy Theories & Legislations Section 3.2.1 & 3.3  

Privacy States & Properties  Section 3.5 & 3.4 

Privacy Principles Section 3.6 

Privacy Threat Modelling  Section 3.7 

Privacy Impact Assessment  Section 3.8 

Table 3.1 Systematic Privacy Impact Assessment Table (SPIAT) Components and Section  

3.1 Problem Statement  

Although the privacy impact on children's safety while using SCT is clearly understood by 

authorities, they do not have effective ways of clearly conducting privacy impact assessments or 

amending legislation focusing on various information states. Unfortunately, children or parents 

may easily trade information for functionality [247]. As a result, most parents allow their children 

to use these devices, trading their child’s privacy for features available on the SCT, and putting 

their child’s sensitive information at risk of a breach.  

As per Fried [154], on trust and privacy, because a relationship can be built between the SCT and 

the child, there is the inherent trust of privacy when usingthe device. As such, there is usually no 

hesitation in arbitrarily disclosing sensitive information about the child or the family. In short, a 

child is unable to self-regulate and negotiate disclosure of information or the ability to discriminate 

to whom to share that information. Because children are curious, yet incapable of making an 

effective, meaningful decision regarding privacy, we need to set and determine how much privacy 

we need for our children and entire families, throughout the use of the device. Because of this, the 

responsibility falls on the parent to negotiate privacy for their child, especially when it comes to 

electronic devices that collect, process, and store tremendous amounts of data captured through 

children’s usage of smart connected toys. Unfortunately, the parent is likewise not in the position 

to be able to address this issue since they have no impact on the product that comes to this market. 

This leaves the full problem to be solved by authorities having a purposeful tool such as the ability 
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to conduct a privacy impact assessment, and design legislation clearly understating various data 

transition when it comes to child data and use of SCT.  

At the time of this writing, there is no existence of a known privacy framework, and the National 

Institute of Science and Technology (NIST) has just put out a “Request for Information (RFI)” on 

a general privacy framework as shown in Figure 3.2. This chapter provides background 

information on privacy theories, legislation, and privacy impact assessment information, which 

will serve as an integral part of an overall privacy preservation framework for SCT modelled 

through Petri-Net in Chapter 5.  

 

Figure 3.2 NIST Request for Information (RFI) for the NIST Privacy Framework [182] 

 

3.2 Background 

Culver et al. [155] argue that a person could be said to have privacy if, in a defined environment 

or set boundary, he or she is protected from intrusion, interference, and information access by a 

non-authorized entity [155]. SCT data gathering functionalities, involving data transfer, and data 

mining may threaten children's privacy. Unfortunately, there seems to be no deliberate actions or 

emphasis to protect the privacy of childusers. Because privacy protection mechanisms and 

enforcement are not clear, society should have concerns with the collection and recording of 

personal, interactive, and location information of children with or without the consent of the 

guardian. For example, location information collected and transfer to the SCT to the manufacture 

Cloud storage unbeknown to the user. The precursor is that, in the context of SCT use, the right to 

privacy of a child should stringently be protected. All administrative, technical, and operational 

privacy controls have to put in place to ensure enforceable compliance with privacy laws, thereby 

restraining against unsolicited intrusion, interference, or one-time consent. Because most SCTs are 

usually used within the defined confined personal space, families turn to automatically assume the 
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same level of privacy is available to the SCT as within the physical control personal space. 

Unfortunately, toy-computing devices such as SCT can disclose our private conversations and 

information during use without our full consent [156]. 

3.2.1 Privacy as Social Computing Issue for SCT  

In relating to user data, privacy can provide four core societal functions [162]. Firstly, privacy 

allows personal freedom and the ability for one to control the type of information collected about 

themselves or their children; and when that information can be released to anyone else. Secondly, 

privacy can provide an opportunity for one to deviate from institutional to community laws/rules. 

In this case, where there is an expectation for a release of personal or usage information, the user 

can choose to maintain his or her privacy and deviate from such expectation by specifying rules, 

which prevent information release [162]. Thirdly, privacy can allow one to self-reflect or self-

evaluate information provided and possible compliance-related issues. Lastly, privacy can promote 

communication by allowing limited and protected information to be shared with authorized people. 

Although these key functions are crucial, each relies on essential models; such as physical 

architecture, privacy fence, or engineering requirements [157]. 

Privacy issues relating to children are not unique to SCT. The use of SCT has exacerbated the 

privacy concerns; considering the amount of personal information SCT can collect, the ease and 

speed with which SCT can collect information, the extensive unsupervised period a SCT 

manufacturer can retain user data, and the type of intimate, interactive play or activity SCT can 

gather. There are some aspects of social psychology in computer-mediated communications that 

can have a direct or indirect effect on users [34]. For example, while using SCT, the rapid 

interactions between the toy and the child can change the quantity, distribution, and or the timing 

of information exchange. The communication between the SCT and the child is live bidirectional 

communication without any noticeable latency. The quick live interaction between the SCT and 

the user can lead to pressure to respond quickly, resulting in an impulsive information disclosure 

to the SCT [157]. Not only does the pressure to react quickly lead disclosure of sensitive 

information, but also after an extensive period of such interaction, a genuine relationship between 

the toy and the child will likely be established. Such a trustful relationship will allow the child to 

disclose intimate information to the SCT. As per Schwartz, relationships are a vital factor for 

information disclosure decisions [158].  
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Figure 3.3 Social information gathering from the SCT [157] 

Social privacy issues surrounding SCT are centred on the physical devices’ interaction, registration 

information provided about the child, and contextual information gathered in a social situation. 

Figure 3.3 demonstrates various spheres of social information gathering from the SCT and the 

intersection area shows sensitive information gathered amongst the three spheres. The physical 

interaction privacy sphere evaluates all deliberate interaction with the SCT and the data provided 

to the SCT through such interaction. Within Figure 3.3 above, we can assume that because the 

child does not clearly understand privacy and its consequences, the child will likely provide 

indiscriminate information to the SCT thereby disclosing to the SCT sensitive information about 

him/herself, his/ her family, or anyone within his/her circle of care. For example, a child being 

asked a set of questions by “Hello Barbie,” may lead to the child disclosing family observed 

interaction events at the house. 

Another such example can be a deliberate recording of video or audio with the SCT without the 

parent knowing. The contextual interaction privacy sphere focuses on all data that are gathered 

from the SCT without continuing consent provided by anyone within the circle of care. For 

example, GPS information, temperature information, etc. are regularly sent to the device 

manufacturer server database or cloud storage. Another such example for this sphere is the 

automatic non-user initiated recording of activities without active current consent provided by a 
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consenting adult. The “Registration” and “Interaction” privacy sphere concerns itself with 

requested registration PII that is collected by the SCT manufacture during registration or activation 

of functions of the SCT. For example, request of personal identifier information, which in case of 

a breach may result in unintended consequences. Although there might not be a single SCT 

manufacture who has malicious intent, collecting significant SCT related data; our concern is a 

possible violation of privacy by a hacker gaining access to a wealth of information about a child. 

We can also safely assume that location information or unconsented recording will have sensitive 

information, which will fall within the intersection of the three-sphere labelled sensitive. The 

concern on safety is focused on privacy violation, within any of the three spheres, which can result 

in danger, risk, threat, or injury to the child. Any unauthorized disclosure of the sensitive 

intersection amongst the three-spheres in Figure 3.3 can result in unintended consequences, such 

as disclosure of child location information, possibly compromising the safety of a child.  

3.2.2 Privacy Theories  

The traditional or classic privacy theories have looked at privacy from three distinct views. First, 

from a view of non-intrusion of space, also known as accessibility privacy [159]. This perspective, 

generally, looks at privacy from either being left alone or prevention of intrusion by governments 

or authorities into individual space. In our modern era, there is a digital space dimension, such as 

the use of SCT. To analyze this view of privacy in relation the use of a device like SCT, which 

collects and stores information about children and families, we can assert that we are interested in 

providing a mechanism to help government or companies who have unfettered access to our 

electronic data, based on access to our digital space. For example, “Mattel Inc.,” control the 

collection of data from SCT like “Hello Barbie,” and have the ability to intrude one’s digital space 

from a classic privacy theory perspective. The application of such a classic privacy view 

concerning SCT is the unconsented intrusion of digital space through data collection, by SCT 

manufacturer. 

The second distinctive view of privacy is the non-interference of decision, also known as 

decisional privacy [159]. The emphasis in its simplistic form views privacy in terms of freedom 

from interference in deciding all aspects of our existence. Decisional privacy is defined in terms 

of autonomy from interference in one's choices and decisions. Concerning SCT, this will be the 

parent’s sole ability to specify how, and who should have access to data without interference. The 
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focus here is the parent’s ability to decide what type of information (e.g., interaction data, 

generated data, and captured activity data during the use SCT) third party entities, such as Mattel 

Inc. should have access to or control.  

The last distinctive view of privacy is the control and limited access theory, also known as 

information privacy [159]. Control and access theory is concerned with the protection of personal 

information in computer databases. In essence, it speaks to having control over and restricting 

access to personal information. Using this theory, we are concern about the deliberate collection 

of any non-purposeful Personal Identifiable Information (PII) during registration. First, this theory 

supports the view assuring ongoing control of children’s information gathered through the SCT 

and stored on vendor databases. Second, this view supports the view of addressing retention issues 

relating to data collected from the SCT. Lastly, it shows the interest over control of the flow of 

one's personal information collected by the SCT, processed, and stored by the SCT manufacturer 

or third party vendor acting on behalf of the manufacturer. This includes the transfer and exchange 

of that information. Table 3.2 defines the distinctive high-level views of privacy. 

Accessibility Privacy  Freedom from intrusion into one's space. 

Decisional Privacy Freedom from interference in one’s decisions.  

Informational Privacy  Control over the flow of one's personal information 

Table 3.2 Summary of three distinctive privacy views (Source: Adapted from [159]) 
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3.2.2.1 Moor’s Privacy Theory and SCT Privacy Implication 

Moor [160] articulated a privacy theory that leverages the three classic privacy theories, as 

presented in table 3.2. As per Moor’s theory, “an individual has privacy in a situation if, in that 

particular situation, the individual is protected from intrusion, interference, and information access 

by others [160]”. A key aspect of Moor’s notion of situation can be applied to SCT privacy 

problems in several contexts or zones. For example, such a zone or context can be SCT and child 

interaction, a trusted relationship between the SCT and child, or storage and accessibility of 

information of the toy from the manufacturers’ cloud storage. In applying Moor’s theory to privacy 

issues with SCT, we can determine when a loss or violation of privacy has occurred. For example, 

in a case when sensitive information is recorded by the SCT in a confined protected zone of the 

SCT itself and later transmitted outside the expected protected zone of the SCT. We can deduce 

there is a loss of privacy due to the transfer of the information to another location. However, in a 

case where the SCT is susceptible to recording information about its environment without the 

consent of the user, SCT then we can imply that there has been a violation of privacy because such 

recording is not  consented to.  

3.2.2.2 Nissembaum’s Privacy Framework and SCT Privacy Implication 

Nissembaum’s privacy framework [161] requires that the process used in gathering and 

disseminating information should be appropriate to a particular context and comply with norms 

that govern the flow of personal information in that given context. In essence, any privacy 

framework that stipulates privacy norms of a SCT should follow the general concept as specified 

in privacy policies as understood to be appropriate and expected by the user of the SCT or 

respective guardian. In this context, the norms of the appropriateness of SCT will determine 

whether personal information about the child is either appropriate or inappropriate to divulge 

within a particular context. On the other hand, the norms of distribution will restrict the flow of 

information within or across the context if found inappropriate. If the parent sets a privacy policy 

to restrict access to free flow information to the cloud, then the specified type of information will 

never be able to be transmitted outside the confines of the SCT. The restriction of content from the 

SCT can provide a level of assurance against privacy violations. If this level of assurance cannot 

be provided, and the norm is breached; a violation of the child or parent privacy has occurred. In 

practice, the contextual integrity of the flow of personal information from the child is maintained 
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where both forms of distribution and appropriateness are respected [161]. Nissenbaum’s theory 

demonstrates a keen focus on the context in which information flows, and not the nature of the 

information itself. It presents a noble theory, which can support the premise of this thesis.  

3.2.3 A Broad View of Privacy theories and SCT Privacy Implication 

Overall, it is expected while using SCT, the child and parents should have an expectation of privacy 

based on all the discussed privacy theories above. It will suffice if we can design a privacy 

preservation scheme, which can offer protection against interference, access, and intrusion. To 

ascertain this level of privacy preservation, we have to consider and review the applicability of the 

basics of both control theory and limitation theories; and how we allow individuals control over 

their personal information, or limitations on the persons who could gain access to personal 

information. Finally, more recent theorems such as Moor’s privacy theory, and Nissenbaum 

contextual integrity can leverage a portion of the consideration in building a holistic privacy 

preservation framework. Figure 3.4 provides a high-level overview of privacy.  

 
Figure 3.4 Broad View of Privacy Theories (Source: Adapted from [43]). 
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3.3 Selected Global Privacy Legislation 

There is a global effort on enacting privacy legislation across most advanced countries [20]. For 

example, Figure 3.5 demonstrates global privacy initiatives or protection across the globe [20]. 

Unfortunately, although such legislative interest on privacy is growing, the figure depicts a 

significant number of countries in the world have no legislation or do not have publicly available 

information on privacy legislation. Second, for those who have enacted privacy legislation, 

enforcement mechanism, and penalties across to globe is inconsistent [20]. Countries with privacy 

legislation use different avenues in enforcing privacy compliance. For example, in Canada, 

specifically in Ontario, privacy violations usually do not result in a criminal conviction, but in a 

country like Hong Kong, such violation likely may result in criminal offense [157]. In order to 

comply with privacy legislation across the globe, SCT companies have to create and implement a 

variety of privacy or information security policies, standards, guidelines, and standard operating 

procedures. The other alternative to be compliant is not collecting and storing unnecessary user 

information in the first place.  

 

Figure 3.5 Privacy & Data Protection by Country (Source: Adapted from [164]) 

Figure 3.5 although the map does not provide us the required numbers on data privacy per country, 

because it is a pay per use service,  the diagram provides us high-level information on privacy 
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restriction across the globe. There is a low number of countries with privacy laws that exclusively 

address privacy protection for children [164]. At this time, the United States is the only country 

that has a specific law protecting children’s privacy online or while using digital media. The 

European Union General Data Privacy Regulation (GDPR) provides a section in the constitution, 

which addresses children's data privacy with similar content as the United States COPPA. As the 

child engages in activities such as play with SCT, sensitive information is exchanged or produced. 

In such a situation, the understanding of the concept of privacy can play an essential role in helping 

construct and shape the child’s sense of self. Although the exact boundaries of privacy can be a bit 

challenging to construct in the use of digital technology like SCT, there is still clear expectation 

privacy legislation should exist to force companies to advise users whenever interaction of 

sensitive private information can be collected and released.  

Both Canada and the United States have a sense that privacy is universal human right [163]. The 

understanding of privacy and what it offers is nuanced and subject to interpretation based on the 

context or jurisdiction. For example, in Canada, privacy is codified into the charter of rights and 

freedom [163]. Section 8 of the Canadian charter on “search and seizure” specifies that everyone 

has the right to be secure against unreasonable search or seizure [163]. As per the Supreme Court 

of Canada's interpretation of this section, the rationale for section 8 is to protect and guarantee a 

certain level of a reasonable expectation of privacy [163]. The reasonable expectation of privacy 

means that those who act on behalf of a government, such as police officers, must carry out their 

duties in a fair and reasonable way. They cannot enter private property or take things from others 

unless they can show that they have a clear legal reason [163]. They are only allowed to enter 

private property to look for evidence or to seize things with approved judge issued warrant. 

Similarly, the United States was built on the main principles of individual liberty and freedom 

from intrusion by the State. Such expectations should be applied to SCT companies or any 

company that can collect data on users. They should not preview private information on users 

without proper authorization or consent.  

Within Canada and the United States, the value of privacy is so high that consent and certain 

privacy rights have been integrated into communities and identities [166]. Such expectation 

constitutes the use and expectation of private space or private behaviour. Private space may vary 

depending on culture and what that culture privacy norm expects of us [166]. Because we are all 
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part of communities, we have to be able to evaluate privacy by the interchange of ourselves with 

our devices (e.g., SCT) and privacy legislation that protect our data. Through these devices, we 

create our identities and engage ourselves with others according to set guidelines of expected 

privacy associated with the device we are using. In this case, a sense of privacy is established, and 

decisions about information disclosure are negotiable. Unfortunately, with children or non-savvy 

parents, meaningful dialogue on privacy is not fully appreciated, or the consequences of a breach 

of privacy are not clearly understood [166]. As a result, any personal information, including 

interaction information or PII, can be disclosed. Even with users that can negotiate privacy consent 

with SCT manufacturer, most SCT does not have an expiry period for consent. As a result, users 

cannot retract  earlier consent.  

3.3.1 United States Children Online Privacy Protection Act (COPPA) 

The Children’s Online Privacy Protection Act (COPPA) was passed in the USA congress in 1998 

to provide additional data privacy protections at the federal level for minors’ thirteen years and 

under [165]. Within the COPPA act, there are provisions that protect children from unnecessary 

data collection from commercial applications, websites, online services, and devices such as SCT. 

In general, the Federal Trade Commission (FTC) is responsible for enforcing how business entities 

are allowed to collect, process, and store children's information; including personally identifiable 

information (PII), interaction data, etc. PII includes first and last names, email addresses, telephone 

numbers, shipping address, online identifiers, like usernames, and even geolocation data. Figure 

1.4 in Chapter 1 provides a list of what can be considered as PII under COPPA.  

Within the provision of COPPA, there is a firm requirement for a business to display respective 

privacy policies and outline the type of children data they are allowed the collect, process, and 

retain [165]. One of the most critical aspects of COPPA is the parental consent requirement. 

Business is required to actively request and receive verifiable parental consent prior to using a 

child’s personal data for any activities [165]. Another important tool is the parental option to 

request the deletion of children’s information from the vendor if required. Companies have to 

identify all agents who collect personal information. Companies who failed to comply with such 

legislation face strict penalties. The current fine for noncompliance is set at $40,000 per violation 

[165]. Table 3.3 below provides some of the most notable COPPA violations and charges.  
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Companies Violation  Year  Fine  

ByteDance Failing to comply with their TikTok app 2019 $5.7 million 

Oath (the owner of 

AOL and Yahoo) 

Online advertising business was 

violating a federal children’s privacy 

law 

2018 $5.0 million 

inMobi Tracking users (13 and younger and 

older) geo-location unknowingly 

2016 $950,000 

Table 3.3 Some Known COPPA Violation and Fines [181] 

 

3.3.2 Canada’s Personal Information Protection and Electronic Document Act  

Canada does not have specific legislation that targets the protection of children's data. 

The Personal Information Protection and Electronic Documents Act (PIPEDA), mainly targeted 

towards businesses interacting with Canadians, is a data protection act that requires consent for 

the collection, use, and disclosure of personal information [167]. It does not differentiate between 

kids and adults when it comes to privacy. PIPEDA targets the general Canadian population and 

does not seek to provide or become the equivalent of COPPA. The Act requires businesses to use 

proper means of collecting user information and consider an appropriate form of consent prior to 

collection, processing, or storage of user information [167]. PIPEDA falls short of considering the 

sensitivity of children's data and carving out a section specifically targeting children's data. The 

Office of the Privacy Commissioner of Canada, which enforces PIPEDA, has filed this deficiency 

within the original act itself, by enacting recommendations for companies dealing with children 

data [168]. The key highlight of PIPEDA, which can apply to the use of SCT includes [167]: 

I. Limit, or avoid altogether, the collection of personal information: PIPEDA expects 

companies to limit the collection of personally identifiable information to identified 

purposes. In this case, it is expected that companies deal with children's data will have the 

expectation of providing a rationale for children’s information gathering. If companies 

find it challenging to receive the necessary consent, from an adult, prior to collecting 

children's information, then they can avoid the collection of such information [167].  
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II. Be careful about ‘inadvertent’ collection: Although organizations may not be 

intentionally collecting personal information, caution must be exercised where there are 

fields, which encourage users to enter such data [167].  

III. Have an appropriate data retention schedule: Organizations collecting such 

information must have a well-defined data retention scheme and period of storage. The 

organization must have an avenue that ensures that data is securely destructed after the 

retention period [167]. 

Other than the three listed above, PIPEDA requires the organization to specify services being 

provided to youth, and a mechanism is put in place to force a child user to engage parent or 

guardian in and consenting and agreeing to terms and conditions [167].  

3.3.3 Australia’s Child Privacy Act  

Similar to Canada, Australia does not have specific children’s privacy laws or legislations. The 

Australian Law Reform Commission enacted a Privacy Act in 1988 to address online privacy 

issues. There thirteen principles that apply to the general population and children alike [170]. 

Within the Australian privacy act, an enormous burden is placed on a private organization to take 

all necessary actions with electronic data collection irrespective of the user’s age. The original 

version of the Privacy Act was only focused on holding accountable privacy violations of state 

agencies or companies that have a contract with government offices [171]. The eleven guidelines 

for handling information or the Information Privacy Principles of the act include the manner and 

purpose of collecting personal information, solicitation for personal information, storage and 

security of personal information, records, and access to records. Other parts of the guideline also 

include altering records, record keeper duties to check the accuracy of information before use, 

relevant purposes for personal information, limits on using personal information, and limits on 

personal information disclosure. The main shortcoming for this Act is its lack of specificity of the 

minimum age at which consent of a user can be considered valid. Second, unfortunately, that act 

does not provide any means for an adult making privacy decisions on behalf of their children [171]. 

3.3.4 United Kingdom (UK) Child Protection Laws  

Similar to most countries across the globe, the UK does not have specific legislation or law 

targeting children's privacy. The UK Data Protection Act (DPA), provide the same level of 

protection for the general population as well as children [174]. The DPA was released in 1984, 
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and last updated 2018. It establishes how businesses may legally use and handle personal 

information from users [174]. The core intent of this act is to protect individuals against misuse or 

abuse of their personal information; thereby providing safety assurance [174]. DPA only applies 

to entities that collect, use, store users’ personal information such as email address, name, date of 

birth, etc. Organizations that collect anonymize data are exempted from complying with the law 

[172]. The DPA Act composes of eight main principles that specify how entities can collect, 

process, and store user’s personal data. The principles include: (1) Process personal data fairly and 

lawfully; (2) Process personal data only for the specified purposes; (3) Collect only personal data 

you need and ensure that it’s sufficient; (4) Keep collected personal data accurate and up-to-date; 

(5) Do not retain collected personal data longer than it is necessary; (6) Individuals have rights; 

(7) Manage the security of the collected personal data; and (8) Do not transfer collected personal 

data outside the European Economic Area. These principals are not devoid of user’s right over 

collected data. In the UK, most effort relating to children to online privacy is based on education. 

As a result, the Council for Child Internet Safety, a volunteer organization supported by the 

Department for Education, offers ways to help parents and children navigate the online world and 

privacy protection. Currently, although UK has voted to exit the EU, the process has not been 

completed, so they are still protected under the EU revised General Data Privacy Regulation 

(GDPR), which went into effect in 2018.  

3.3.5 European Union (EU) General Data Protection Regulation (GDPR)  

The General Data Protection Regulation (GDPR) is a regulation within the European Union that 

addresses data protection and privacy for all EU citizens, its economic area, and data exported 

outside the boundary of the EU [173]. The GDPR aims primarily to give control to individuals 

over their personal data and to simplify the regulatory environment for international business by 

unifying the regulation within the EU [173]. The GPDR contains specific provisions on children’s 

online privacy, and leverage some of the provision in COPPA. When the GDPR was revised in 

2018, the EU modelled the component targeting children’s privacy after COPPA. The provisions 

relating to children’s privacy can be found within recitals 38, 71, and Article 12 [173]. Recital 

38 recognizes that children's data needs extra protection. It specifies that children merit specific 

protection of their personal data due to their inability to adequately assess the risk relating 

consequences of their respective personal information exposure. The focus is on protection for the 
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use of personal data of children for marketing, creating personality, or creating user profiles for a 

child. The regulation seeks to extend extra protection for children when they are online. Recital 

71 is indirect, as it focuses on online profiling. It emphasizes that the data subject should have the 

right not to be subject to a decision. The aspect of this looks at mainly adult pursuit to seek services 

such as healthcare, bank loans, but also addresses children profiling. During profiling, tremendous 

information collected, including addresses, birthdates, religion, and ethnicity [173]. Lastly, Article 

12 focuses on addressing transparency in information practices affecting children [174]. It is 

stipulated that services directed at children must contain privacy policies, which is easy to 

comprehend by parents and children of reading age [175]. In essence, entities offering services 

and products to children should be transparent in their information practices. 

3.3.6 Limitations of Existing Global Legislations  

Canada, Australia, and other industrialized nations that do not have specific legislation that clearly 

understand and recognizes the importance of children's information. The United States has shown 

leadership by putting together legislation on both Federal, and State level to recognize the need for 

extra protection specific to children's data; other than the general privacy legislation. In most 

advanced and democratic countries, there usually exist data protection laws [157]. In certain 

instances, these laws only applied to government-controlled entities. Even in cases where the rules 

apply to ordinary businesses, such as a company that can collect customer data; the enforcement 

mechanism is weak [157]. For example, Although Canada has PIPEDA, it also has the Personal 

Health Information Protection Act (PHIPA), which only applies to companies that deal with health 

data, which are mostly government-funded institutions [177]. PHIPA does not provide extra 

protection for Pediatric health data collected, processed, or stored.  

The United States Children Online Protection Act (COPPA) is limited in scope because of 

unpredictable and other related complexities of online interactions. COPPA requires compliance 

from private firms and its aims at children under 13yrs, which make it exclude a group of children 

between 14yrs to 16yrs or any other general audience [165]. For example, “Many social media 

apps popular among teens and tweens, such as Instagram, Snapchat, and Facebook, are considered 

general-audience platforms and explicitly state that users must be 13 and older so that they do not 

fall under the umbrella of COPPA’s regulations” [34]. For any SCT to skirt the legislation, it just 

has to specify that the minimum age of using the device is 14 years and above. Secondly, COPPA, 
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in its current form, lacks the requirement for data retention, which matches the necessary consent. 

Lastly, COPPA has no requirement for persistent active consent after a specified period. This 

means that a commercial company can continuously collect information, with no obligation, based 

on the initial consent provided [34]. Due to these shortcomings of COPPA, some States have 

started drawing regulated privacy laws that focus on minors. For example, California and Delaware 

have laws on the books that regulate address data retention period, missing in COPPA [34].  

Although such data consent legislation exists in COPPA, many parents do not clearly understand 

their privacy rights and the implication of providing the consent, allowing children to use SCT or 

other electronic data gathering website. One should be expecting that the consent requirement in 

COPPA would have led to less data collection. Rather, a 2015 study by the Global Privacy 

Enforcement Network [178], showed otherwise. The study showed that about 67% of nearly 1,500 

apps and websites well known amongst the children cohort collected personal information that 

could be passed along to third parties [178]. Approximately 71% of the companies behind the 

popular site, apps did not provide intuitive means of purging the information collected, process, 

and stored [178]. We expect the numbers to be higher for SCT, other interactive IoT devices that 

collect other information such as interactive data, and context data.  

In 2015, Samsung [34] warned against discussing privileged or sensitive information in front of 

their Smart TV, due to the TVs’ ability record, capture, and merge amongst the data set and 

transmit to a third party through your use of Voice Recognition [179]. There are many documented 

data collection practices, by SCT devices, which current legislation is unable to prevent. The USA 

Federal Trade Commission who enforces COPPA articulated new challenges IoT devices like 

SCT; concerning data protection, Integrity of the fair Information observed. There is an inherent 

risk of a cyber breach resulting in the release of sensitive information from the large aggregation 

of data such as PII, habits, locations, and physical conditions.  

3.4 SCT Privacy Data States Model  

With the sparse children’s privacy laws across the globe, and as more countries begin to legislate 

children’s privacy, an organization’s ability to comply with any existing children’s privacy 

legislation will be founded on their ability to utilize a privacy data state model and Privacy Impact 

Assessment (PIA) tool. The PIA tool allows SCT manufacturers to understand data privacy states 

in order to develop control to comply with any said legislation within the jurisdiction the company 
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operates in. Although some of the privacy laws present a complex problem, there is an opportunity 

to develop unique techniques to address the issue of privacy through consent, privacy impact 

assessment, and designing data privacy states model and transition. To comply with the legislation, 

we can represent the privacy rules through the understanding of various privacy states as data 

moves through the SCT, and how to conduct PIA to determine the possible, vulnerable data states 

and related probable privacy injury.  

The data privacy state model proposed by Tracy Kosa [157], is modified presented using a Finite 

State Machine (FSM) to help identify the respective state and possible data state transition. The 

data privacy state FSM model, as shown in Figure 3.7, can help identify the respective privacy 

state of the data subject within the SCT. We use data privacy state model in Chapter 5. The FSM 

SCT data privacy state model is intended to demonstrate data states after each transition. As shown 

in Figure 3.7, data collected from SCT is categorized and represented in various forms (as shown 

in Table 3.2), to help determine compliance requirement for children’s privacy law such as 

COPPA, or section of GPDR specifically targeting children’s data. In this FSM data privacy 

model, prior to the use of SCT, the child’s information is in a “Private” state. There has not been 

any requirement by the SCT to begin data collection through any form. Although all data, including 

context data, registration forms containing personally identifiable data, and interaction data are all 

in “Private” state. In this particular state, the SCT device can only infer information without any 

system change. In “Private” state, the SCT data automatically meet the compliant requirement as 

the content relating to SCT information collection remains private and cannot be disclosed. Once 

the device is switched on, it begins processing information. If the GPS function is present within 

that SCT device, and internet access is available; the device will begin releasing information and 

identifying possible geolocation of the device. At this particular point, if this is the first time SCT 

is used, the manufacturer may require registration of devices where personally identifiable 

information can be collected. This will result in a release of information rendering the device and 

the data “Public.” The public data requires emphasis as there is a requirement for technical control 

necessary for privacy compliance. If the user provides false registration information, data will 

transition from public to “Unidentified” state, and then back to “Public” states. For this to occur, 

the manufacturer can aggregate sufficient data to identify the user. For example, users will use 

fake names to register and provide the correct email. From the email provide accurate usernames 

and related information can be deduced using a variety of online tools. Once the SCT has data in 
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“Public” state, all data inferred into the public state remains public information, and if collected 

by the manufacturer without any proper action to protect the information or without legitimate 

effort to protect such information, user privacy can be breached or violated. SCT data in “Masked,” 

“Pseudonymous,” or “Confidential” state, which is verified to be, protected with technical control 

in most cases results in transitioning to “Public” state when there is a need for the data to be 

processed by the SCT. Table 3.4 describes each data state. The various data states represented in 

Table 3.4, and Figure 3.6 is used to model various SCT environment in Chapter 5 (Petri-Nets 

simulation modelling for SCT). We use Petri-Nets data flow modelling to demonstrate possible 

different states that the SCT data can be in during system data flow and Petri-Nets integrate privacy 

elements starting from data acquisition, process, and storage.  

Data State  Definition  

Private  Data not available to anyone except the user 

Public Data available in plaintext to authorized users and anyone who can access it 

Unidentified  Incorrect data deliberately provided by the user 

 Deidentified Data cannot be meaningfully tied back to the users whose information is 

collected 

Masked  Data, which has been padded with extra information to prevent even an 

authorized person from making sense of it.  

Pseudonymous Data which cannot be identified except when extra separate information is 

provided 

Confidential  Data only available to authorized users 

 Anonymous  Data in a state which cannot be aggregated back to original meaningful data  

 Table 3.4 High-level classification definition of SCT data processing states [157] 

 

 



- 84 - 
 

 
Figure 3.6 Data Privacy Finite State Machine State Model. 

 

The aggregation of data is necessary for the necessitating more functions for the SCT. It allows 

personalization of the SCT and the specific type of information that it can be delivered to the users. 

Although SCT manufacturers may require this degree of flexibility of information collected by the 

SCT, in order to consistently deliver on the functions of the SCT, the users do not have any control 

once the data is collected and transferred onto the manufacturers’ database. Second, users do not 

have any authority on how that data is used; considering there are no set privacy preferences for 

the data custodian. Although the commendable solution will be for the SCT manufacturer to 

enforce user-set privacy preference or rules on the device, there is no intrinsic benefit for the 

manufacturer; considering they intend to collect the data, analyze it, and usually monetize by 

selling it to a third party. The SCT manufacturer can also financially benefit from the data collected 

by selling aggregated information to third-party advertisers. This poses a dichotomy, between the 

users or privacy legislator’s right to privacy, and the SCT manufacturer needs to analyze and 

monetize the data collected from the SCT. As Paul Ohm [181] argued, there is a Catch-22 in data 

collection and analytics. His position is that “data can be either useful or perfectly anonymous, but 

never both” [180]. Paul Ohm’s [181] position supports the general notion of the lack of incentive 

for SCT manufacturers to adequately address the privacy concerns of users. One area, which can 
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be a middle ground, is stripping of personally identifiable information and consistently putting 

data in “Private,” “Confidential,” “Mask” or “Pseudoanonymous” during all data transition.  

3.5 Privacy Properties and Principles Relating to SCT  

Privacy properties and principles provide us a basis for using LINDDUN as our threat-modelling 

framework for assessing SCT privacy. The majority of the privacy properties in Table 3.5 and 

principles in Table 3.6 aligns with the required properties in the LINDDUN threat-modelling 

framework. The following properties are included here and details description provided in Table 

3.5. Privacy principles, as presented in table 3.6, looks at privacy practices employed by the SCT 

manufacturer in assessing the SCT component, data flow, and associated processes.  

Privacy Property  Meaning  

Unlinkability Hiding the link between two or more actions, 

identities, and pieces of information. 

Anonymity Hiding the link between an identity and an 

action or a piece of information. 

Pseudonymity Possibility of building a reputation on a 

pseudonym. 

Plausible deniability Deny having performed an action that others 

are unable to confirm or contradict. 

Undetectability and unobservability Hiding the user’s activities. 

Confidentiality Hiding the data content or controlled release 

of data content. 

Content awareness Not explicitly defined in the literature but 

recommend that users are aware of their 

personal data and use minimum for the task.  Policy and consent compliance  The system informs the data subject about the 

system’s privacy policy or allows the data 

subject to specify consents in compliance 

with legislation, before users’ access. 

Table 3.5 SCT Common Privacy properties and meaning relating to SCT [270] 
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Principle  Details  

Identify Accountability  Who is ultimately accountable to children's 

data? 

Identifying Purposes Why is such information been collected, and 

for what use? 

Consent Explicit consent requested from a parent or 

guardian on an ongoing basis. 

Limiting Collection The ability to only collect required information 

necessary for the functionality of the SCT. 

Limiting Use, Disclosure, and 

Retention 

Detail out reasonable use of data, specifying 

clearly how long user data will be stored, and 

under what circumstances disclosure can occur. Accuracy  Ongoing data accuracy verification. 

Safeguards Controls in place to prevent privacy breaches. 

Access Unique complex access provide to users. 

Table 3.6 Principles necessary for conducting PIA for SCT - SPIAT-SCT 

3.6 Privacy Threat Modelling  

SCT privacy threat model helps in creating an abstraction for a SCT to profile attackers’ goals, 

approaches, and categorize all probable threats that can arise during SCT life cycle. Privacy threats 

for SCT can arise from various sources, and its implications can be devastating in the worst case. 

From a threats management perspective, SCT is considered as Cyber-physical systems, which 

consist of software and a physical technology or artifact [268]. Many threat modelling techniques 

are currently used differently. Some threat model focuses on security whiles others focus on 

privacy [268]. In this section, we integrate some of the existing threat modelling approaches, which 

focus on privacy risk to create a robust and well-defined perspective view of potential privacy 

threats facing SCT. A special emphasis is required for SCT threat model, unlike any other 

information system. SCTs have specific privacy requirement because its privacy implication 
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affects children, who are a vulnerable sector of our community. Children may also not clearly 

understand the consequence of their behaviour, such as disclosing sensitive information to the toy.  

Our SCT threat model will be focused on SCT threat on PII, context (e.g., location), information, 

and interaction data process by the SCT during play with the child. When a child interacts with 

SCT, the child's personal information is usually tied to the SCT in some capacity. This information 

is transacted with the remote SCT manufacturer cloud resources through a network connection. In 

most cases, the SCT captures images, audio recordings, and transmitted over the network. The 

sharing of sensitive information (i.e., PII, interaction data, or location data) can lead to the 

disclosure of physical location, location trends, or historical location. This possesses a huge safety 

concern, considering SCT users are young children. Such instances of information disclosure can 

be information, which leads the organization to have access to minors or allow other third-party 

organizations to market through the devices to minors. Figure 3.7, present SCT 

functionalities/features which can be subject to threats and necessary required threat modelling .  

 

Figure 3. 7 SCT functionalities/features that can be subject to threats 

3.6.1 Privacy Threat Modelling Approaches  

Microsoft has managed STRIDE threat modelling and associated derivations since 2002 [268]. It 

is considered as the most mature threat modelling method amongst all threat model approaches 

[268]. STRIDE stands for “Spoofing Identity,” “Tampering with data,” “Repudiation,” 
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“Information disclosure,” “Denial of services,” and “Elevation of privileges.” It has progressed to 

include new threat-specific tables and the variants STRIDE-per-Element and STRIDE-per-

Interaction [268]. Table 3.7 provides details of definitions and property violated as the key 

component of STRIDE. Using the core component of STRIDE, we can evaluate a system detail 

design. When using STRIDE, the goal is to model the system in order to identify entities, events, 

and interactions. Accurate representation for requirement through DFDs dictate the success of 

DFD [268]. However, DFD is limiting because of its lack of privacy consideration, and failure to 

provide a means for representing security-related architectural decisions [268]. As a result, in 

Chapter 5, we model SCT data flow with Petri-Net to address the privacy deficiencies in DFD. 

STRIDE uses a general set of known threats based on its name. After gathering discovered threats 

and mitigation strategies, the information is documented and prioritized [268]. STRIDE can be 

used with other threat modelling approaches. For example, Martins et al. use the STRIDE (Table 

3.7) method with NIST guidelines [269]. 

 
Table 3.7 STRIDE Threat Categories (Source: Adapted from [268]) 

Although STRIDE is easy to adopt, it requires a significant amount of time investment [268]. Also, 

the threats can grow exponentially as system functions and complexity increases. STRIDE can be 

successfully used on both cyber-only and cyber-physical systems such as SCT [268]. Microsoft no 

longer maintains STRIDE but has integrated it into Microsoft Secure Development Lifecycle 

(SDL) with the Threat Modelling Tool, which is still available [268]. Microsoft developed 

DREAD, a very closely aligned method to STRIDE, which is also a mnemonic (Damage Potential, 

Reproducibility, Exploitability, Affected Users, Discoverability). DREAD uses a very different 

approach for assessing threats [268]. DREAD uses three values (0, 5, 10) to assess the first four 

components. It uses one of these values (0, 5, 9, 10) to the last category, which “allows for an 

average value to be calculated to represent the risk of the entire system” [268]. 
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The Process for Attack Simulation and Threat Analysis (P.A.S.T.A) is a risk-centric threat 

modelling involving seven stages. Each stage, as represented in Figure 3.8 of P.A.S.T.A involves 

multiple tasks and aims to bring system objective and technical requirements together [268]. It 

uses a spectrum of design and elicitation tools at different stages of the model. It involves using 

high-level architectural diagrams to identify the technical scope in Step 2. At step 3, DFDs at stage 

three, and in Stage 4 uses an attack tree built for analysis and attack modelling [268]. P.A.S.T.A 

elevates the threat modelling sequences to a strategic level by integrating key decision-makers and 

requiring security input from operations, governance, architecture, and development [268]. Figure 

3.8 provides information on the key steps involved in threat modelling using P.A.S.T.A. 

 
Figure 3.8 P.A.S.T. Steps (Source: Adapted from [268]) 



- 90 - 
 

LINNDUN which stands for Linkability, Identifiability, Non-Repudiation, Detectability, 

Disclosure of Information, Unawareness, and Non-Compliance is a threat modelling method that 

emphasizes on privacy concerns regarding and used for data security [12]. LINDDUN is similar 

to STRIDE, but the threat categories in question are coded in the method name. It consists of six 

sequences providing a systemic approach to privacy assessment, as illustrated in Figure 3.9. 

 

 
Figure 3. 9 LINDDUN Methodology Steps (Adapted from [268]) 

LINDDUN begins by defining DFD of the system, which includes the system’s data flows, data 

stores, processes, and external entities. It systematically iterates over model elements and analyze 

threat categories, including users identified threat’s applicability to the system, and build threat 

trees [268]. Steps 2, and 3 involves questionnaires thatprovide users with a process of identifying 

the threats in a given system. Particularly, Step 2 helps to map threat categories to the parts of the 

system where it will probably appear. Step 3 involves identifying cases where threats could 

manifest. The rest of the process finds solutions and mitigation strategies for the threat modelling 

process. For this chapter, we adapt LINDDUN to model threat and expand on it in Section 3.7.1.2, 

as a case study. 

The Common Vulnerability Scoring System (CVSS) is a threat modelling approach that captures 

the key characteristics of the system vulnerability and assigns a numerical severity score [268]. 

CVSS was developed by NIST1 and provided ongoing maintenance and support. CVSS 

                                                       

1 https://www.nist.gov/ 

https://www.nist.gov/
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demonstrates to users a common and standardized scoring system for cyber-physical platforms 

[268] like SCT. A CVSS score is made up of three metric groups (Base, Temporal, and 

Environmental) with a set of metrics in each. The score is made up of the values assigned to each 

metric by an analyst. Attack tree threat modelling is one of the oldest and widely used threat 

modelling techniques [268]. This approach was initially applied as a stand-alone methodology. 

Attack tree its currently being integrated with other threat modelling concepts such as STRIDE. 

The methodology is depicted as an attack tree diagram that shows attacks on a system in a tree-

like format. The goal of the attacker is to get to the tree root, through the leaves. For the attack tree 

threat model, each goal of an attacker can be depicted as a separate tree. An example of such 

representation is in Figure 3.10 shows a pair of attack trees examples. Figure 3.11 below shows 

other twelve different threat models approaches and respective key strength. 

 

 

Figure 3.10 Attack Tree Example for a SCT (Source: Adapted from [268]) 
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Figure 3.11 Key Threat Models and Features (Source: Adapted from [268]) 
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3.6.2 Our SCT Threat Modelling Approach  

Privacy can be distinguished as hard privacy or soft privacy [268]. In a system such as SCT, the 

core mission of hard privacy can be referred to as data minimization. Hard privacy assumes that 

personal data of a SCT user will not be divulged to an unauthorized third party. The threat model 

for hard privacy system is that the data owner provides little data as possible as a means to 

minimize the need to “trust” other entities [268]. On the other hand, SCT soft privacy makes the 

assumption that data subject has lost control of respective personal data and have no choice but to 

trust competent data controllers to protect their data from privacy breach. SCT's soft privacy goal, 

from the perspective of protection, is to provide data security and process data with specific 

purpose and consent, through means such as privacy policies, access control, and privacy audit 

[268]. The system model consists of data subject provides personal data, and the data controller 

responsible for providing data assurance. As such SCT threat model can include SCT asset itself, 

service provider, data holder, and an adversarial environment. In most cases, a strategic hacker, 

who is motivated, and have dedicated resources can breach the privacy of a given SCT. For this 

work, we limit the scope to only threats within the SCT and its immediate environment.  

We present SCT privacy threat model using the LINDDUN threat modelling methodology for SCT 

privacy requirements. We choose the LINNDUN framework because it is independent of any 

particular risk assessment methodology that can be employed to evaluate Smart Connected Toys. 

LINNDUN approach can be used by risk assessment approaches such as OWASP’s Risk Rating 

Methodology, NIST’s Special Publication 800-30, SEI’s OCTAVE, or FRAP [268]. Many of the 

discussed threat models in section 3.6.1 look at security threats, but LINNDUN especially includes 

privacy considerations when assessing the impact of a threat.  

 

Figure 3.12 LINDDUN methodology and Knowledge (Source: Adapted from [268]) 
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Figure 3.12 shows the LINDDUN blocks depicting the methodology and the supporting 

knowledge used to assist each step [268]. The first step requires defining the DFD step used for 

data flow diagram, which is dependent on high-level SCT System description. The second step 

requires mapping privacy threats to the DFD elements to identify all threats within key DFD 

diagrams for the various environment of SCT. Step 3, is where identify misuse case scenario. We 

apply a number of privacy tree patterns, as demonstrated in Figures 3.13 to 3.14. This looks into 

the details of privacy threat instances within the Smart Connected Toy by providing an overview 

of fundamental preconditions of each threat identified within the SCT environment.  

3.6.3 Detailing SCT Privacy Threat Via a Threat Tree Patterns  

This section provides detailed sequences on threat tree patterns that can be used to show privacy 

threats to a SCT. The trees demonstrate preconditions for the SCT threat category that can 

materialize. The preconditions can include SCT vulnerabilities that can be exploited by identified 

threats during a privacy breach or attack instance. These threat trees reflect common attack 

patterns, which can be useful to a SCT system designer in understanding privacy condition, which 

can easily result in a breach. Due to the length constraint of this thesis, we demonstrate some of 

the key threat three patterns using key eliminate of the LINNDUN threat modelling .  

“Linkability of entity” In this case, an attacker can make a distinction between two or more 

entities within the SCT. The threat tree pattern is depicted in Figure 3.13. In this case, one of the 

conditions is that either data flow or datastore is not fully protected (e.g., unencrypted), which can 

lead to SCT information disclosure during the data flow or data store. Another precondition is that 

PII of the registered user can be linked based on user ID, IP address, frequency, location, etc. In 

this tree, the attacker can have access to the data flow and storage or the linked PII. Figure 3.12 

provided details of possible linkability of the entity, which can result in privacy violation.  

Linkability of data flow threat tree, as demonstrated in Figure 3.14 is based on the condition that 

the SCT data flow is not protected and there is no set define privacy elements to protect the privacy 

of data during the data flow which leads to information disclosure during data flow. The other 

possible condition is that the communication can be linked in such a way that messages may be 

linked by the user’s identifiable information (e.g. based on user temporary ID, IP address, 

behavioral patterns such as time, frequency and location, session ID, identifier and biometrics, 
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computer ID, communication content or any combination of these factors). Figure 3.14 present the 

threat tree for linkable data flow which is modelled in Chapter 5 with Petri-Nets 

 

 
Figure 3.13 Threat Tree for Linkability of an Entity (Source: Adapted from [268]) 

 
Figure 3.14 Threat Tree for Linkability of a Data Flow (Source: Adapted from [268]) 



- 96 - 
 

Other threat tree structure which can be demonstrated are : “Linkability of data store”, “Linkability 

of process”, “Identifiability of entity”, “Identifiability of data flow”, “Identifiability of data store”, 

“Identifiability of process”, “Non-repudiation of data flow” “Non-repudiation of data store”, 

“Non-repudiation of process”, “Detectability of data flow”, “Detectability of data store”, 

“Detectability of process”, “Information disclosure of data flow data store, and process”. And 

“Content unawareness of entity can occur in two situations.”  

3.6.4 Use Case - Threat Model Application “Hello Barbie”  

In this section, we use Mattel Hello Barbie as a use case application in analyzing the privacy threats 

based on LINNDUN threat modelling . We believe that LINNDUN threat modelling presents an 

excellent approach to understanding and decoupling Hello Barbies’ privacy threats. LINNDUN 

provides a structured approach in evaluating data privacy risk order to gain a deeper understanding 

of the privacy issues facing Hello Barbie and other SCTs. Hello Barbie is designed and developed 

by Mattel Inc. It is presented as the first fashion doll that has a two-way conversation with its users. 

It has the ability to store all conversation in the Cloud with Mattel Inc. affiliate ToyTalk.com [111]. 

Hello Barbie is made up of a physical toy component and software component. The hardware 

components include LED lights represented as necklace jewelry, buttons, battery, Wi-Fi adapter 

positioned in her head, a memory unit, speakers and a microphone, and separate hardware charging 

station to charge the battery. The charging station also serves as another Wi-Fi adapter. The 

software component allows Barbie to record audio (Figure 3.15) and conduct general interaction 

with the child. The interaction or play data gathered by the Barbie is then transferred to the ToyTalk 

conversation system and servers. The initial setup of Hello Barbie requires registration, 

downloading, and configuring of an Android or iOS-based smartphone app.  

In this use case, we choose to conduct privacy threat modelling for Hello Barbie because of the 

popularity amongst other SCTs on the market. Since the invention of Hello Barbie, Mattel Inc. has 

sold over 800 million units around the world, which is the largest in the industry [111]. Second, 

Hello Barbie has varied functionality which avails itself to privacy threats such as Location, and 

Data flow. Lastly, since the introduction of Hello Barbie SCT in February 2015 [223], many works 

[151, 81,208, 256] have published concerns about its privacy. 
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Figure 3. 15 Hello Barbie Toy Web Interface Audio Recording 

 

3.6.4.1 Setup and System Architecture Hello Barbie  

When a child turns on Hello Barbie, it automatically starts checking for a ToyTalk account, which 

is stored on its internal memory. If this is the first time Hello Barbie is being used, the device will 

be devoid of the ToyTalk account. At this point, the user is required to connect Hello Barbie to it 

charging station, which contains a Wi-Fi adapter to allow it to connect and download companion 

application (“Hello Barbie Companion App”) onto an Android, or iOS-based smartphone. For this 

use case, we assume that the parent is responsible for the initial setup and registration for Hello 

Barbie. As a result, the parent will proceed and create an associated account on ToyTalk.com in 

order to proceed with the Barbie setup. Figure 3.16 serves as a “high-level” use case diagram 

depicting use case interaction for Hello Barbie, with sequences of use by child or parent, system 

component, Parent-Barbie interaction use case, and parent - application interaction use case. 

 

The parent requires to sign up the ToyTalk account with an email account and password. As the 

initial login is successful parent must provide consent, which allows ToyTalk and Mattel Inc. to 

access and use their child’s information, such as voice, birthday, holidays, and important events 

the family cares about it. Based on the consent provided, Toy Talk shas an absolute right under 

their privacy policies to gather any information from the associated devices. Figure 3.17 provides 
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information on IOS and Android application, and SignUp flowchart during the initial setup 

process. Figure 3.18 shows Hello Barbie initial “SignIn” and “LoggedIn” flowchart  

 

 

Figure 3.16 Parent-Barbie Interaction Sequences 

 

Figure 3.17 SignUp and Setup Process for iOS and Android Application 
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Figure 3. 18 Barbie Initial SignIn and LoggedIn Process Flow. 

 

 

Figure 3. 19 Hello Barbie Conversation Option, and Wi-Fi Management Process Flow 
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In the Hello Barbie connection mode, it starts a Wi-Fi signal. Managing the Wi-Fi signal, 

however, requires the Barbie doll to be connected companion app. Figure 3.19 demonstrates 

flowchart for Hello Barbie conversation option, Wi-Fi signal management, and select the 

conversation options which allows the parents to provide Barbie with relevant information about 

the child such as important holidays, birthday, etc. stored on Toy Talk’s online services. After the 

setup is completed, the child will be able to engage in bidirectional conversation with Barbie. The 

parent or guardian can also access activity or conversation, which occurs between the child and 

the SCT from their ToyTalk account. Through this account, the parent has full data management 

control over interaction, such as delete, share, audio clips, etc. Figure 3.20 below provides a full 

data flow on Hello Barbie interaction.  

 

Figure 3. 20 Hello Barbie Full Initial Setup Interaction. 

3.6.4.2 The Hello Barbie Threat Model  

Barbie SCT doll can be accessed through the browser and a companion app that interfaces with 

each other, and connect to the Cloud, as illustrated in Figure 3.21. The doll uses Wi-Fi, to pair the 

mobile application and access the ToyTalk account. After this configuration setup, Barbie 

interfaces mainly connect to ToyTalk server, which processes and stores all data in the cloud. We 

provide Barbie data context DFD to allow us to analyze threat pose to Barbie. Figures 3.22 and 

3.23 provide DFD level 0 and level 1 respectively for our threat analysis.  
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Figure 3. 21 Barbie, Companion App, and Web browser access to ToyTalk servers [202] 

 

 
Figure 3. 22 Hello Barbie System DFD level 0 

 

 
Figure 3. 23 Hello Barbie System DFD Level 1 
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In this threat modelling , we are interested in addressing the threat to information disclosure during 

data flow from Barbie to ToyTalk servers. In essence, our threat model focus on hacker’s aims to 

gain access to Interaction data, registration data, and context data (e.g., GPS coordinate). At any 

point during Barbie’s lifecycle, information disclosure can occur, especially to user PII data during 

the registration process if the data is exposed to unauthorized persons. For the purpose of this 

thesis, an authorized person includes data owner and data custodian, who have access due to the 

nature of the role or is the creator of the data. Data Custodians, in Barbie case, are the group or 

employee at ToyTalk and Mattel Inc. who are responsible for the safe custody, transport, storage 

of the interaction data, PII, and location data, which is sent over to ToyTalk infrastructure. We 

assigned the data ownership to the parent of which information is gathered from the registration 

of and use of Barbie such as PII, interaction data, and location information. We make a general 

assumption, as have been made by other authors [151,107], that although the information 

disclosure practices are part of the privacy policy, which parent consented to prior to assigning the 

application, parents, do not fully understand the privacy implication prior to giving the consent. 

Referencing the DFD Figure 3.22 and 3.23, we outline possible threats Barbie faces based on DFD 

elements Identified for Barbie use the entity, data store, and data flow. Table 3.8 presents mapping 

Barbie privacy threats to DFD elements based on LINDDUN threat model component. The 

definition of the threat categories is provided in section 3.6.3 

Legend: [X=Out of Scope, T=Threat Addressed, A= Assumed to Comply] 

Threat 

Categories  

Entity Process  Data Store Data flow  

Linkability  X X X X 

Identifiability  X X X X 

Non-repudiation   X X X 

Detectability   X X X 

Disclosure  T A A A 

Unawareness T    

Noncompliance   A A A 

Table 3. 8 Mapping Barbie Privacy Threats to DFD Elements 
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Table 3.9 below provides some of the threats that have been currently being identified with the 

Hello Barbie [203]. We focus on the threat analysis of Barbie and the Android Companion app. 

We build a table to the identified currently known threat facing Hello Barbie companion app. As 

of the time of this work, Mattel Inc has resolved some the vulnerabilities which avail itself to the 

identified threat.  

Hello Barbie Threat   Details  Impact  

Weak Password 

 

Companion application and a 

web interface for Hello Barbie 

does not enforce a complex 

password. [202].  

Attackers can easily brute force user 

account credentials. 

No Account Lockout  

 

Companion application and a 

web interface for Hello Barbie 

do not enforce account lockout 

after a specified incorrect login 

attempt. [202].  

Attackers can use available online 

tools to brute force and access data.  

Unencrypted Wi-Fi The device uses its open and 

unencrypted Wi-Fi network for 

pairing, which can be 

connected to any device in 

proximity. [202].  

This can allow attackers to perform a 

man in the middle attack by joining 

open and unencrypted Barbie’s Wi-

Fi network.  

Modification of 

device configuration 

During pairing state, any device 

within range can pair with it 

and could create an account ID 

linked to that Hello Barbie. 

[202].  

An attacker can listen to audio 

conversations.  

Conversation files 

Access 

Access to listen to all audio 

conversations sent by the Hello 

Barbie device. [202].  

An attacker can get the URL of an 

audio conversation that is stored on 

CloudFront without authentication 

and the file is accessible even if the 

user changes the account 

password.[49].  

Table 3.9 Hello Barbie previously identified the threat and mitigated 
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Because of constraints, we demonstrate only one Attack model via the Hello Barbie Privacy threat 

tree for information disclosure (depicted in Figure 3.24). The resulting threat model focus on Wi-

Fi credentials, PII, and audio recordings as the data subject to a possible privacy breach. Although 

accessing Wi-Fi is difficult because of encryption used to store the Wi-Fi password, accessing 

interaction data can be achieved through by eavesdropping on a Barbie’s conversation or a data 

breach of the ToyTalks website [111]. We are also interested in the information that is gathered 

about the use of the device, such as GPS coordinates. For example, in a case, GPS coordinates can 

be gathered, and later child location data is disclosed, a third-party entity can target the child and 

in the worst case put child safety at risk. Both eavesdropping and accessing via ToyTalk website 

can be a challenge. As a result, our threat model is focused on intentional information disclosure 

that can occur during data flow, data processing, and data storage. Figure 3.24 represents 

information disclosure base on Privacy Threat tree.  

 

 
Figure 3. 24 Hello Barbie Information Disclosure Privacy Threat Tree. 

 

3.7 SCT Privacy Impact Assessment  

In this section, we create SCT SPIAT Information Privacy Compliance Process (Figure 3.25), 

Smart Connected Toys SPIAT Compliance Base SCT Privacy Risk Model (Figure 3.26), and 
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SPIAT Privacy Compliance and Preventative Action Process (Figure 3.27). This set of models is 

integrated as help in identify threats in Petri-Nets data flow model, used in Chapter 5, and to 

conduct Privacy threat and Risk assessment during SCT data flow.  

 

 

Figure 3.25 SCT SPIAT Information Privacy Compliance Process 

 

 

Figure 3.26 SCTs SPIAT Compliance Base SCT Privacy Risk Model 
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Figure 3.27 SPIAT Privacy Compliance and Preventative Action Process 

3.8 Summary 

This chapter highlights the issue of children’s privacy by conducting a selective global survey and 

analysis of existing children’s privacy legislation, and privacy theories, which we can use to 

provide the context of the SCT privacy problem, discussed in Chapter 1. We evaluate different 

privacy theories and selective global privacy legislation to help the reader grasp the depth of the 

privacy problem, and why it is critical to SCT. Further, this Chapter outlines privacy requirements, 

and data classification state processed by SCT to support Chapter 4 as the basis for SCT context 

data modelling , necessary in identifying different SCT data states during use. In this Chapter, we 

investigate privacy requirements through LINNDUN, a formal privacy threat modelling technique 

to aid the stakeholder in deconstructing how the SCT architecture maps with threats and 

vulnerabilities when assessing the risk to privacy violation. We present a Systematic Privacy 

Impact Assessment Table (SPIAT) for SCT as a tool, which includes privacy threat modelling , 

and privacy risk assessment processes with intending to help privacy compliance violations. The 

SPIAT and the formal threat model presented in this Chapter support our design of Petri-Net data 

flow model in Chapter 5.  
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Chapter 4  

A Privacy-Preserving Context Ontology (PPCO) 
 

4 Introduction  

SCTs depend on context awareness for full functionality, to continuously adapt to its current 

environment, variables, or dynamic situation. Emerging pervasive computing technologies, such 

as SCTs, provide "anytime,” “anywhere" computing by decoupling users from devices and 

viewing applications as entities that perform tasks, leveraging environmental variable on behalf of 

users [192]. In context awareness computing, services, and agents are required for a SCT to be 

able to be aware of its context and automatically adapt context changes. By context, we refer to 

any information that can be used to characterize the situation of an entity, where an entity can be 

a person, place, or physical or computational object [193].  

SCT context data models depict the basic concepts of the child user (person), location, 

computational entity, and activity. It describes the properties and relationships between these 

concepts. There is increasing fear and risk of privacy breach of SCT context data. A privacy breach 

can lead to the possible location information dissemination of a child using the SCTs. As such, an 

urgent need to design and develop a standard context data model, which is a component of the 

privacy preservation framework as presented in this work. In Chapter 5, we model the context data 

flow using Petri-Nets as a privacy-enhancing data flow model for the context data defined in this 

chapter. The context data model can serve as a conduit to facilitate context representation, 

identification, semantic interoperability, and secure context sharing. First, the intended purpose of 

the SCT context data model is to depict and project how the SCT contextual information, relating 

to the SCTs’ environment, is assembled and maintained. This allows effective and efficient 

management of context information to assure a level of privacy for the SCT users [183]. Second, 

part of the context data model is used to generate formal or semi-formal descriptors of the SCT as 

a context-aware information system, which has a surrounding element. Lastly, the context data 

model provides the mathematical interface and a behavioural description for the SCT’s 

surrounding environment. The key role of SCT context data model is to break down a complex 

task into very simplified form, whiles introducing greater structure into the task of supporting 
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privacy of interaction within context-aware components or application within the SCT [184,185]. 

Although there are various examples of context data models under other domains, the focus of 

SCT context modelling is to look within a context data model ontology to provide disambiguation 

of an overall SCT system interaction via semantic analysis of information related to the SCT 

[186,187]. Within the SCT physical environment, a context model defines the external interfaces, 

with which it will interact. Many context-aware systems or tools have been developed to 

demonstrate the usefulness of context modelling . For example, Context Toolkit2 [194], and HP’s 

Cooltown3 [195] can demonstrate the SCT context data model.  

There are various ways to model context data for SCTs in order to understand the variant of data 

collected. Data can be intentionally or unintentionally collected data. Such data includes Global 

Position System (GPS) data to track location coordinates as the user of the SCT travel through 

various areas and the SCT’s interaction with its environment. The SCT context data model helps 

to understand the conclusive types of data available within the SCT context and how best to 

provide required privacy-enhancing controls to be integrated into the privacy preservation 

framework. We leverage other formal and informal context models [196] to strengthen our 

framework model. Informal context models are generally generated from proprietary 

representation schemes [196]. Informal context models have no facilities for shared understanding 

about context between different systems. Examples of such proprietary representation schemes 

include Context Toolkit1 [194], which represents the context in the form of attribute-value tuples, 

and Cooltown2 [195] a web-oriented model of which each object has a corresponding web 

description [186]. On the other hand, formal context models generally adopt formal modelling 

approaches to manipulate context. Amongst what we can consider for SCT systems is a formal 

and informal context model. Both Entity-Relationship (ER) and Unified Modelling Language 

(UML) can be used to model SCT context, but in this thesis and as depicted in Chapter 5, due to 

the nonexistence of privacy element in existing approaches such as DFD( ER, and UML), our data 

model is demonstrated in Petri-Nets. Anand et al. [191] represent the context in the Gaia system 

as first-order predicates written in DARPA Agent Markup Language (DAML) and Ontology 

Interchange Language (OIL) [191]. The present formal context models support formality and 

                                                       

2Contexttoolkit.sourceforge.net 
3 https://www.hpl.hp.com 
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address various parts of context reasoning, but are unsuccessful inadequately addressing formal 

knowledge sharing, or showing any quantitative evaluation for the feasibility of context reasoning 

in pervasive computing environments, such as SCT, where there is resource-constraint in devices 

[186].  

4.1 Background Context Data Model 

To understand SCT context data, we need to analyze and adapt existing data models, build on 

them, and present a model that can meet privacy requirements for SCT context data. The context 

data model, in consideration for SCT data, includes an understanding of the following existing 

models [188]:  

I. The key-value model – this is a simple data model where information is represented using 

tuples. In this case, key-value pairs can be used to describe the capability of services 

available. For example, a service available to the SCT such as GPS location service. In 

this case, the service discovery of the SCT can be applied by using matching algorithms. 

II. The markup scheme model – this model can also be considered for SCT but is not ideal 

because the model comprises of having a hierarchical data structure made up of mark-up 

tags, which includes attributes and contents. The contents of the tags are usually 

recursively defined by other tags. 

III. The logic-based model – this model can be considered as a theoretically desirable approach 

to model context data for SCT, but complexity in its implementation can be an 

impediment. Facts, expressions, and rules are generally used to define a context data 

model. The logic-based system is then used to modified (update, delete, and add) new fact. 

Gathering ongoing new facts about the context requires reasoning to deduce new facts 

based on existing rules. 

IV. The object-oriented model – this model is a more appropriate model to analyze context 

data model for a SCT as compared against key-value, mark up scheme or logic-based. In 

this situation, objects are used to represent different context types that encapsulate 

processing and representation. Context data is accessed using a well-defined set of 

interfaces. 

V. The ontology-based model – this data model will be the best to model SCT context data. 

Although most of the discussed data modelling approaches can be used, the ontology-
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based model is the best for modelling SCT context data when evaluated against key criteria 

such as simplicity, flexibility, genericity, privacy, and expressiveness. The ontology-based 

model represents a description of concepts and relationships.  

In analyzing these context data models, as discussed by Kumar [188], the following will be an 

appropriate description of the comparative data model, as illustrated in Table 4.1. To illustrate that 

the ontology-based model will be the ideal model to use for SCT data, we can analyze SCT 

collected data based on the information provided by the comparative context data models. As per 

Table 4.1, the four key criteria should be considered. First, “Simplicity” stipulates that expressions 

used should be simple and easily understood. Second, “Flexibility” adjudicates that the data model 

should easily support the inclusion of a new context entity and relationship. Third, “Genericity” 

accepts that the data model should not be limited in supporting only certain context information 

rather various types of context information should be supported. Finally, “Expressivity” looks at 

allowing as much detailed description of context as can be permitted [188]. These requirements 

provide us with a building block in analyzing and selecting the best context data model for SCTs. 

In analyzing the various data model, the “Key” value model will successfully pass for simplicity, 

generality but will have challenges dealing flexibility from recreating new models from existing 

data [188]. It cannot also express capability to support complex algorithms, which are essential for 

SCT context data; as we expect context information to change as the child moves whiles using the 

SCT consistently. As such, the key-value model will be insufficient to model SCT context data 

when privacy consideration is a requirement.  

Requirements Context Data Models Goals 

 Key Markup  Logic Based Object  Ontology  

Simplicity  Yes Yes Yes No Yes 

Flexibility  No Yes Yes Yes Yes 

Genericity  Yes Yes (Limited) No Yes Yes 

Expressivity No (Complex) No(Performance) No (data issues) No  Yes 

Table 4.1 Comparison of the existing data model [188] 



- 111 - 
 

4.2 SCT Use Case Scenario  

In creating this scenario, the intention is to illustrate a context data-modelling concept for SCT. 

We anticipate that a child is using the SCT on a home Wi-Fi network. This Wi-Fi also hosts other 

smart devices that have similar, if not more, data collection functionality such as; sensors, cameras, 

microphones, Radio Frequency Identification (RFID), GPS, etc. In this case, we consider Aviana, 

a 7-year-old girl, who is carrying her SCT ‘Kweku Ananse’ within her residence. ‘Kweku Ananse’ 

is a newly design SCT which has several built-in functionalities including a camera that allows her 

to take pictures of things she sees within the home or herself; a microphone that will enable her to 

record a conversation between herself and the SCT or another entity, or have a bidirectional 

communication with the ‘Kweku Ananse’. Here, we imagine that a ‘Kweku Ananse’ has a facial 

recognition feature, which allows the SCT to recognize and identify Aviana or any user in the 

family. ‘Kweku Ananse’ also has a built-in GPS functionality, which enables it to answer specific 

questions regarding its location information, such as, the weather condition of a particular city or 

area, or an exact location of the SCT. Overall, all the functionality available to “Kweku Ananse,” 

allows it to be context-aware; as it can collect multiple types of information about context using 

the available sensors aiding the functions. The collection and possible disclosure of context 

information which can be subject to privacy breach resulting in the identification of the child’s 

location would be worrying to any parent. In this case, before the SCT used, the parent can upload 

the blueprint of the house into the child profile for the SCT. The blueprint allows ‘Kweku Ananse’ 

the SCT to be able to identify which room it is located during set interactions. Whenever Aviana 

use it inside the home, ‘Kweku Ananse’ can identify and recognize Aviana’s home, the specific 

room it's located in, and other devices connected on the network. When Aviana moves within the 

house, the toy uses its GPS function to be able to identify the location moved. Usually, this data is 

exchanged with an external processing system managed by the toy vendor.  

In the case of the scenario described above, the purpose of PPCO is to be able to identify the 

context information been disseminated or exchanged between the SCT and its manufacturer. PPCO 

will evaluate the interactions and assess if there is a privacy violation based on privacy policies or 

privacy data states, as presented in Chapter 3. PPCO can block the functionality of the toy and any 

contextual information involved in the interaction. For example, if Aviana moves from her 

bedroom to the washroom, generally the location context data will be collected by the SCT and 
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passed on to the STC vendor’s processing system to identify the child’s location in the house. In 

this particular instance, with PPCO, the parent can specify and disable this function automatically 

based on the loaded profile, which identifies the washroom as a restricted zone. Another feature 

when a child is in the washroom includes the parent’s ability through the context data profile to 

disable the functionality of the SCT. For example, if Aviana starts taking pictures or recording 

herself, in a washroom, the SCT automatically identifies the location and ceases any 

communication with any external services. The SCT base profile will further automatically purge 

all images and notify the adult’s email added to the device during the initial setup. During instances 

where any functionality is triggered remotely while a child is located in an identified restricted 

zone within the house, the functionality turns on, but any external communication is disabled. Any 

content created about the context and the child is deleted. This action by PPCO provides child 

context data privacy to hold through a scenario while the child is travelling with the device; either 

walking to school or any specified location. The child context data privacy prevents the leveraging 

of context data to track the location of the child. In essence, the SCT, as a context-aware system, 

usually needs data to be exchanged about its context amongst the SCT user, the SCT itself, and 

cloud services in a semantic comprehendible process in order to function as designed. As a result, 

our PPCO provides an appropriate context model that supports semantic interoperability and 

guarantees privacy and allows common privacy protected schemas from being exchanged between 

different entities.  

4.3 SCT Context Ontology  

The concept of ontology refers to the subject of existence, and within the context of knowledge 

management is the induction of understanding of some domains, which encompass as a set of 

entities, relations, functions, axioms, and instances [197]. The basic concept of our context model 

is based on an ontology that provides a vocabulary for representing knowledge about a domain 

and for describing specific situations within the SCT domain. SCT context ontology defines a 

common vocabulary to share context information in a pervasive computing domain. It includes 

machine-interpretable definitions of basic concepts in the domain and relations amongst them. 

There are several reasons to develop a SCT context data model based ontology, including [197]: 

I. Knowledge Sharing: The SCT context ontology can enable SCT in pervasive computing 

environments to have a common set of concepts about context while interacting within its’ 
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environment. We consider that, for example, that the SCT can be interactive with other IoT 

devices on a given network within a smart home. Information about interaction will be 

helpful for agents such as SCTs and other devices to determine ongoing activities.  

II. Logic Inference: The SCT, can take advantage of various existing logic reasoning 

mechanisms amongst other agents in the environment to extrapolate high-level, conceptual 

context from low-level, raw context; resolving inconsistent context knowledge. 

III. Knowledge Reuse: Recycling or reusing existing well-defined web ontologies of different 

domains (e.g., temporal and spatial ontology) for SCTs, will allow building on the existing 

ontology and forming large-scale context ontology. An example of such will be the 

Resource Description Framework (RDF), which provides data model specifications and 

XML-based serialization syntax. On the other hand, Web Ontology Language (OWL) 

enables the definition of domain ontologies disseminating of domain vocabularies [186]. 

OWL is designed and modelled through an object-oriented (OO) angle. In using OWL, 

classes and properties are used in describing structures, and can be seen to be equated to 

description logic (DL); which allows OWL to take advantage of the existing body of DL 

reasoning, including class consistency and consumption, and other ontological reasoning 

[186]. 

The ontological approach to context data modelling easily passes all the requirements, as described 

in Table 4.1. For simplicity requirement, the ontological approach is very simple to create and 

maintain its context. It allows reuse of data, which will be essential to SCT context model as it 

provides a high degree of flexibility; allowing incorporation of privacy element. Further, new 

ontologies can be easily created among existing ones, thereby satisfying the genericity requirement 

by supporting various types of context information. Finally, yet importantly, the ontological 

approach easily supports reasoning providing an excellent impetus to give a detailed description 

of context information by a SCT. The key rationale to model SCT with context ontology is that it 

offers flexibility and extensibility, which allow incorporation of privacy elements, and are 

naturally suited to distributed systems. We use context ontology model to describe the SCT 

environment, activities, and services. 

Overall, using ontology methodology to model SCT context data, as shown in Figure 4.1, allows 

us to easily see which context information is easily susceptible to a privacy breach, and how such 
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information can be encapsulated to protect it. Figure 4.1 depicts ontology of a SCT as a model for 

context data, and presents the following information: 

I. SCT information basic identifiers (MAC Address, model, type, year, services) SCT 

owner information about user’s profile (user type, name, age, date of purchase, address, 

license number, and preferences); 

II. Services describe the types of services SCT;  

III. Activity describes the type of information required by the SCT; and  

IV. Environment describes the environment-related properties (time, location, etc.). 

 

 

Figure 4.1 Standard Ontology-Based Context Data Model for SCT in a Smart Home 

 

4.4 Privacy-Preserving Context Ontology (PPCO) Model For SCT 

In this section, we present PPCO for modelling context data of SCTs within various smart 

environments (e.g., within the smart home, smart car, smart city, and other smart environments). 

Although this is an extensive endeavour, the goal is to limit it to the smart home environment; and 

completely formalize context information as the toy interacts within the home. Figure 4.2 provides 

a class hierarchy diagram for context ontology, which is used as a base model for PPCO.   
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Figure 4.2 Object-Oriented (OO) Class Hierarchy Diagram for SCT Context Ontology 

Mostly, the high-level context information considered as context objects is location, user, activity, 

and computational object. These context objects are the most basic avenue for information 

gathering during SCT operations to model PPCO. This context objects from the skeleton of the 

SCT context and serves as indices to other associated information generated through the SCT 

interactions with its users and environment. The requirements of the PPCO model for SCT, include 

modelling a general context or high-level context of the SCT objects/entities; which is an abstract 

model that arranges elements of data and standardizes how they relate to one another; and to 

properties of related entries in SCT based on XML. Further, we present a general model and extend 

it to the specific environment the toy can operate in; pinpointing key contextual data, which might 

be subject to privacy malice and to encapsulate such information to assure privacy.  

Practical use of a SCT, such as the case study in section 4.2, the SCT environments, applications, 

co-entities (other IoT devices), and services can be operating inside an intelligent environment 

such as smart home, smart car, smart school, or smart city. Each environment represents a specific 
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context, which shares common concepts, and context information of the more general context 

information gathered. It allows us to design two ontological models of SCT. The first is general or 

upper ontology (Figure 4.3). Second is a specific (child) ontology (Figure 4.4). The upper ontology 

of PPCO will be a high-level ontology, which captures the general features of basic contextual 

entities. Figure 4.3 present upper ontology to a very particular environment. 

 

Figure 4.3 OO Upper Ontology of Smart Connected Toy 

Figure 4.3 provides us with a high-level view of Upper context Ontology. It is structured around a 

set of abstraction illustrating physical environment and conceptual object involved in the 

interaction. Such elements include the child playing with the toy, activity SCT is engaged in (e.g., 

interaction), location information (SCT_location), as well as well-defined abstract subclasses. 

Such can be coded in XML as shown in Figure 4.4. Generally, each entity within the abstract class 

and sub abstract class is correlated to its identifiable attributes and other sibling entities. In this 

case, as demonstrated in XML code in Figure 4.4, owl:DatatypeProperty, and owl:ObjectProperty. 

The native OWL property owl:subClassOff opens up the door for hierarchically organized subclass 
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entities providing an avenue to add a new concept that is needed in a specific domain. Figure 4.3 

above presents a definition of ontology for a smart home application in conjunction with SCT. 

Besides the high-level class identified in PPCO, few subclasses are defined to the model-specific 

context in a particular environment (e.g., The abstract class owl:InSideHome of the home domain 

is classified into four sub-classes: Entry, Room, IoT, Washroom). 

 

Figure 4.4 PPCO XML Code 

4.4.1 Context Reason for PPCO  

The purpose of context reasoning in this instance is to help us in two areas. First, is to assist in 

verifying the consistency of the context, through deduction of high-level implicit context (from 



- 118 - 
 

low-level), and explicit (form high-level) context. The importance of context reasoning can be 

demonstrated in a situation where a child is using a SCT within a smart home with other smart 

connected devices. Context reasoning allows SCTs to adapt to its context and help preserve 

privacy. For example, in a typical scenario where a parent wants to prevent SCT from sharing 

location data with other entities, a context profile will be loaded onto the SCT. The context profile 

allows restrictions of context such that anytime the child is using the SCT within set home address; 

all functionality requiring the use of GPS function is disabled. For example, if the child asks a 

question such as “What my address?” “What is the weather?” or any combination of question that 

trigger GPS functionality of the SCT, that function immediately is disabled; until the toy is out of 

the restricted zone. Another example will be in a situation within a smart home if the child ever 

brings the smart home to the washroom; the camera functions automatically is disabled until the 

SCT is out of the washroom. The different profiles can be loaded concurrently on the SCT to 

addresses various specific contexts and the restriction on the type of context data that can be 

gathered in that particular environment thereby maintain the set privacy expectation specified in 

the loaded profile. With the set example, we can contextualize how such can be demonstrated with 

PPCO by showing critical components and the workings of the ontology-based context model.  

PPCO model is based on adapting and implementing a context model based on first-order 

predicates [186]. Using the first-order predicate, we evaluate based on subject, object, and a verb 

[186]. An example of such predicate use will be a situation where a SCT” with a restricted profile 

to be in a washroom. In this case, such a physical location context will be SCT is located in the 

Washroom (“Smart Toy,” “LocatedIn,” “Washroom”). Such logic implementation is a very 

instrumental utility for reasoning concerning context knowledge via descriptive logic and user-

defined reasoning. Ontology reasoning as descriptive logic permits the specification of a 

terminological hierarchical structure leveraging on a limited set of first-order formulas [186]. 

PPCO adapts descriptive logic to leverage the existing body of descriptive logic reasoning to fulfill 

an important logical requirement such as class satisfiability, class subsumption, class consistency, 

and class instance checking. Table 1 shows a subset of reasoning rules that support PPCO entailed 

semantics [186]. 
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Transitive-Property  (?P rdf:type owl:TransitiveProperty) ^ <?A ?P ? B) ^ (?B ?P ?C) 

 (?A ?P ?C) 

subClassOf (?a rdfs:subClassOf ?b) ^ <?b rdfs:subClassOf ?c)  (?a 

rdfs:subClassOf ?c)  

subPropertyOf (?a rdfs:subPropertyOf ?b) ^ <?b rdfs:subPropertyOf ?c)  (?a 

rdfs:subPropertyOf ?c) 

disjointWith (?C owl:disjointWith ?D) ^ <?X rdf:type ?C ) ^ (?Y rdf:type ?D) 

 (?X owl:differentForm ?Y)  

inverseOf (?C owl:inverseOf ?Q) ^ (?X ?P ?Y)  (?Y ?X ?Q) 

Table 4.2 Part of OWL ontology reasoning logic for PPCO code (Source: Adapted from [186]) 

 

Concerning this ontology reasoning, this is very important in its ability to model the privacy of 

context data to determine functional restriction on the collection of data while using the SCT. If 

we review the previous context ontology described above when a child wants to operate SCT in 

the washroom, we deduced that such description would be defined in relationship to LoctedIn 

between a ContextEntity, and Location in as an owl:TransitiveProperty. A different explicit 

example can be deduced. For example, knowing that the entity “Smart Toy” is currently LocatedIn 

the Washroom, will turn off the camera of the SCT and activate alert on the SCT. 

4.5 Summary  

In this chapter, we have examined the benefits of designing a context data model for SCT, which 

will support the privacy preservation of the SCT interaction and to assure privacy. We presented 

the data context model (an abstract model), which organizes the element of SCT data and 

standardized how they relate to one another. The data context model properties of related entries 

in SCT is based on eXtensible Markup Language (XML). We compared and contrasted the 

different existing approaches to the context data model and use this context information in Chapter 

5 for modelling SCT context data flow with Colored Petri-Net (CPN). The PPCO we present in 

this chapter addresses privacy issues that may arise with SCT context data generated during 

interaction with a different environment.  
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Chapter 5  

Modelling Privacy Preservation using Petri-Nets 
 

5 Introduction  

In the SCT design and system development, a key component to consider, and one which must be 

of focus, is the privacy of the user-generated data created by the child during play or involuntarily 

collected from the SCT’s context. As discussed in detail in Chapters 1 and 3, user-generated data 

in the SCTs can range from basic audio recordings to a video of an activity that was unintentionally 

recorded during play. Contrary to the user-generated data, and as discussed in Chapters 1 and 4, 

context data mainly focuses on the composition of various data points generated by the SCT from 

its operating environment. For example, the location data based on a Global Positioning System 

(GPS) coordinates, and other historical use of the SCT automatically generated and stored or 

shared by the SCT. Taking into consideration the importance of the privacy of children’s PII, 

through either context or user-generated data, a degree of emphasis is placed on the overall system 

design of the SCT, and its ability to factor in privacy preservation elements right from the initial 

stages of the SCT system design phase in Systems Development Life Cycle (SDLC). SDLC is a 

process consisting of four phases and adopted for the development of a software system, including 

an analysis phase, design phase, implementation phase, and testing phase [200]. With the current 

SDLC approach, the concept of the end-users information privacy, or information security, is often 

an afterthought brought on by an information breach, or when a vulnerability has been identified 

that has the potential to result in undesirable consequences.  

Considering the significance of the data created and collected resulting from the child’s interaction 

with SCTs (e.g., PII collected by toymakers, contextual data generated by the toy, etc.), any 

improper data flow model employed, can lead to improper disclosure of a child’s information. 

Such disclosure potentially put the child's safety at risk. Data-flow modelling and verification is 

an essential challenge for traditional system workflow management [218]. For example, Sadiq et 

al. mention the criticality of data-flow verification in their work on “Data flow and validation in 

workflow modelling ” [219]. Currently, Data Flow Diagram (DFD), Privacy-Aware Data Flow 

Diagram (PA-DFD), and Privacy by Design (PbD) are widely adopted preferred models used 
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within the industry to model data flow [200]. These existing approaches, although they are widely 

accepted and used, have common drawbacks affecting the privacy of data flow. The drawbacks 

include, but not limited to lacking: (1) specific privacy element necessary to support sensitive data 

as part of the design element; (2) basic characteristics that support the concept of privacy of PII or 

context data that flows through an information system like a SCT; and (3) concrete semantics, and 

verification, which makes it challenging to identify privacy violation. This survey provides an 

opportunity to evaluate the current approaches, respective drawbacks to providing a stronger 

foundation to support our approach of using Petri-Nets; which is a well-known mathematical 

modelling language that can be formally tested and verified.  

Petri-Net is a powerful modelling formalism in computer science and many other disciplines. We 

selected Petri-Nets, to model data flow diagram within SCT because Petri-Nets: (1) integrate 

privacy elements in the modelling of the system data flow; (2) offer a well-defined mathematical 

semantics for verification enforcing a privacy to provide a sound level assurance to sensitive user 

information; and (3) simulate the data flow to project the behavior of the SCT data flow and 

possible privacy violation. As compared to the other existing data flow models, Petri-Nets are 

superior and address key deficiencies, which can lead to privacy violations. This chapter contains 

six sections. Section 5.2 reviews related work in this field. Section 5.3 presents the Petri-Nets and 

Colored Petr-Nets, focusing on the mathematical background. Section 5.4 presents a conceptual 

model of the SCT computing environment, illustrating critical components such as the SCT 

Physical and Social environment, Cloud Services environment, and Toys' Monitoring Interface 

environment. In this chapter, we design Colored Petri-Nets data flow diagrams based on each 

component and experiment to simulate the behaviour of the toy. We present through simulation 

how data (tokens) transition from one component to the other; and demonstrate the application of 

the privacy preference file, which preserves privacy in the Petri-Net model. Based on our 

experimental results, we discuss our findings to support our set contributions of 1) Survey the 

current data flow modelling techniques; and (2) Simulate a data flow model with privacy elements 

for privacy preservation by Petri-Nets.  

5.1 Related Work  

There is currently increasing in adoptions of SCT, and as a result, various stakeholders including 

researchers, government and toy manufacturers have started to study the impact of potential breach 
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confidentiality of children’s information [232]. As a result, there have been unique proposals on 

how to illustrate ways to design the SCT system through various modelling techniques to assure 

some levels of privacy of data. This section provides an overview of prior research work done on 

SCT privacy and related modelling techniques’ considering the privacy of children's information. 

DFD, PA-DFD, and PbD are widely adopted preferred models in the SCT design. For example, de 

Carvalho and Eler [215] use high-level DFD to model data flow to identify privacy and security 

threats within the SCT environment. What the authors missed is the ability to incorporate or 

identify when there is a privacy violation. Secondly, the authors were unable to simulate their 

model show it works. Dennis et al. [205] and Ibrahim and Yen [200] also propose DFDs for system 

modelling based on it as an industry most widely used approach to information systems design, 

which is the ability to handle complex process; yet have multifaceted functionality or computation 

that is detailed in an additional DFD. They argue that to ascertain detail requirements of system 

development, DFDs are used to produce the process model [205]. Both research works do not 

significantly consider the privacy implication of data flow in their models.  

Rahmana [226] argues that DFDs do not have the basic characteristics that support the concept of 

privacy of PII or context data that flows through any set of information systems. Further, Rahmana 

[226] shows that although DFDs are the most popular modelling technique, it fails to be adequate 

in designing a system that maintains the required privacy protection and handles sensitive user 

data like that of children; due to lack of specific elements to address privacy. Rahmana [226] 

proposes the used of PA-DFD. Both Ibrahim et al. [200] and Rahmana [226] argues that the better 

alternative is PA-DFDs, which requires the system analyst, or architect to identify a classification 

of the data flows as personal data or non-personal data. Rahmana [226] illustrates that PA-DFD 

could include additional information for personal data flow, such as the name of the external entity 

as well as which personal data will flow. A typical PA-DFD identifies: (i) the purpose for the data 

to flow, and (ii) the retention time for the use of the personal data [226]. The DFD annotation 

detects the part in the model and transforms the annotation into privacy-aware notation for PA-

DFDs [200]. Although PA-DFDs seem to be a good solution for modelling SCT data, this 

modelling solution lacks concrete semantics, and verification, which makes it challenging for its 

usefulness or the ability to guarantee that no privacy violations will occur within the SCT [200, 

226]. 
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PbD is an approach to systems engineering which considers privacy throughout the entire 

engineering process [206]. For example, Cavoukian [206] proposes a system design based on 

proactive rather than reactive measures. PbD anticipates and prevents privacy-invasive events 

before they happen. Although PbD is not a data flow modelling technique, it proposes the thinking 

and integration of privacy at any point in the system development life cycle. The PbD does not 

wait for privacy risks to materialize, nor does it offer remedies for resolving privacy infractions 

once they have occurred, but rather, it aims to prevent them from occurring [207]. 

In evaluating DFD, PA-DFD, and PbD, these methodologies lack certain requirements to be used 

to model the SCT privacy framework successfully. Concerning DFDs, although it is the most 

popular modelling technique, it fails to be adequate in designing an information system, which 

requires the privacy protection of handling sensitive user data. The required stature of DFD 

elements do not have a symbol or an element which to represent privacy, and lack classification 

of the data flow as personal data or non-personal data [200]. Alternately, PA-DFDs, which seem 

to be a good solution for modelling SCT data, lack concrete semantics, and verification required 

to test [226]. Without the ability to do this, it makes it challenging for its intended usefulness or 

the ability to guarantee that no privacy violations will occur within SCT. Lastly, although PbD has 

the cited principles above, and it is expected to be integrated prior to or as part of design, 

development, and implementation of any information system serving as insurance for privacy 

assurance. There is no enforcement mechanism to guarantee its implementation. The alternative 

option to DFD, PA-DFD, and PbD is to explore other modelling techniques or approaches, such 

as Petri-Nets. Petri-Nets can integrate privacy elements in the modelling of the system flow and 

offer a well-defined mathematical semantics for verification enforcing a privacy policy to provide 

a sound level of assurance to sensitive user information. Moving away from traditional system 

development modelling techniques like DFD, PA-DFD, and PbD, adopting Petri-Nets as a 

modelling technique for privacy preservation in SCT system development is necessary to address 

privacy concerns. These privacy concerns can result in a breach of data, which can bring about 

catastrophic consequences such as child's abduction or death. In this chapter, we discuss the SCT 

capacity to collect, process, and store PII, context data, or user-generated data. User-generated and 

context data are an increasing privacy landmine, which current SDLC popular modelling 

techniques such as DFD, PA-DFDs, and PbD; do not provide adequate privacy elements necessary 

to establish a degree of assurance, confidentiality, and integrity.  
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5.1.1 Using Data Flow Diagrams (DFDs) 

DFDs are simple graphical notations for designing data flows in each information system. 

Generally, in most system development, software developers or architects employ the concept of 

SDLC, which can be applied to hardware, software, or a combination of both [212]. SDLC is a 

concept employed in systems engineering, information systems, or software engineering field to 

describe a process for analyzing, designing, implementing, and testing an information system 

[209]. SDLC is thought through steps adopted for the development of systems, beginning from the 

analysis phase, through to the implementation and testing phases. To ascertain detail requirements 

of system development, DFDs are used to produce the process model [205]. DFDs have been 

Industries' most widely used approach to information systems design. Referring to Figure 5.1, DFD 

composes of four basic components: (1) “External entity” - user or outside entity that sends or 

receives data; (2) “Process” - any action or computation that modifies the data; (3) “Datastore” - a 

database like entity for storing data; and (4) “Data flow” - a route that carries data from and to the 

other entities. There exist also “Complex process” - complex functionality or computation that is 

detailed in an additional DFD [212], and “Data deletion” which is an extension is another type of 

flow, that acts data store for incoming flow [226]. DFDs are required to abide by a set of six rules 

to be well-formed and consistent. These rules are shown below [227]:  

I. A process should at least have one incoming data flow and one outgoing data flow.  

II. All processes require unique names.  

III. A data store requires a minimum of one input data flow and one output data flow.  

IV. Two different data stores cannot be directly linked to each other with a data flow.  

V. Two different external entities cannot be directly linked to each other with a data flow.  

VI. Data cannot directly move from a data store to an external entity and vice versa. There 

should be a process between the data store (external entity) and the external entity (data 

store).  

 

Figure 5.1 Standard Symbols of DFD Components (Source: Adapted from [226]) 
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In SCTs, the data flow may carry a lot of PII and contextual information, which are sensitive, and 

as such, the privacy of such data should be highly factored into by the DFD model. Because of the 

required stature of DFDs elements, there is no symbol or element that considers privacy. DFDs do 

not have the basic characteristic that supports the privacy concept. The components of DFDs do 

not have the required elements to protect the privacy of PII or contextual data, which will flow 

through the SCTs. Although DFD is the most popular modelling technique generally attributed 

information systems design, it fails to be adequate in designing information system which requires 

the privacy protection of handle sensitive user data like that of children.  

5.1.2 Using Privacy-Aware Data Flow Diagrams (PA-DFDs) 

As a result, lacking privacy elements or notation DFDs and PA-DFDs are adopted to address the 

lack of privacy element in DFDs. PA-DFDs require the system analyst or architect to provide a 

classification of the data flows as personal data or non-personal data [212]. Additionally, 

information for personal data flow includes the name of the external entity and the data belongs to 

the personal, such as (i) the purpose for the data to flow (which will be checked against the consents 

of the user), and (ii) the retention time (or expiration time) for the personal data [226]. This new 

information plus the exiting DFD annotation is needed to detect the part in the model (also called 

hotspots [212]) and transformed into privacy-aware notation for PA-DFDs. With personal data 

like PII, we can consider possible six operations that can affect the privacy of that data during its 

lifecycle. The operations in a typical data lifecycle within a given system include data collection, 

disclosure, usage, recording, retrieval, and erasure [226]. Generally, each part of DFD elements 

(considered as a hotspot) corresponding to any of the six data operations can be a concern for 

potential privacy violations. Referring to Figure 5.2 with hotspots for a DFD on the left-hand side 

and the corresponding privacy-aware transformations on the right-hand side, all transformations 

share basic elements such as processes Limit, Request, Log, and a Store of which each element has 

a task as personal data flow through it.  

The process “Limit” is the initial step for d (data) to go through. The task of “Limit” is to restrict 

the processing of d in accordance with the consent given for it in a policy (pol). This pol needs to 

be provided prior to the request process for the process “Limit” to execute restriction on the 

processing of d later [226]. “Log” process is an element of all the transformations, and it is tasked 

to perform a log operation and store a trace of the data processing on d in accordance with its pol 
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to a “Log” store [226]. Although PA-DFDs seems to be a good solution for modelling SCT data, 

it is found that this modelling solution lacks concrete semantics, and verification [226], which 

makes it challenging for its intended usefulness or the ability guarantee that no privacy violations 

will occur within the SCT.  

 

Figure 5.2 Hotspots of DFD with Privacy-Aware Transformations (Source: Adapted from [226]) 

5.1.3 Using Privacy by Design (PbD) 

PbD is an approach to systems engineering which considers privacy throughout the whole 

engineering process [206]. PbD is characterized by proactive rather than a reactive measure. It 

anticipates and prevents privacy-invasive events before they happen. The PbD does not wait for 

privacy risks to materialize, nor does it offer remedies for resolving privacy infractions once they 

have occurred, which aims to prevent them from occurring. PbD integrates seven interrelated 

principles to provide high information privacy assurance, which includes [229]: 

I. Principle #1 - Proactive not Reactive; Preventative not Remedial: focus on early privacy 

risk mitigation strategies requiring serious commitment at the highest level to set and 

enforce policy, and standards of privacy. The expectation is to set policy and standards that 

are higher than the privacy requirement of laws and regulations. It anticipates and aims to 

prevent privacy-invasive events before they happen. 
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II. Principle #2 - Privacy as the Default: focus on establishing firm limits to all data collection, 

use, retention, and disclosure of PII within a set of information systems. It aims to provide 

a default privacy state of the given information systems. The idea is no action required on 

the part of the user of a given information system to establish the privacy of user 

information.  

III. Principle #3 - Privacy Embedded into Design: focus on integrating privacy protections into 

the process of the design, development, and implementation of a given information system. 

It expects that the required privacy mechanism is the integrated architecture of the 

information system and organization day-to-day operations. The goal is to assure privacy 

as an essential component of the core functionality of the information system being 

delivered without any impacts of functionality.  

IV. Principle #4 - Full Functionality, Positive-Sum, not Zero-Sum: focus on attaining and 

accommodating all legitimate interests and objectives in a positive-sum “win-win” manner. 

This principle focuses on the ability to optimize requirements when integrating privacy 

into a given information system. “It seeks to accommodate all legitimate interests and 

objectives in a positive-sum “win-win” manner, not through a dated, zero-sum approach, 

where unnecessary trade-offs are made; avoiding the pretense of false dichotomies, such 

as privacy vs. security, demonstrating that it is possible to have both” [229]. 

V. Principle #5 - End-to-End Security; Full Lifecycle Protection: emphasize the continuous 

data protection in all data sates including data in storage, transit and been processed through 

the entire system and information collection, use, and destruction lifecycle. This ensures 

data are securely retained, with appropriate technical controls (e.g., strong access control, 

encryption techniques, accountability, authorization, etc.) and then securely destroyed at 

the end of the process, in a timely fashion. 

VI. Principle #6 - Visibility and Transparency; Keep it Open: focus on establishing 

accountability and demonstrating visibility and transparency are to enhance understanding 

and assurance. It seeks to assure all stakeholders that operations, practice, or technology 

involved, and its parts remain visible and transparent.  
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VII. Principle #7 - Respect for User Privacy; Keep it User-Centric: requires architects and 

operators to keep the interests of the individual user uppermost by offering strong privacy 

defaults, appropriate notice, and user-centric and user-friendly interfaces. The goal is this 

principle to give control and engage them in an active role in managing their data through 

simple and easy to use a mechanism to facilitate understanding of consent, access, 

accuracy, and complaints.  

In evaluating DFD, PA-DFD, and PbD, these methodologies lack one or two privacy requirements 

to be used to model the SCT privacy framework successfully. Concerning DFDs, although it is the 

most popular modelling technique generally attributed information systems design; it fails to be 

adequate in designing a formation system that requires the privacy protection of handling sensitive 

user data such as that of children. PA-DFD, on the other hand, although it seems to be a good 

solution for modelling SCT data, it lacks concrete semantics, and verification required to test [226], 

which makes it challenging for its intended usefulness or the ability guarantee that no privacy 

violations will occur within SCT. Lastly, although PbD has the cited principles above, and it is 

expected to be integrated prior to or as part of to design, development, and implementation of any 

information system serving as insurance for privacy assurance, there is no enforcement mechanism 

to guarantee its implementation. The alternative option to DFD, PA-DFD, and PbD is to explore 

other modelling techniques or approaches, such as Petri-Nets, which have the capacity to integrate 

privacy elements in the modelling of the system flow, a well-defined mathematical semantics for 

verification, and to enforce privacy policy to providing a sound level of assurance to sensitive user 

information.  

5.2 Petri-Net Data Flow Model 

Petri-Net is a well-known mathematical modelling language that can be formally tested and 

verified. Petri-Nets are powerful modelling formalisms in computer science and many other 

disciplines, which can address all the shortcomings of DFDs, PA-DFDs, and PbD. Petri-Net 

provides a more precise model [226], which is formulated and can perform verification; regarding 

the privacy-related properties of SCT data.  

 

Carl Adam Petri introduced Petri-Nets in 1962 as a diagrammatic tool to model concurrency and 

synchronization in distributed systems. It is very similar to State Transition Diagrams (STD), but 
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Petri-Nets are based on a solid mathematical foundation and can be used as a visual communication 

aid to model and analyze the system behaviour [226]. The theoretical aspect of Petri-Nets makes 

it easy to model and analyze system behaviour, such as an information system that handles data 

[230], which is very sensitive. Regarding Petri-Nets, the graphical representation can enrich 

visualization of state changes of a modelled SCT system. Petri-Nets have been used to model 

complex and dynamic event-driven systems, including, but not limited to, computer networks, 

workflows, logistic networks, real-time computing systems, and communication systems [226]. 

Although there exist multiple different forms of Petri-Nets, there are mainly two kinds: low-level 

(basic) and high-level [231]. Petri Nets will be relevant to this research proposal because of its 

ability to handle the privacy requirements of data for SCTs better than DFDs, PbD, and FSM.  

 

Based on the results from the empirical study in this thesis, we have selected Colored Petri-Nets 

(CPN), as a preferred approach to model the behaviour of data flow in SCTs with the integration 

of privacy elements. Further, it is because of CPN mathematical characteristics, which offers a 

well-defined semantics for verification, enforcing privacy. Lastly, because of CPN tool ability to 

simulate the data flow to project the behaviour of the SCTs and possible privacy violation; which 

will allow us to conduct a simulation experiment to predict possible privacy violation in our data 

flow model. We further illustrate the experiment setup, a scenario, discussion, and provide analysis 

with the findings in our data flow simulated experiment; showing privacy preservation elements 

of data flow by Petri-Nets.  

 

In our experiment, we analyze a scenario the SCT can carry a single task such as recording audio 

or multiple concurrent tasks at the same time. The data is then processed within the toy, and related 

parental application, and transition to Cloud storage. The goal is to capture interaction and related 

data flow, which can be prone to privacy violations. Using CPN Tool [217], we generate Petri-Net 

diagram; which is considered as a bipartite graph, with two types of nodes, consisting of “places,” 

“transition,” and “arcs” as its three types of basic elements. A “place” depicted as a circle 

represents possible states of the system. Transitions are depicted with a rectangle or a box and are 

considered as events or actions that can cause a change of state. An arc is represented by a 

directional arrow and generally connect places to transition directly or transition to places. 

Transition to transition or places to places connected with an arc is not allowed when modelling 

in Petri-Nets. Petri-Nets utilize a “token,” as a primitive concept, and it is depicted with black dot 
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residing inside a “place” of a Petri-Net graph [226]. Tokens can be at or can be absent in certain 

places, stipulating whether conditions associated with those places are true or false [230]. In our 

model, a change of state is denoted by a movement of the token from place to place; which is 

triggered by the firing of a transition; representing an occurrence of an action, such a turning the 

SCT on or recording audio. Generally, a transition is enabled when there are sufficient tokens in 

its input place, but the firing of any transition is subject to token availability and input condition. 

After firing, tokens will be transferred from the input places (old state) to the output places, 

denoting the new state [210].  

 

In this chapter, the SCT privacy framework depicting various component of SCT environment is 

to model in CPN. Referring to Figure 5.3, the Conceptual Model of Toy Computing Environment 

includes the standard real-life situational environment of a SCT including Physical and Social 

Environment, Cloud Service Environment, and Monitoring Environment. The Physical and Social 

Environment of the SCT and includes similar SCTs and an online connectable device such as Wi-

Fi. Within this environment, context data such as geo-location, original demographic registration 

information (name, age, gender, and address), directly created interaction data, and activity data 

are available. The expected types of data including but not limited to interaction captured data by 

the SCT through a microphone, camera, etc. The SCT will be generally equipped with a camera, 

microphone, Global Positioning System (GPS), and sensors for face and sound detection, which 

allows the device to create and collect such data. Within the Cloud Service environment, the SCT 

manufacturers provide external services through Cloud services outside the immediate 

environment of the SCTs. This allows data to be exchanged or sent across from the SCTs to the 

cloud. For example, text, picture, video, sound (voice), and location and sensing data to the SCT 

manufactured services provider. Generally, they may be other information that can gather and infer 

from SCTs involved prior activity, including historical data on the child such as the SCTs move 

around. Within the SCT, a tremendous amount of information is gathered, exchanged, and 

transmitted to a connected to Cloud services. Within the Monitoring Environment, the idea is prior 

to any communication to the Cloud service provider; a parent would have configured a privacy 

preference file, which then is incorporated into the privacy policy for notification of any 

noncompliance. This attests that the guardian will be in charge of ofof monitoring child activities 

and be alerted in case any of the rules in the privacy policy being breached. Generally, a child (data 
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subject) is associated with an identity, but the parent is the data owner and control access (read, 

write, modify) and use of the data other than a privilege granted to the child. It is because context 

data, including location data, and it can lead to the identification of the child and his or her location. 

It is incumbent on the system to provide a level of initial privacy preference through the data flow 

model. This means that the SCTs cannot be used until the preference file is configured for access 

by the parents.  

 

While parents continuously strive to ensure their child’s physical and online safety, they may wish 

to understand and be in control of how their child’s PII or created data is shared through the devices 

they are using. The main protection children have on the Internet is parental guidance and 

supervision [210] but considering the varying degree of SCT and varied functionalities, it is 

considered challenging a parent to monitor ongoing activates with respect to data collection and 

usage by these devices. The motivation for building privacy into the data model, adopted for SCT, 

are several, but not limited to helping to address children safety and privacy concerns when the 

SCTs can disclose child’s real-time location data and historical data; which can be used to predict 

child movement, privacy absence, and co-location data.  

 

 

Figure 5.3 Conceptual Model of SCT Computing Environment 
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5.3 Coloured Petri-Net Model Implementation   

We construct data flow diagrams of the various SCT component using CPN tools and performing 

data flow simulations of the model of the SCT component with the goals to learn about different 

states and behaviours regarding the privacy of data (tokens) [217]. In this simulation, the SCT 

privacy is expected to have multiple states to form a global state of privacy for the system, so the 

ability to model concurrency and synchronization is needed. A system may have many local states 

to form a global state.  

5.3.1 Model Background and Configuration  

Coloured Petri-Net (CPN) was introduced by Kurt Jensen [216] to address the issue with 

unstructured Petri-Nets due to an inability to distinguish between tokens in basic Petri-Nets. The 

CPN group at Aarhus University, Denmark [226] considers CPN as a discrete-event modelling 

language; which has been under development since 1979. In a CPN diagram, a token is 

distinguishable from other tokens by using a unique colour for each token. Also, CPN addresses 

the issue of undistinguishable tokens in basic Petri-Nets, by attaching a place of a CPN with a 

color set and allowing multi-color tokens. CPN has the same elements as basic Petri-Nets, and the 

transition functions operate in the same manner. Once a transition is enabled with a token 

availability, and input condition is met, a transition can be fired. Upon firing a transition in CPN, 

it removes tokens from its input places and adds them to its output places just like a basic Petri-

Net. However, in CPN, the enabling and firing of a transition tied to colors. A transition may 

remove and replace the color token with the same or different color form input place to output 

place. It is efficient to model systems in a more compact and well-mannered fashion using CPN. 

Along with the characteristics of basic Petri-Nets, CPN uses high-level programming language 

based on the functional programming language Standard Markup Language (SML) [211]. CPN 

SML provides primitives for defining data types and various data manipulation, which makes 

models compact [216]. 

5.3.2 Using Basic Petri-Net 

A Petri-Net diagram is considered as a bipartite graph, with two types of nodes, consisting of 

“places,” “transition,” and “arcs” as its three types of basic elements. Referring to Figure 5.4, a 

“place” depicted as a circle represents possible states of the system. Transitions are depicted with 

a rectangle or a box and are considered as events or actions that can cause a change of state. An 
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arc represented by a directional arrow and generally connect places to transition directly or 

transition to places. Unfortunately, transition to transition or places to places connected with an 

arc is not allowed when modelling in Petri-Nets. Petri-Nets utilize a “token,” as a primitive 

concept, and it is depicted with black dot residing inside a “place” of a Petri-Net graph [226]. 

Tokens can be at or can be absent in certain places, stipulating whether conditions associated with 

those places are true or false [230].  

 

 

Figure 5.4 Petri-Nets Representations (Source: Adapted from [226]) 

In modelling Petri-Nets, a change of state is denoted by a movement of the token from place to 

place; which is triggered by the firing of a transition; representing an occurrence of an action or an 

event. Generally, a transition is enabled when there are sufficient tokens in its input place, but the 

firing of any transition is subject to token availability and input condition. After firing, tokens will 

be transferred from the input places (old state) to the output places, denoting the new state [210]. 

Figure 5.5 below illustrates a basic place-to-place transition, which can occur within a SCT.  

 

Figure 5.5 A Simple Petri-Net Diagram 



- 134 - 
 

Definition 1 - A Petri-Net is formally defined as a five-tuple 𝑁= (𝑃, T, 𝐼, O, 𝑀0), where [230]: 

I. 𝑃 = {𝑝1, 𝑝2, …, 𝑝𝑚} is a finite set of places; 

II. 𝑇 = {𝑡1, 𝑡2, …, 𝑡𝑛} is a finite set of transitions, 𝑃∪𝑇≠∅, and 𝑃∩𝑇=∅; 

III.  I: 𝑃×𝑇→𝑁 is an input function that defines directed arcs connecting places to 

transitions. Here, 𝑁 is a set of nonnegative integers; 

IV. 𝑂 : 𝑇×𝑃→𝑁 is an output function defining directed arcs from transitions to places; 

and 

V. 𝑀0 : 𝑃→𝑁 is the initial marking. 

In evaluating this definition, we consider that there is a place 𝑝𝑗 and a transition t𝑖. If there is an 

arc directed from 𝑝𝑗 to 𝑡𝑖, according to Definition 1, 𝑝𝑗 is an input place of 𝑡𝑖, and is denoted by 

𝐼(𝑝𝑗, 𝑡𝑖)=1. Conversely, if there is an arc directed from 𝑡𝑖 to 𝑝𝑗, according to Definition 1, 𝑝𝑗 is an 

output place of 𝑡𝑖, and is denoted by 𝑂(𝑡𝑖, 𝑝𝑗)=1. If ((𝑝𝑗,) = 𝑘 or (𝑡𝑖, 𝑝𝑗) =𝑘), it means there exist 𝑘 

arcs connecting 𝑝𝑗 to 𝑡𝑖 (or 𝑡𝑖 to 𝑝𝑗) in parallel. However, in the graphical representation, parallel 

arcs connecting a place (transition) to a transition (place) are usually represented by a single 

directed arc with the multiplicity or weight of [226]. A marking of a Petri-Net diagram is 

represented by the distribution of tokens over places. A Petri-Net diagram has an initial marking 

which assigns a nonnegative integer to each place. Marking changes depending on the execution 

of Petri-Nets and movement of tokens from one place to another which is referred to as change of 

state [226]. 

Based on Definition 1, we can model Figure 5.5 as a simple Petri-Net model as follows:  

i. 𝑃={𝑝1, 𝑝2, 𝑝3, 𝑝4, p5}; 

ii. 𝑇={𝑡1, 𝑡2, 𝑡3}; 

iii. 𝐼(𝑝1, 𝑡1)=1, 𝐼(𝑝1, 𝑡2)=1, 𝐼(𝑝1, 𝑡𝑖)=0 for 𝑖=3;  

iv. 𝐼(𝑝2, 𝑡3)=1, 𝐼(𝑝2, 𝑡𝑖)=0 for 𝑖=1,2;  

v. 𝐼(𝑝3, 𝑡3)=1, 𝐼(𝑝3, 𝑡𝑖)=0 for 𝑖=1,2;  

vi. 𝑂(𝑡1, 𝑝2)=2, 𝑂(𝑡1, 𝑝𝑗)=0 for 𝑗=1,3,4,5; 

vii. 𝑂(𝑡2, 𝑝3)=2, 𝑂(𝑡2, 𝑝𝑗)=0 for 𝑗=1,2,4,5;  
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viii. (𝑡3, 𝑝4)=2, 𝑂(𝑡3, 𝑝5)=2, O(t3, pj)=0 for 𝑗=1,2,3; and  

ix. 𝑀0= (2, 0, 0, 0, 0). 

Petri-Nets can be executed when a transition is fired. This usually changes the initial marking of 

the specific Petri-Nets. A transition is only guaranteed to fire when that transition is enabled, which 

is governed by rules needed to enable the transition [230]. The enabling rule specifies: “If each 

input place 𝑝 of a transition 𝑡 contains at least the number of tokens which is equal to the weight 

of the arc directly connecting 𝑝 to 𝑡, i.e., ∀𝑝𝜖𝑃: 𝑀(𝑝)≥𝐼(𝑡, 𝑝), then 𝑡 is enabled. A transition can 

fire only when it is enabled. When an enabled transition 𝑡 is fired, from each input place 𝑝 it 

consumes the number of token equal to the weight of the arc connecting 𝑝 to 𝑡. On the other hand, 

if 𝑡 has one or more output places, it then also deposits in each output places 𝑝′ the number of 

tokens that is equal to the weight of the arc directly connecting 𝑡 to 𝑝′. If at the same time more 

than one transition is enabled, the firing of transition is nondeterministic. Firing a transition results 

in a new marking. If a transition 𝑡 fires with the marking 𝑀, we will get a changed marking 𝑀′. 

Formally, it can be written as follows: ∀𝑝𝜖𝑃: 𝑀′(𝑝)=𝑀(𝑝)−𝐼(𝑝, 𝑡)+𝑂(𝑡, 𝑝)” (adapted from [226]). 

If there is a transition that does not have any input place, then that transition is called a source 

transition; which is always enabled. On the other hand, a transition without any output place called 

a sink transition. A sink transition consumes tokens but does not produce any. If a transition 𝑡 has 

the same input and output place 𝑝, then the pair 𝑝 and 𝑡 is called a self-loop. A Petri-Net diagram 

without any self-loop is called pure [230]. If we look at the Petri-Nets shown in Figure 5.4, we can 

see that both the transition 𝑡1 and 𝑡2 are enabled and ready to be fired. The initial marking of the 

Petri net is 𝑀0= (2, 0, 0, 0, 0). The drawback of using basic (low-level) Petri-Net to model SCT 

data flow is that, it is impossible to differentiate tokens from each other; which can lead to a very 

large unstructured Petri-Net diagram; and further create complication in understanding a given 

basic Petri-Net diagram and its properties.  

5.3.3 Using Coloured Petri-Net 

Using the CPN ML programming language, there are capabilities to define colour sets, functions, 

variables, and write inscriptions when creating a CPN model. This helps to understand the formal 

specification of CPNs. There are some predefined set of basic types in CPN ML, which are 

inherited from Standard ML (SML) [226]. The basic types are as follows: int (set of integers); 
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string (set of all text strings); bool (has two values, true and false); real (the set of all real numbers); 

and unit (has only one value). A simple colour set type is defined with the declaration “colset xxx 

= Basic Type” (for the simple colour set, where xxx represents the name of the colour set). Also, 

a structured colour set can further be deduced from a simple colour set using colour set 

constructors such as, with, product, record, and list [218]. Examples of such declaration include, 

and not limited to:  

I. Defining simple colour sets:  

a. colset IN = int;  

b. colset ST = string;  

c. colset BO = bool;  

 

II. Defining sub color sets using with:  

a. colset PrivacyValue = int with 0, …, 1500; (this means Privacy can only have 

integer values from 0 to 1500)  

b. colset PrivacyDesignation = string with “a”, ..., ”z”;  

c. colset PrivacyBool = bool with (zero, one);  

 

III. Defining new colour sets using with:  

a. colset PrivacyState = with Public | Private | DeIdentified;  

b. colset SmartDevices = with SCT | IPhone | Pacer; 

Specific color set definitions and details are provided to each model of the Privacy Preservation 

Framework Section 5.3. Although this provides a basic introductory of CPN ML, it is expected 

that the thesis work develops CPN ML algorithm with complex function necessary to support this 

research work based on Petri-Net formal definitions.  

The formal definition of Colored Petri-Nets (non-hierarchical), which differs from the earlier 

definition of basic Petri net stipulates:  
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Definition 2. Assume there is a non-empty set 𝑆= {s1, s2, s3, …, sN}. A multiset over S is a 

function 𝑚∶ 𝑆 → 𝑁 that maps each element 𝑠 𝜖 𝑆 into a non-negative integer (𝑠) 𝜖 𝑁 called the 

number of appearances (coefficient) of 𝑠 in 𝑚 [203]. The net structure consists of a finite set of 

places, 𝑃, a finite set of transitions, 𝑇, and a finite set of directed arcs, 𝐴 [230]. 

Definition 3. A Colored Petri-Net (non-hierarchical) can be represented as a nine-tuple 𝐶𝑃𝑁= (𝑃, 

Σ, 𝑉, 𝐶, 𝐺, 𝐸, 𝐼) [203], where (Adopted from [230]):  

i. The finite set of places is denoted by 𝑃.  

ii. The finite set of transitions is denoted by 𝑇.  

iii. The finite set of directed arcs is denoted by 𝐴⊆ (𝑇×𝑃)∪(𝑃×𝑇).  

iv. The finite set of colour sets is denoted by Σ.  

v. The finite set of typed variables is denoted by 𝑉, where ∀𝑣 𝜖 𝑉.[𝑣] 𝜖 Σ.  

vi. A colour set function, which assigns a colour set to each place, is denoted by 𝐶:𝑃→Σ.  

vii. A guard function, which assigns a guard to each transition 𝑡, is denoted by 𝐺:𝑇→𝐸𝑋𝑃𝑅𝑣 

such that [(𝑡)] =𝐵𝑜𝑜𝑙.  

viii. An arc expression function is denoted by 𝐴→𝐸𝑋𝑃𝑅𝑣. For each arc 𝑎 𝜖 𝐴, this function 

assigns an expression such that [(𝑎)] =(𝑝)𝑀𝑆. Here, 𝑝 𝜖 𝑃 is connected to the arc 𝑎.  

ix. An initialization function is denoted by 𝑃→𝐸𝑋𝑃𝑅∅. The task of this function is to assign 

initialization expression to each 𝑝 𝜖 𝑃, such that [(𝑝)]=𝐶(𝑝)𝑀𝑆.  

In this research proposal, the SCT privacy framework depicting various component of SCT 

environment is to model in CPN. A CPN model of a system can be considered as both action and 

state-oriented. Based on the model, we can deduce information about different states of a SCT 

system depending on different actions (transitions) taken. Because CPN models are executable, 

we can perform simulations of the model of the SCT system to learn about different states and 

behaviours. It is important to note that the behavioural properties of Petri-Nets make it ideal for 

addressing the various state of privacy within and privacy preservation framework better than a 

DFDs, PA-DFDs, PbD, or even FSM. Petri-Nets property like, “Reachability” evaluate the 

condition “Can we reach one particular state from another?” The “Boundedness” allows us to 

evaluate the condition “Will a storage place overflow?” Lastly, the “Liveness” allows us to 
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evaluate “Will the system die in a particular state?” With these properties, no matter what firing 

sequence is chosen, a live Petri-Net guarantees deadlock-free operation.  

5.4 Petri-Net Data Flow Model for SCT Environment  

The subsection below the various models for SCT conceptual environments depicted in Figure 5.3.  

5.4.1 Petri-Net Data Flow Model for SCT Physical and Social Context  

In modelling multiple states of privacy, events happen at the same time. SCT privacy is expected 

to have multiple states to form a global state of privacy for the system, so the ability to model 

concurrency and synchronization is needed. A system may have many local states to form a global 

state. In considering Figure 5.6, which demonstrates the privacy of SCT physical and social 

environment.  

 

 

Figure 5. 6 SCT – Physical and Social Environment with Token at P1, P2, and P4 
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Figure 5.7 SCT – Physical and Social Environment after First Full Transition 

 

The color set is defined for SCT as “A” (Activate SCT), “MED” (Media (Audio, Video)), “CON” 

(Context data), “TXT” (Text Data), “MEDPP” (Media with Privacy preference), “CONPP” 

(Context Data with Privacy Preference), and “TXTPP” (Text with Privacy Preference). Based on 

Definition 1, we can define Figure 5.5 as follows:  

i. 𝑃={𝑝1, 𝑝2, 𝑝3, 𝑝4, …, p14}; 

ii. 𝑇={𝑡1, 𝑡2, 𝑡3, t4, …, t16};  

iii. 𝐼(𝑝1,𝑡1)=1, 𝐼(𝑝1,𝑡i)=0, for i=2,3,4,5,6,7,8,9,10,11,12,13,14,15,16; 

iv. 𝐼(𝑝2,𝑡2)=1, 𝐼(𝑝2,𝑡i)=0, for i=1,3,4,5,6,7,8,9,10,11,12,13,14,15,16; 

v. 𝐼(𝑝3,𝑡3)=1, 𝐼(𝑝3,𝑡i)=0, for i=1,2,4,5,6,7,8,9,10,11,12,13,14,15,16; 

vi. 𝐼(𝑝4,𝑡4)=1, 𝐼(𝑝4,𝑡i)=0, for i=1,2,3,5,6,7,8,9,10,11,12,13,14,15,16; 

vii. 𝐼(𝑝5,𝑡5)=1, 𝐼(𝑝5,𝑡6)=1, 𝐼(𝑝5,𝑡7)=1, 𝐼(𝑝5,𝑡i)=0, for i=1,2,3,4,,8,9,10,11,12,13,14,15,16; 
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viii. 𝐼(𝑝7,𝑡8)=1, 𝐼(𝑝7,𝑡i)=0, for i=1,2,3, 4,5,6,7,9,10,11,12,13,14,15,16; 

ix.    𝐼(𝑝8,𝑡9)=1, 𝐼(𝑝8,𝑡10)=1, 𝐼(𝑝8,𝑡11)=1, 𝐼(𝑝8,𝑡i)=0, for i=1,2,3,4,5,6,7,8,12,13,14,15,16; 

x.    𝐼(𝑝9,𝑡14)=1, 𝐼(𝑝9,𝑡15)=1, 𝐼(𝑝9,𝑡i)=0, for i=1,2,3,4,5,6,7,8,9,10,11,12,13, 16; 

xi.    𝐼(𝑝10,𝑡13)=1, 𝐼(𝑝10,𝑡i)=0, for i=1,2,3,4,5,6,7,8,9,10,11,12,14,15,16,17,18; 

xii.    𝐼(𝑝11,𝑡14)=1, 𝐼(𝑝11,𝑡17)=1, 𝐼(𝑝9,𝑡i)=0, for i=1,2,3,4,5,6,7,8,9,10,11,12,13, 15, 16; 

xiii. 𝐼(𝑝12,𝑡12)=1, 𝐼(𝑝12,𝑡i)=0, for i=1,2,3,4,5,6,7,8,9,10,11,13,14,15,16; 

xiv. 𝐼(𝑝13,𝑡13)=1, 𝐼(𝑝13,𝑡i)=0, for i=1,2,3,4,5,6,7,8,9,10,11,12,14,15,16; 

xv.      𝐼(𝑝14,𝑡18)=1, 𝐼(𝑝14,𝑡i)=0, for i=1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16; 

xvi. 𝑂(𝑡1,𝑝2)=1, 𝑂(𝑡1,𝑝3)=1, 𝑂(𝑡1,𝑝4)=1, 𝑂(𝑡1,𝑝𝑗)=0 for 𝑗=1,5,6,7,8,9,10,11,12,13,14; 

xvii. 𝑂(𝑡2,𝑝5)=1, 𝑂(𝑡2,𝑝𝑗)=0 for 𝑗=1,2,3,4,6,7,8,9,10,11,12,13,14; 

xviii. 𝑂(𝑡3,𝑝6)=1, 𝑂(𝑡3,𝑝7)=1, 𝑂(𝑡1,𝑝𝑗)=0 for 𝑗=1,2,3,4,5,8,9,10,11,12,13,14; 

xix. 𝑂(𝑡4,𝑝8)=1, 𝑂(𝑡4,𝑝𝑗)=0 for 𝑗=1,2,3,4,5,6,7,9,10,11,12,13,14; 

xx.      𝑂(𝑡6,𝑝9)=1, 𝑂(𝑡6,𝑝𝑗)=0 for 𝑗=1,2,3,4,5,6,7,8,10,11,12,13,14; 

xxi. 𝑂(𝑡7,𝑝9)=1, 𝑂(𝑡7,𝑝𝑗)=0 for 𝑗=1,2,3,4,5,6,7,8,10,11,12,13,14; 

xxii. 𝑂(𝑡8,𝑝10)=1, 𝑂(𝑡8,𝑝𝑗)=0 for 𝑗=1,2,3,4,5,6,7,8,9,11,12,13,14; 

xxiii. 𝑂(𝑡10,𝑝11)=1, 𝑂(𝑡10,𝑝𝑗)=0 for 𝑗=1,2,3,4,5,6,7,8,9,10,12,13,14; 

xxiv. 𝑂(𝑡11,𝑝11)=1, 𝑂(𝑡11,𝑝𝑗)=0 for 𝑗=1,2,3,4,5,6,7,8,9,10,12,13,14; 

xxv. 𝑂(𝑡12,𝑝5)=1, 𝑂(𝑡12,𝑝𝑗)=0 for 𝑗=1,2,3,4,6,7,8,9,10,11,12,13,14; 

xxvi. 𝑂(𝑡13,𝑝14)=1, 𝑂(𝑡13,𝑝𝑗)=0 for 𝑗=1,2,3,4,5, 6,7,8,9,10,11,12,13; 

xxvii. 𝑂(𝑡15,𝑝14)=1, 𝑂(𝑡15,𝑝𝑗)=0 for 𝑗=1,2,3,4,5, 6,7,8,9,10,11,12,13; 

xxviii. 𝑂(𝑡17,𝑝14)=1, 𝑂(𝑡17,𝑝𝑗)=0 for 𝑗=1,2,3,4,5, 6,7,8,9,10,11,12,13; 

xxix. 𝑂(𝑡18,𝑝15)=1, 𝑂(𝑡18,𝑝𝑗)=0 for 𝑗=1,2,3,4,5, 6,7,8,9,10,11,12,13,14; 

xxx. 𝑀0= M(1,1,0,1,0,0,0,0,0,0,0,0,0,0). 

 

Before the SCT being turned on, at P1, the SCT is in off mode, and such no concern about the 

privacy of any data set that can be garnered from the SCT. Upon the T1, the first Transition, the 

SCT is put in an on mode, with possibly three places activated simultaneously. At this stage, as 

depicted in Figure 5.7, the SCT can be in record mode, context data-gathering mode, or text input 

mode. The SCT in its current place (P2, P3, and P4) and next Transition (T2, T3, and T4) can 

occur simultaneously. Now if we consider T2, and that the SCT is recording audio/video 
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information, the next place P5 now contains audio or video file. Now, the SCT can transition 

through T6, by sending the video or audio file directly to SCT internal storage P9, or by T7, 

applying the privacy preference rules and Transition to P9 (SCT internal storage). The other option 

transition from P5, which is the audio/video created content is through T5, which delete results in 

a sink Transition. In this case, if the SCT did not have any privacy policy attached, and Transition 

from P5 (audio/video file) to P9 goes through T6, the next Transition at P9 is to through T14 (to 

delete) and back to P2 (record mode). The other option from P9 would have to or to proceed to 

T15 (Verify PP Compliance), which will end up in P12 (failed PP complaint store) considering 

that the SCT Transition through T6 without applying the privacy preference. At this point in P12, 

the SCT will transfer, T12, audio file back to P5. We are assuming that after failed application 

from the initial place, Transition run, P5 containing the audio file Transition to P9 through T7, the 

SCT will still have the equal option to Transition to T14 (Delete) back to P2 or Transition through 

T15 to P14 (PP Complain store). In the state, the SCT will Transition T18 (verify Wi-Fi 

Connection & Transfer) to P15 (Cloud Services or Store) if the condition of Wi-Fi connectivity is 

met. If the condition fails, T18 returns to P14 the repeat again until it is successful or if to delete 

the file through T14 based on the privacy preference condition with data retention requirement, 

which is a sink Transition. Text data goes through a similar place and Transition stages as 

illustrated in Figure 5.9 except for text data the next Place after P1 is P4. 

Similarly, the context data gathered in the SCT will have to go through a similar Transition, as 

described during the recording of information. Generally, based on the initial policy, the SCT 

Transition from P1 through T1 to P3 (GPS ID). P3 is a place for context data gathering, and results 

in Transition through T3 where the system tries to identify context information and based on the 

result will end up in P6 (Not Connected Mode; No context information) or P7 store of context 

information. If the system is at P7, the SCT system is forced to apply privacy preference and 

transfer content to storage P10. The next Transition T13 verifies PP compliance and transfer to 

P14 (PP Compliant store) before it transits to T18 onto P15 (Cloud service). With the scenario 

above, there was only 1 initial token at P1; we assume that this is the first time SCT is used or 

there is no existing data anywhere within P2, …, Pi (where i represent highest number place within 

the system). Considering how SCT is being used, there can be multiple tokens at any given time 

within P1 through P15. 
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5.4.2 Petri-Net Data Flow Model for SCT Cloud Service Context  

The Cloud service of SCT can be modelled with Petri-Nets to provide privacy assurance of data 

as illustrated in Figure 5.8. The CLDS (Cloud Service) color set includes: “DAT” (Data (Text, 

Media)), “DATPP” (Data with Privacy Preference), “CPP” (Cloud Privacy Preference) , “PP” 

(SCTPrivacy Preference), “PUB” (Publish), “BIN” (Bind), “MNG” (Manage), “PR” (Privacy 

Rule), and “AAA” (Authorization, Authentication, Accounting). For all another model in this 

work, the specific colour set can be found on the colour set information on the CPN model diagram. 

 

Figure 5.8 SCT - Cloud Services Environment Initial State 

The colour set definition can be found on the colour set information on the CPN model diagram 

Figure 5.9. Based on Definition 1, we can define the SCT Cloud service environment as the 

definition provided in Figure 6. The Cloud service environment begins with P1 (Secure AAA 

Framework), which Transition through T1 to P2 (Cloud) which contains Cloud services 
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component. There can be a constant bidirectional Transition from P1 through T1 to P2 and vice 

versa; which provides information assurance to the Cloud and helps assure AAA framework and 

privacy policy changes are continuously applied. While at P2, there is a bidirectional Transition 

from P2 to P4 (Monitor) through T2, and from P2 through T2 to P5 (SCT Connected). The P4 is 

expected to Transition through T5 (Apply PP rules) onto P5 (SCT). Considerable because P4 and 

P5 and external to P2 multiple tokens can exist in P4 and P5 at the onset and these tokens can on 

an ongoing basis be transited these places.  

 

Figure 5.9 SCT - Cloud Services Environment after First Full Transition 

Whiles data exchange occurs from P4 and P5 as well as P1 has referenced on P2, P2 will transit 

through T4 (Bind) to P6 (Toy Computing Service). At this point, P6 can do the Transition from 

T7 to P7 (Third Party Service Providers), or from P6 through T8 (Call) to P9 (Toy Computing 

API). Before the Transition of P6 to P9, it is expected that P8 (Privacy Rule) would have 

Transitioned through T9 (Apply) onto P9 before P9 would have Transition T10 (Response) back 
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to P6. What is important to note about the SCT Cloud service’s Petri-Net for SCT is that at an 

initial offset there is a possibility of multiple token and a current token which can be initialized at 

the same time. For example, the initial start can contain tokens at P1, P4, P5, and P8.  

5.4.3 Petri-Net Data Flow Model for SCT Monitoring Interface  

The parental model interface of the privacy preservation framework component is modelled by 

Petri-Nets in Figure 5.10. 

 

Figure 5.10 SCT - Monitoring Interface Initial State 
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Figure 5.11 SCT - Monitoring Interface First Full Transition 

The colour set definition can be found on the colour set information on the CPN model diagram 

Figure 5.11. Based on Definition 1, we can define the SCT Monitoring Interface as a service like 

Figure 5.7. The Monitoring Interface begins at P1 (Blank Template) within the initial token, the 

next Transition T1 (create) allows a Transition from P1 to P2 (Privacy Preference template). At 

this point, the system will do a transition through T2 (Apply P. Preference) to P3 (Monitor). At 

P3, the system will Transition through T3 (Configure Rules) to P4 (Dashboard), and Transition T4 

(Apply Rules) to P5 (SCT). On P5 at any time the application rules for privacy preference are a 

breach; the system will trigger an alarm through T5 and alert back on P4, at any time P6 Transition 

through T5 and the collected information on P5 breaches Privacy Preference rules applied. At the 

initial stage (initial marking) of this Petri-Net diagram, P1 to P5 can contain tokens (e.g., M (1, 0, 

0, 1, 0)).  
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5.4.4 Petri-Net Data Flow for the Different SCT Data States  

As demonstrated using FSM in chapter 3, and context data modelling in Chapter 4, SCT data can 

be at different state during the use of SCT. The different data states identified are private data, 

public data, anonymous data, encrypted data, confidential data, and de-identified data. It is 

important to model the different data state and simulate the different transition which takes place 

during SCT use. The Petri-Net diagram for such occurrence is illustrated in Figure 5.12 below. 

Based on the modelling activities such set of data can transit from one state to the other. 

 

Figure 5.12 SCT - Data Privacy Environment Prior Transition 

The colour set definition can be found on the colour set information on the CPN model diagram 

Figure 5.12. Based on Definition 1, we can define the SCT Data Privacy Environment like in 

Figure 5.7. At the initial state P1, all the data is private and created either by the SCT through the 

children. If the SCT fires Transition T1 by inferring information from the SCT, the data is still 

private and returns to P1. If P1 decides to process data and do Transition through T2 to P2 (Data 
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Storage), the data can be subject to various activities or possible transition. If P2 does transit to T3 

(Release of Infor) and releases Information in this move, the data is now in P4 (Public) which has 

become public record. At this point, any Transition, which occurs T6, returns to P4 (Public). That 

record will become a public record. Now considering that at P2, the System does Transition 

through T4 (De-identified Data) to P5 (Anonymous Data), the data has become anonymous. At 

P5, there is a possibility to do transition through T8 to P6 (Unidentified information). With P6 any 

transaction which can result in a Transition such as T9 will return to P6. Considering at P5, the 

system transition through T7 (Aggregate data) to P3 (Aggregated Data), the information is 

reassembled, and the system can Release information by transition T3 to P4 which is also public 

record. As per stated earlier, at P4 all transactions will result in a back as a public record. The other 

option other than T4 and T3 as discussed was for the system to do Transition through T5 (Encrypt 

Data) to position P7 (Encrypted Data). Once at P7, the system can do Transition through T10 

(Release of Info) to P8 (confidential Data storage). The next Transition will be T11 (Decrypt), 

which allows information to be decrypted back to P1. At any time within the lifecycle of 

information within SCT, the initial Petri-Net can have a token at P1. If this is not the first time of 

use, we can have concurrent and multiple tokens within various places of the system. Figure 5.13 

provides details information after a full transition has occurred.  

 

Figure 5.13 SCT - Data Privacy Environment after Full Transition 
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5.4.5 Physical and Social Environment with Tokens 

After demonstrating with CPN how to model the different components for Privacy Preservation 

Framework, it was necessary to run a simulation and experiments the result of one of the 

components identified. This experiment was conducted using the CPN Model of SCT – Physical 

and Social Environment (Figure 5.7), to determine how the SCT system will behave after a defined 

Privacy Preference has been applied to data sources that the SCT will process. The SCT colour set 

defined for the models includes: “A” (Activate SCP); “MED” (Media (Audio, Video)); “CON” 

(Context Data), “TXT” (Text Data); “MEDPP” (Media with Privacy Preference); “CONPP” 

(Context Data with Privacy Preference); and “TXTPP” (Text with Privacy Preference). The 

simulation presented different amounts of data both media (audio and video) data, text data, and 

context data, which were all part of The SCT colour set, and can be processed by the SCT. The 

objective of this experiment is to determine the preliminary behaviour of the models handling all 

types of data (data with or without privacy preference applied) which are captured by the SCT in 

normal use. The focal point in the objective is to assure the model can successfully apply privacy 

preferences to tokens (data), and verify tokens have a privacy preference prior to loading it to 

Cloud Service component of the Privacy Preservation Framework. And in cases where no privacy 

preferences associated with the tokens, the model will successfully trigger an alarm and notify the 

parent via the Monitoring component of the Privacy Preservation Framework but continue to 

process the tokens as many times as required for the privacy preferences to be applied.  

 

5.4.6 Simulation Experimental Results  

In the first run of the experiments, on simulation for “CPN Model of SCT – Physical and Social 

Environment,” there are token at 1 “A” (Activate) token, 1 “MED” (Media) token, 0 “CON” 

(Context), and 1 “TXT” (Text) token will process. Although the initial marking is M 

(1,1,0,1,0,0,0,0,0,0,0,0,0,0) the focus is to consider the initial marking of a portion of the model 

where the first transition occurs where initial marking M (1,1,0,1). In the First Transition, 1 “A” 

tokens Turn on SCT sends a token each to P2 (Record Media Mode), P3 (GPS ID Mode – Context), 

and P4 (Create Text Mode). This results in a situation where you have a new marking M (0,2,1,2). 

Tables 5.1 and 5.2 provide details of information on the initial Transition. It identifies “Total 

Number of Tokens,” “Number of SCT Activate Tokens,” “Number of Media Data Tokens,” 

“Number of Context Data Token,” “Number of Text Data Tokens,” “Number of Transition,” 
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“Number of Parental Notification Sent (TEXT),” “Number of Parental Notification Sent 

(MEDIA),” “Total Number Parental Notification Sent,” “Number of PP Compliant (TEXT),” 

“Number of PP Compliant (MEDIA),” and “Total Number of PP Compliant.” Table 5.1 depicts 

sequences of increasing tokens to demonstrate, the initial state of “CPN Model of SCT – Physical 

and Social Environment,” and Table 5.2 shows the result of the first Transition.  

 

Table 5.1 SCT – Physical and Social Environment Initial State 

Subsequently, Figure 5.5 above shows CPN Model of SCT – Physical and Social Environment 

with initial M (1,1,0,1,0,0,0,0,0,0,0,0,0,0). Table 4, and Figure 14 provides information after the 

first transition has occurred.  

 

Table 5.2 Physical and Social Environment Result after the 1st Transition 

Total 

Number of 

Tokens 

Number  of 

SCT 

Activate 

Tokens  

Number 

Of Media 

Data 

Tokens

Number  

of Context 

Data 

Token 

Number 

of Text 

Data  

Tokens 

Number of 

Transition 

Number of  

Parental 

Notification 

Sent  (TEXT)

Number of  

Parental 

Notification Sent 

(MEDIA)

Total 

Number 

Parental  

Notificatio

n Sent  

Number of 

PP 

Compliant 

(TEXT) 

Number of PP 

Compliant 

(MEDIA)

Total 

Number of 

PP 

Compliant 

3 1 1 0 1 0 0 0 0 0 0 0

5 1 2 0 2 0 0 0 0 0 0 0

7 1 3 0 3 0 0 0 0 0 0 0

9 1 4 0 4 0 0 0 0 0 0 0

11 1 5 0 5 0 0 0 0 0 0 0

13 1 6 0 6 0 0 0 0 0 0 0

15 1 7 0 7 0 0 0 0 0 0 0

17 1 8 0 8 0 0 0 0 0 0 0

19 1 9 0 9 0 0 0 0 0 0 0

21 1 10 0 10 0 0 0 0 0 0 0

201 1 100 0 100 0 0 0 0 0 0 0

1001 1 500 0 500 0 0 0 0 0 0 0

2001 1 1000 0 1000 0 0 0 0 0 0 0

3001 1 1500 0 1500 0 0 0 0 0 0 0

4001 1 2000 0 2000 0 0 0 0 0 0 0

5001 1 2500 0 2500 0 0 0 0 0 0 0

6001 1 3000 0 3000 0 0 0 0 0 0 0

Total 

Number of 

Tokens 

Number  of 

SCT 

Activate 

Tokens  

Number 

Of Media 

Data 

Tokens

Number  

of Context 

Data 

Token 

Number 

of Text 

Data  

Tokens 

Number of 

Transition 

Number of  

Parental 

Notification 

Sent  (TEXT)

Number of  

Parental 

Notification Sent 

(MEDIA)

Total 

Number 

Parental  

Notificatio

n Sent  

Number of 

PP 

Compliant 

(TEXT) 

Number of PP 

Compliant 

(MEDIA)

Total 

Number of 

PP 

Compliant 

5 0 2 1 2 1 0 0 0 0 0 0

7 0 3 1 3 1 0 0 0 0 0 0

9 0 4 1 4 1 0 0 0 0 0 0

11 0 5 1 5 1 0 0 0 0 0 0

13 0 6 1 6 1 0 0 0 0 0 0

15 0 7 1 7 1 0 0 0 0 0 0

17 0 8 1 8 1 0 0 0 0 0 0

19 0 9 1 9 1 0 0 0 0 0 0

21 0 10 1 10 1 0 0 0 0 0 0

23 0 11 1 11 1 0 0 0 0 0 0

201 0 101 1 101 1 0 0 0 0 0 0

1001 0 501 1 501 1 0 0 0 0 0 0

2001 1 1000 0 1000 1 0 0 0 0 0 0

3001 1 1500 0 1500 1 0 0 0 0 0 0

4001 1 2000 0 2000 1 0 0 0 0 0 0

5001 1 2500 0 2500 1 0 0 0 0 0 0

6001 1 3000 0 3000 1 0 0 0 0 0 0
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The other test begins with different sequencing number of MED, TXT data tokens, which are 

added to the first Transition place (P2, P4). Once the plain data is added, the “CPN Model of SCT 

– Physical and Social Environment” model will process the tokens applying well-defined privacy 

preference, assuring that all data is protected before moving to the Cloud. Also, in cases where the 

model fails to apply privacy preferences, the parent or guardian gets notified. Table 5.3 

demonstrates results of the final nth Transition of a defined set of tokens, ranging from 1 through 

6000, and results of “Number of PP Compliant (TEXT),” “Number of PP Compliant (MEDIA),” 

and “Total Number Parental Notification Sent” after compliance fails.  

 

Figure 5.14 SCT – Physical and Social Environment Result after First Transition 
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Table 5.3 CPN Model of SCT – Result After the nth Transition for Various Set of Tokens 

Figure 15.5 – 5.17 shows a demonstration of model processing a 1001 token (“A,” “MED,” 

“TXT”), at the initial state, in the middle of the process and the final Transition. Figure 5.24 and 

5.25 provide a comparative analysis of the Total Number of Parental Notification Sent vs. Total 

Number of PP Compliant. 

 

Figure 5.15 SCT– Physical and Social Environment with 1001 Tokens at Initial State 

Total 

Number of 

Tokens 

Number  of 

SCT 

Activate 

Tokens  

Number 

Of Media 

Data 

Tokens

Number  

of Context 

Data 

Token 

Number 

of Text 

Data  

Tokens 

Number of 

Transition 

Number of  

Parental 

Notification 

Sent  (TEXT)

Number of  

Parental 

Notification Sent 

(MEDIA)

Total 

Number 

Parental  

Notificatio

n Sent  

Number of 

PP 

Compliant 

(TEXT) 

Number of PP 

Compliant 

(MEDIA)

Total 

Number of 

PP 

Compliant 

5 1 1 0 1 100 6 0 6 3 2 5

7 1 2 0 2 100 4 6 10 4 3 7

9 1 3 0 3 100 6 1 7 5 4 9

11 1 4 0 4 100 6 8 14 6 5 11

13 1 5 0 5 100 7 7 14 7 6 13

15 1 6 0 6 100 9 3 12 8 7 15

17 1 7 0 7 1000 16 10 26 9 8 17

19 1 8 0 8 1000 18 15 33 10 9 19

21 1 9 0 9 1000 14 12 26 11 10 21

23 1 10 0 10 1000 13 14 27 12 11 23

201 1 100 0 100 10000 112 103 215 102 101 203

1001 1 500 0 500 10000 531 504 1035 502 501 1003

2001 1 1000 0 1000 100000 981 1025 2006 1002 1001 2003

3001 1 1500 0 1500 100000 1500 1588 3088 1502 1501 3003

4001 1 2000 0 2000 100000 2048 1973 4021 2002 2001 4003

5001 1 2500 0 2500 100000 2569 2537 5106 2502 2501 5003

6001 1 3000 0 3000 100000 2954 3068 6022 3002 3001 6003
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Figure 5.16 SCT – Physical and Social Environment with 1001 Token at Mid Processing 

 

Figure 5.17 SCT – Physical and Social Environment with 1001 at Final Transitions 
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Figure 5.18 Total Number of Parental Notification Sent Vs. Total PP Compliant 

 

Figure 5.19 Number of Parental Notification Sent Vs. PP Compliant (TEXT) 
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5.4.7 Discussion  

There are a significant number of notifications sent to the parent device compared to the number 

of actual no compliant tokens through the SCT. For example, out of 1,003 Privacy Preference 

compliant tokens sent, the parent received 1,035 notifications of failed privacy compliance. From 

the experimental results depicted in Table 5.3, Figure 5.13 and 5.14, there are a significant number 

of notifications, more than expected. On the deeper review, a token that has been flagged as non-

compliant can fail compliance multiple times, causing excessive notification on the parent’s 

mobile device. At this moment, it is obvious that the notification system does not distinguish the 

type of failed compliant entity or evaluate how serious it is. The system also does not distinguish 

if this is a reoccurring notification from a previous test. This can be problematic in a functional 

system because excessive notification can result in behaviour such as the parent ignoring all 

notifications from the SCT. This finding is an important demonstration that although Petri-Net 

simulation shows that Petri-Net data flow models provide privacy assurance based on the privacy 

preservation policy specified by the designer of the system, the number of notifications can be 

excessive. In a normal system design phase, this finding in the data modelling is crucial and would 

have given us an opportunity to address the excessive notification problem before SCT been 

deployed for use. Considering that most of the notifications will be going to parents’ mobile 

devices, excessive notifications can become bothersome, cost money, and ultimately be ignored. 

If this problem is not identified, it can cause the parent to disable the notification system when the 

SCT is deployed for use. Because the SCT environment model and the token simulation is within 

a closed system, it assures that all tokens are processed until the desired Privacy Preference is 

applied, thus preventing reliance on a manual intervention which can leave non-compliant token 

lingering around the system and create an opportunity to be exploited.  

There is no limitation set in the model for the number of data which can be processed by the SCT. 

As a result, there were resource constraint issues identified as the number of tokens was increased 

to 1000 tokens. During the execution, we identified an unexplained system crashes as soon as 

tokens reached 500.  

 

In such circumstances, the expected behaviour is for the model to notify parents and retry for the 

policy preference application. It is important to note that the behavioural properties of Petri-Nets 

make it ideal for addressing the various states of privacy within the privacy preservation 
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framework better than a DFDs, PA-DFDs, or PbD. Petri-Nets property such as “Reachability” 

allows evaluation of the condition “Can we reach one particular state from another?”, while the 

“Boundedness” allows us to evaluate the condition “Will a storage place overflow?” Lastly, the 

“Liveness” allows us to evaluate, “Will the system die in a particular state?” With these properties, 

no matter what firing sequence is chosen, a live Petri net guarantees deadlock-free operation [226]. 

Usually, an algorithm, as per Petri-Net definition 1, 2, and 3, is used to produce a reachable 

marking graph for the obtained Petri-Nets model [213]. Based on the experimental results and 

discussion provided the following findings: (1) Excessive number of notification more than 

expected; (2) Any notification system implemented for non-compliant within the Privacy 

Preservation Framework needs to be tailored to exactly what the users is concern about. For 

example if users, it only concerns about GPS information be shared by the SCT, then the 

notification should be tailored only to be alarming Guardian of non-compliance Notifications need; 

and (3) Considering there is no constraint on the number of tokens that can be processed by the 

SCT, the limited resource can fully exhaust causing the system to crash or fail. This result will 

help us in designing a theoretical model of privacy preservation framework as the result of the 

experiment shows that: (1) Petri-Net allows model my privacy preservation framework system 

design, simulate how the system will process information by the SCT, and provide us with an 

opportunity to identify unsuspected flaws within the operations of the theoretical model of privacy 

framework; (2) It will allow us to identify areas within the framework, where unique information 

security technical, administrative or operational controls needs to be implemented to provide an 

extra mechanism to address threat and vulnerability within the theoretical privacy framework 

based on any information flow within the SCT; and (3) This provides an opportunity to on an 

ongoing basis further simulate the behavior of the SCT privacy framework anytime a change is 

made to the SCT information flow prior to deploying it into an actual production environment. 

 

The advantages of our models[230, 213, 226] as presented in our simulated experiment, over 

existing models such as DFD, PA-DFD, and PbD include First, our Petri-Nets models ability in 

dealing with concurrences and conflicts during data flow. As demonstrated in our simulated 

experiment, the models can handle concurrent tokens going through the system at the same time. 

Comparatively, in modelling DFD, or PA-DFD, there is no simple way to model, simulate, and 

verify the behavior concurrency or conflict. Second, as compared to DFD, PA-DFD, or PbD, 
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formal semantics have been defined for the Petri-Nets model in our experiments, making it 

possible to verify and test to tokens for a privacy violation. Our Petri-Nets models can integrate 

privacy elements in the modelling of the system flow and offer a well-defined mathematical 

semantics for verification enforcing a privacy policy to provide a sound level assurance to sensitive 

user information. The other discuss modelling approach, such as DFD, lacks concrete semantics 

and verification required to test privacy [226]-[220]. Without the ability to do this, it makes it 

challenging for its intended usefulness or the ability to guarantee that no privacy violations will 

occur within SCT data flow. The required stature of DFDs elements do not have a symbol or 

element which to represent privacy; and lacks, classification of the data flows as personal data or 

non-personal data [200]. Third, our Petri-Nets models are state-based instead of event-based, so 

each state of an instance case can be modelled explicitly and simulated to determine the behaviour 

and result of each token. In our experiment, we can determine what will happen if a defined token 

fails privacy verification test within the system. Such a result cannot be achieved with DFD, PA-

DFD, or PbD model. Lastly, another advantage worth noting here is that although modelling 

techniques such as DFD, PA-DFD can describe the boundaries of the system data flow[218]-[221] 

it fails to be able to test the boundaries to determine the behaviour as Petri-Net models can be 

simulated to present the results. 

5.5 Use Case: Implementation & Algorithm Using Asus Zenbo  

Based on the conceptual model in Section 5.4, we implement to model behaviour Zenbo, a real-

world SCT. We justify our preference to choose the CPN model for capturing the behaviour of the 

“Zenbo,” a SCT made by Asus. We used the same SCT in our empirical study in Chapter 6. We 

discuss two implemented CPN models and express the models in algorithm forms, in order to 

understand the sequence of events clearly and explain the major advantages of the models from 

security and privacy perspectives. Zenbo is known to carry out multiple functions, concurrent with 

different behaviour interactions with the user. Our target in this work is to focus on one scenario 

in order to capture the interactions of the robot while executing a specific task involving a set of 

objects and events 

5.5.1 Methodology (Tool Setup & Scenario)  

For the implementation of the CPN model, we installed CPN Tools v 4.0.1 on Windows 7 OS 

running on virtual box. CPN Tools is the most popular online tool used to demonstrate, simulate, 
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and analyze concurrent systems emphasizing PN modelling [217]. It has different features that 

support the user, such as detecting errors of the model components and the connections and 

checking the correctness of the syntax used to define nodes (a place or transition) and the arcs. 

Moreover, the user does not need to be highly experienced with the tool, because numerous online 

articles and video tutorials about the tool are available, to help the user in learning the full functions 

of the tool. The scenario involves reminding an elderly person using his or her child Zenbo SCT 

for medication reminders, where Zenbo collects sensitive user information. This scenario included 

two parts: 

I. User initial communication with Zenbo: the user registers himself in the Zenbo system so 

that Zenbo can recognize him for further interaction.  

II. User interaction with Zenbo reminder application: the user adds an elderly family 

member in the Zenbo system; so that he can add the medication details in the app. 

Accordingly, Zenbo reminds the target person based on the input data.  

The scenario is built based on a video about Zenbo capabilities titled “Your Smart Little 

Companion | Zenbo | ASUS” [26], and some extracted log files from Zenbo system including voice 

commands that the user sends to Zenbo and general systematic responses which indicate how the 

robot process the commands in sequence. Figure 5.20 below shows a sample of a log file related 

to the alarm. As shown in Figure 5.20, the log file is in the form of a clear text file that includes 

different commands such as adding a reminder specified to a distinct family member and asking 

Zenbo to display the alarm list. It is noted that each response or action from the robot is indicated 

with a numeric ID referred to as a pattern. Also, there are no timestamps indicated in the log file 

 
Figure 5.20 Sample Log File related to Zenbo Alarm 
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5.5.2 Analysis and Results 

The behaviour of the robot was illustrated first in a sketched data flow diagram, in order to 

implement the captured behaviour in an easier way using CPN tools and to define all the required 

states along with their tokens, and transitions. Figure 5.21 below presents the graphical CPN model 

of the first part. 

 

Figure 5.21 CPN model of User Initial Communication with Zenbo 

Figure 5.21 shows the first model is composed of seven places, and nine transitions showing the 

execution of events sequentially. In addition, several tokens were defined based on the required 

input and output data for the states, which are needed to fulfill the processes of the robot system 

interaction with the user. CPN Tools provides an option to declare new colour sets that include 

these tokens and to define variables that can express a specific colour set data type. In our first 

scenario, we declared two colour sets and one variable that corresponds to the data type STATUS, 

denoted by ‘s’. The additional declarations include: 

I. STATUS: This group includes the values of the actual status of the robot which are 

identified by ON or OFF as well as the data input required by Zenbo for firing the 

transition; it includes Audio, Text, and Image.  

II. FILE: This group includes the different data types that represent the format in which the 

media files are stored including MP3 for the Audio, TXT for the Text file, and JPEG for 

the image file.  
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Besides, CPN Tools provides a feature that enables the user to describe the data flowing through 

the input and output arcs, with the ML language label. However, it is not necessary to add 

expression to each arc, because the data values may differ from  

the input place to the output place. In Figure 5.21, it is shown that the process starts with P1, and 

it is expressed by STATUS data set to include “OFF” token; which exemplifies that Zenbo is 

turned off. Then, T1 represents the event when the user turns the robot “ON” which is expressed 

on the arcs fired from T1 going into 3 different places P2, P3, and P4, where each of them is 

declared with the STATUS colour set. However, each place contains a different type of token 

value starting with P2 “Audio,” P3 “Text,” and P4 “Image.” To illustrate, once the robot is turned 

on, it changes its state to be ready to receive different types of data from the user, in order for the 

user to register himself in Zenbo system for recognition purpose. T2 denotes the interaction of the 

user when he sends a command to Zenbo to record his voice, which in return fires the token 

“Audio” to the next transition T3, which represents the recording process by Zenbo, as a response 

to the initiated command. The next place P5 represents the success of the robot status, where it is 

shown that it received the intended data input value “Audio.” Then, we represent the next action 

by T7 taken by the robot which includes the conversion process of the audio input into an MP3 

file, which is sent successfully to the final state of the behaviour P8, and it is defined as Zenbo 

local storage/cloud. In other words, the compressed file gets stored there as a final step for Zenbo 

behaviour when he receives any input data. The same steps are applied for the text input and the 

image input, but each input goes through different places and transitions as shown in Figure 5.21, 

due to the difference of the values of the data.  

 

In Figure 5.22 and 5.23, we move to the next implemented CPN model for the second part of the 

scenario, which focuses on the reminder activity. The second model is composed of 12 places, and 

18 transitions, capturing the interactions between the user, Zenbo, and its reminder application. 

Similar to the previous model, we defined five colour sets; two of them are “STATUS” and “FILE” 

data types that were used previously. Two new tokens were added to the STAUS array, including 

“Completed” and “Gaze.” The other 3 are the following:  

I. ZDATA: This group includes media files such as Msg and Voice that are used by the 

reminder application to send the required verbally and visually.  
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II. FE: This group represents Zenbo face expression as a response to the user, and it includes 

Happy and Sad.  

III.  Reply: This group represents the buttons presented in the reminder application when the 

medication alert is displayed on the screen, and it includes OK, and Delay. 

  

 
Figure 5.22 CPN model of User Interaction with Zenbo app -1 

 

There are thirteen places in Figure 5.22 and 5.23, representing the objects involved within the 

process’s execution of the Zenbo reminder app used by the user. The major entities of the structure 

include Zenbo, Reminder App, and the User, defined in several places characterized by one token 

or more having the same data type, based on the case running to achieve the required task. 

However, there are sixteen transitions used to capture the events executed sequentially between 

the places, and it indicates the change occurring between the states as well as the success of data 

flow operation.  

 

To clarify the model shown in Figure 5.22 , P1 represents Zenbo set to “STATUS” color set, and 

it includes four tokens that indicate that Zenbo is ON, and it is mode is enabled to receive different 

types of data referred to the defined values: “Audio”, “Text” and “Image”. The user starts speaking 

to Zenbo by sending a voice command in order to add a new family member, represented in T1, 

as we expect that Zenbo recognizes this user referring to the first model that captured Zenbo 

behaviour in Figure 5.21. This transition is directed to the Zenbo reminder app, which is our target 
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in this model, and it is represented by P2. It has one token that indicates the app is ON, and ready 

to  

receive the information related to the family member in a data type of Text and Image. The next 

events starting from T2 until T5 which are going through the places starting from P3 until P5 are 

identical to the processes explained in the first model in Fig 21 ., where it captures the registration 

process within the system. The only difference in this model that this information is stored for the 

Zenbo reminder app specifically.  

 

 
Figure 5.23 CPN model of User Interaction with Zenbo app -2 

 

Furthermore, T6 initiates the functionality of the reminder app, where the user sends a command 

to Zenbo in order to show the reminder list. This transition is fired to P1 since the user is 

communicating with Zenbo. Accordingly, Zenbo calls the local storage (P5) where the reminder 

data is stored, through T7 that represent the retrieval event. As a result, the data values of P5, 

including Text and JPEG files represented by tokens, are fired through T8, which represents the 

data transfer action to P6. P6 represents a Reminder list page which is supposed to show the family 

member name along with his/her picture.  

 

As stated previously in the scenario section, the user is using the reminder app aiming to notify the 

elderly person about his/her medication. T9 represents the user’s interaction with the Zenbo 

reminder app, where he adds medication details associated with the existing family member, 
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manually through the screen. Hence, these details are stored within the App database which is 

represented by P7 with “Completed” token describing the status of the Reminder app, and 

correspondingly sending the updates to the local storage, in order to provide them with users recent 

data recorded within the app. Once the app is triggered by the existing reminder, it initiates the 

task of preparing the required message for the user, which is represented by T10. P8 represents the 

Reminder App with two tokens “Msg” and “Voice,” which indicates that the App is holding the 

required details of the medication. Then, Zenbo looks for the target person by operating image 

processing since the reminder details include the image of the person; this event is represented in 

T11. Once the elderly person is recognized, the next place P9 represents Zenbo who is ready with 

the required notification to be sent verbally through “Zenbo Speech,” and textually through “Zenbo 

screen.” T12 represents the event of executing the message transfer through Zenbo's speech and 

showing the message on the Zenbo screen concurrently.  

 

Finally, Zenbo has to detect whether the person took the medication or not. This task is represented 

by two places P10 and P11 respectively, which represents, Zenbo screen that shows the message 

with two response buttons “Done” and “Delay,” and Zenbo image processing that have “gaze” 

token as a characteristic used by this place. To illuminate further, Zenbo can identify the user 

reaction either through a manual contribution by the user or automatically through gazing. P12, 

which is denoted by Face Expression colour set with “Sad” attribute, and P13 which is denoted by 

Face Expression colour set with “Happy” attribute, are used to represent the Zenbo sensing result. 

It is based on the triggered events that describe the user response or Zenbo detection outcome, and 

they are represented by the following transitions: T13, T14, T15, and T16. For example, Zenbo 

state will change to a happy face, if the user pressed on the “OK” button or Zenbo 

perceived that the user took his medication. On the other hand, Zenbo state will change to a sad 

face, if the user pressed on “Delay” button or Zenbo perceived that the user did not take his 

medication.  

 

In order to simplify the presented CPN models and make them readable straightforwardly, we 

express the models using algorithm forms, as shown below in section 5.5.2.1. The implemented 

models of Zenbo behaviour are applicable to any other social robots since any robot would have 

similar processes to execute its tasks. Using CPN modelling to capture social robot interactions 
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with the user has several advantages from different perspectives. The user can design the complex 

system of the robot in a hierarchical way, considering the synchronization of the workflow among 

the objects in detail. The graphical representation is highly comprehensive in which the user can 

assign inscriptions for each component of the model, which makes the diagram readable easily. 

This feature leads the user to identify the needed resources for each task needed to be carried out 

and realize any system failures encountered while executing the intended task. In other words, the 

user can refer to the CPN model to follow the sequence of events and ensure that the robot is acting 

as expected based on the resulted outcome from the Zenbo.  

 

To illustrate, referring to Figure 5.23, if the developer or the user tracked the CPN model while 

observing the robot behaviour, the robot should show a happy face if he detected that the user took 

the medication. In case that the robot did not show the expected face expression, the developer can 

identify that the robot is not functioning properly. Moreover, the user will be aware that the robot 

is not serving the person as requested, which will make him independent of the robot to perform 

such a task; as in the example of the medication reminder, it is not worth it to affect people’s health 

negatively just because individuals are interested in using robotic technology. People have to take 

into consideration the successful operation of the robots if they decided to depend on them for 

serious tasks. Furthermore, CPN models spot insight into data privacy and security concerns 

associated with the robot system. The data flow is visualized in the CPN model that represents the 

incoming and outgoing traffic through the network. This raises attention to exploring the expected 

security vulnerabilities that can exploit the operation of the robot processes. Likewise, the data 

collection and storage, which usually contain users’ private and sensitive information, must be 

ensured with a high-level of protection. Further discussion will be presented in the next section to 

examine each security and privacy aspect in detail. 
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5.5.2.1 Algorithm 1 – Initial Zenbo Communication  

          

Colset STATUS = with ON|OFF|Ready|Audio|Text|Image;  

Colset FILE = with MP3|TXT|JPEG;  

 

P = {P1,P2,P3,....,P8}; used to represent Zenbo with different states  

T = {T1,T2,T3,...,T9}; used to represent the actions  

Input = output = {STATUS, FILE}; 

 fired from / to 

1: procedure Zenbo Initial Communication  

2: P1(Status)= OFF 

3: If T1(turn on Zenbo)= true then create 

4: P2(Status)= Audio --Zenbo is ready to receive audio input  

5:  If T2 (user sends command to record voice)= true then 

6:   Input P2(“Audio”)T3 (zenbo records user voice)= true 

7:   Output P5(Status)= Audio -- Zenbo received audio input successfully 

8:   Input P5(Status)T7 (zenbo SW converts audio Input) = true 

9:   Output P8(File) = MP3 – store MP3 file in zenbo storage 

10:  end 

11: and 

12: P3(Status)= Text --zenbo is ready to receive text input through screen 

13:   Input P3(“Text”)T4 (user enters text data through zenbo screen)= true 

14:   Output P6(Status) = Text -- Zenbo received text input successfully 

15:   Input P6(Status)T8 (zenbo SW converts text input) = true 

16:   Output P8(File) = TXT -- store TXT file in zenbo storage 

17: and 

18: P4(Status)= Image --zenbo is ready to take photo  

19:  If T5(user sends command to record voice)= true then 

20:   Input P4(“Image”)T6 (zenbo captures image)= true 

21:   Output P6(Status) = Audio -- Zenbo received image input successfully 

22:   Input P7(Status)T9 (zenbo SW converts image input) = true 

23:   Output P8(File) = JPEJ – store JPEG file in zenbo storage 

24:  end 

25:end 
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5.5.2.2 Algorithm 2 – Initial Zenbo Reminder  

Colset STATUS = with ON|OFF|Ready|Completed|Audio|Text|Image|Gaze;  

Colset FILE = with MP3|TXT|JPEG;  

Colset ZDATA = with Msg|Voice;  

Colset FE = with Happy|Sad;  

Colset REPLY = with OK|Delay;  

 

P = {P1,P2,P3,....,P15}; used to represent zenbo (Z)and reminder application (R) with different states  

T = {T1,T2,T3,...,T18}; used to represent the actions  

Input = output = {STATUS, FILE,ZDATA,REPLY,FE}; 

 fired from / to 

1: procedure Reminder App 

2: P1Z(Status)= ON && Audio && Text && Image  

3: If T1(user sends command “Add new family member)= true then create 

4: P2R(Status)= ON && Text && Image -- Reminder app is ON and ready to receive text and image input  

5:  If P2R(“Image”) && T2 (zenbo captures photo for family member)= true then 

6:   P3R(Status)= Image -- App received image input successfully 

7:   Input P3R(“Image”)T4 (zenbo SW converts Image Input) = true 

8:   Output P5Z(File) = JPEG -- store JPEG file in zenbo storage 

9:  end  

10: and   

11:   If P2R(“Text”) && T3 (user adds the name of new family member in the app list)= true then 

12:   P3R(Status)= Text -- App received text input successfully  

13:   Input P3R(“Text”)T5 (zenbo SW converts Text Input) = true 

14:   Output P5Z(File) = TXT -- store TXT file in zenbo storage 

15:  end  

16: end    

17: If T6(user sends command “show reminder list)= true then  

18:  Input P1Z(“ON”)T7 (retrieve list from local storage) = true 

19:  Output P5Z(File) = TXT & JPEG-- zenbo storage is available with required data 

20:   Input P5Z(“TXT &JPEG”)T8 (send data to Reminder App page) = true 

21:   Output P6R(File) = TXT & JPEG-- Reminder App showing with available member data 

22:   Input P6R(“TXT &JPEG”)T9 (user adds medication data successfully) = true 

23:   Output P5Z(File) = TXT && JPEG-- Local storage is updated successfully  

24:end   

25: Create P7R(Status) = Completed -- reminder app database is filled with requirements to operate  

  

26: If T10(App is triggered to prepare and send current reminder)= true then Create 

27:  P8R (ZDATA) = Msg && Voice 

28:  Input P8R(“Msg&&Voice”)T11 (zenbo recognizes the person through image processing) = true 

29:  Output P9Z(ZDATA) = Msg && Voice—Zenbo is ready with the message 

30:   Input P9Z(“Msg&&Voice”)T12 (zenbo sends the message successfully) = true 

31:   Output 1 P10R(REPLY) = OK && Delay -- Response needed from user through app OR 

32:   Output 2 P11Z(STATUS) = Gaze -- Response detected through zenbo image processing 

33:    If T13(user takes medication and press on OK)= true OR  

34:     T14(user takes medication detected by Zenbo)= true 

35:    then Create 

36:    P13Z (FE) = Happy -- Zenbo is satisfied and shows happy face as face expression  

37:     End 

38:    If T15(user doesnot take medication and press on Delay)= true OR  

39:     T16(user doesnot take medication detected by Zenbo) = true 

40:    then Create 

41:    P12Z (FE) = Sad -- Zenbo is not satisfied and shows sad face as face expression  

42:    End 

43: End 
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5.6 Summary 

This work demonstrates that traditional data flow techniques such as DFD, PA-DFD, and PbD 

methodologies lack essential privacy requirements to model the SCT privacy framework 

successfully. Although the PbD concept presents as an effective way of addressing privacy, in 

principle, its implementation is subjective, considering that there is no mechanism for enforcing 

its integration into system development. Similarly, existing literature research [226] confirms that 

DFD lacks specific elements to address privacy that can introduce core vulnerabilities for 

modelling the SCT system or data flow. Although PA-DFDs can tackle the privacy of personal 

data from the earliest stages of information system design, it fails to perform formal verification 

due to lack of concrete semantics, and it may not be appropriate to guarantee privacy assurance in 

the SCTs. On the other hand, Petri-Nets, can integrate privacy elements in the modelling of the 

system flow including a well-defined mathematical semantics for verification and enforced privacy 

policy to provide a sound level assurance to sensitive user information. As a result, it is a far 

superior modelling technique to ensure autonomous privacy preservation for SCT.  
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Chapter 6 

 An Empirical Study 
 

6 Introduction  

Most parents expect that their children's personal information should be protected and will not be 

shared by SCT vendors with third-party entities without consent [236]. Functionalities in SCT, 

such as location-based information and other personalized services, requires the gathering of 

personal information from SCT users. Although the privacy risk of sharing personal information 

is known, somehow users (parents) are willing to exchange it for the functionalities. For SCT 

manufacturers to add new functions to the SCT, more personal information is required, which 

leads to concerns about privacy violations [236]. Smith et al. [237] argue that privacy violation is 

the most critical concern for consumers in the connected world. It seems that the younger 

generation appears to be lax about privacy [238]. SCT vendors have realized that despite privacy 

concerns; users are looking for more functions [239]. Some stakeholders may underestimate the 

perceived privacy risk as a means to pursue more functionality on the SCT [239].  

Although Petri-Nets have privacy elements embedded, tested, and can be mathematically verified 

to support the privacy of data in SCT use; our research shows that only limited work has proposed 

it as a theoretical model for information system data modelling [210, 226, 235, 214]. It is currently 

not adopted as a form of data modelling technique used during the early stages of information 

design [210, 226]. Rather, existing data flow modelling techniques such as Data Flow Diagrams 

(DFD), Privacy-Aware Data Flow Diagrams (PA-DFD), and design concepts like Privacy by 

Designed (PbD) are widely used during information system design [226]. 

This study addresses two questions in the context of SCTs: (1) how do research participants decide 

the trade-off between perceived privacy risk and perceived benefit when they provide personal 

information to SCT manufactures? (2) How do they judge the importance of perceived privacy 

risk and perceived benefit in selecting appropriate data modelling technique that supports privacy 

preservation? Referring to Petri-Nets, this study intends to verify that the system custodians can 

understand how data will transit within the information systems. 
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6.1 Supporting Theories and Relevant Literature  

There have been several instances of privacy breaches relating to SCTs. For example, in 2015, the 

demographic data of 5 million consumers were hacked through a SCT [240]. In a second instance, 

the demographic information or Personal Identifiable Information (PII), including email addresses, 

passwords, and voice recordings of more than half a million people who bought internet-connected 

fluffy animals was leaked in 2017 [241]. As per the 2017 survey by Price Waterhouse and Coopers 

(PWC) [242] on enhanced security against privacy, breaches topped the list of add-on features, 

with 75% of the respondents willing to pay more for it [242]. 

There are existing works [245, 246, 247] which look into the study information privacy violation, 

such as SCT data privacy, from different angles by adopting various information privacy theories 

to conduct a study on the user information privacy problem. Theorem such as the procedural 

fairness theory [243, 244], the theory of reasoned action [245, 246], the expectancy theory [245, 

247], the social contract theory [247], the Protection Motivation Theory (PMT) [245, 247], and 

the social presence theory [243, 244], among others have been used in support many privacy 

research studies [245, 246, 247]. In this study, we consider these theorems as essential to support 

privacy research by helping to extrapolate user information privacy concerns and response during 

collection and storage of SCT user information stored with SCT manufacturer. Although all the 

theory mentioned have related use to this study, we strictly limit our focus and settle on using 

Privacy Calculus Theory (PCT) [ 247]. 

Privacy Calculus theory suggests that an individual's intention to disclose information is based on 

a calculus of behaviour in which potentially competing factors are weighed in light of possible 

outcomes [247]. A popular form of the behavioural calculus is the risk-benefit analysis, where the 

trade-offs between expected risks and expected benefits are considered within a specific 

information-disclosure context. In this study, we examine what personal information the research 

participants are willing to give up about children for the benefit derived from some of the advanced 

features of the SCT, such as location services. We hypothesize that both parents and developers 

are interested in functionalities provided by the SCTs as benefits, but they may not see the privacy 

risk of SCT data breach.  

We also use PCT to help us understand the competing effect of opposing forces on privacy 

perception and related behavior by users and designers of SCT [239, 247]. PCT suggests that the 
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intention to disclose information is dependent on a calculus of behavior [247], where the 

competing needs outweigh one another based on the possible outcomes [247]. Usually, where 

possible, the SCT users or designers should be conducting self-assessment based on the risk-

benefit in deciding whether or not to disclose the information or to protect it. In this study, we 

assess the user's willingness to provide information and at what cost. 

In SCT use, the self-deliberation by parents or guardians in determining which information to 

disclose is always not controllable. We apply the PCT to both the SCT user and the designer to 

assess the privacy risk analysis participant will make in deciding the type of information 

participant will provide. This allows us to analyze the privacy calculus decision made by 

participants and infer that employees of SCT manufacture within the same context will make a 

similar decision in assessing the calculus of the risk of information disclosure. There have been 

many studies [239, 241, 245, 247] demonstrating the risk and benefit factors that influence once 

privacy calculus leading to intention to disclose information. Figure 6.1 presents our privacy 

calculus research model use to evaluate participant decisions.  

 

 

Figure 6.1 SCT Privacy Risk Calculus Research Model  
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In this privacy calculus model framework, perceived privacy risk would be considered as the 

degree at which a user (or parent of the child) of a SCT believes in the possibility of privacy loss 

due to a potential breach of PII [248, 249, 250]. This model depicts the value gained from a trade-

off between privacy risk and benefit in cases where SCT users are required to provide information. 

The benefit to the user is the extra functionalities the vendor to offer in exchange for users’ 

information. The trust of PII protection by SCT manufacturers is considered as an antecedent for 

privacy risk [247]. If trust is established between the SCT and the user, the users will perceive 

lower risk and more significant benefit in providing personal information [239]. Trust can be 

considered positively related to the willingness to provide your PII, but negatively associated with 

perceived privacy risk [248, 250]. In SCT use, part of the trust comes from the personalization for 

services the SCT can provide users. Privacy embedded data flow model like Petri-Nets supports 

personalization of SCT functions during support data flow. Personalization determines the features 

and services that might be suitable for or made available to customers based on data collected 

before the use of SCT [236]. While personalization can provide accurate and timely information, 

it can cause privacy concerns to the user [236]. For example, if a SCT establishes a rapport with 

you, it will be easy for you to provide other information to the SCT. There is a trade-off between 

privacy infringement and degree of personalization. Adopting Petri-Nets or one of the depicted 

data flow models in Chapter 5, we strike a balance between the degree of information and the 

possibility of a breach. In this study, the degree of personalization is defined as the amount of PII 

users are willing to give out to use the functionality of the SCT. Prior studies have demonstrated 

that users disclose differently type of information based on the benefit [237, 239, 251]. The privacy 

risk of SCT increases as more information is required and collected by the SCT manufacture. In 

addition to the increasing amount of information been collected, there is a diversity of the type of 

information and the quality of PII been collected and shared. There is a correlation between the 

type of information users are willing to disclose, and the trust they have for the SCT been used. 

Information sensitivity is the belief that certain information might can result in a privacy violation 

if access by an authorized person [225, 239]. The use of PCT theory supports this study to 

analyzing the privacy calculus of two direct antecedents of privacy concerns [245], providing 

further evidence of the theory in privacy research. 
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6.2 Methodology, Research Design, and Collection  

For this study, we select to use the survey to collect the participant’s overall attitude and behaviour 

towards SCT privacy. The questionnaire is shown in Figure 6.2, 6.3, and 6.4. Due to privacy 

concerns, we did not collect any personally identifiable information from our participants. 

Respondents were 20–50-year-olds from Taiwan who are familiar with SCTs, although they might 

not be fully aware of some of the data flow modelling techniques used in this study. The 

questionnaire asks questions about participant views on privacy (i.e., their privacy or privacy of 

their family versus the third-party privacy). As part of this study, we assess people's prior 

knowledge of SCTs, its functions, children’s privacy views and data flow models. We use this 

information as a gauge on the degree of effort; our participants will place on, in selecting a privacy-

centric data flow modelling technique. We also leverage the survey to assess our participant’s prior 

data flow modelling and security background knowledge. The goal was to gain information on 

participants' understanding or familiarity with the data flow models. We are interested in finding 

out if it is already used within the participant circle of contacts or in the research community. Our 

goals are to access if such opinion will affect the decision-making in selecting amongst the 

different data flow modelling techniques presented. Finally, we assess what would be the possible 

data flow approach based on the demonstration of SCT privacy issues during the Privacy 

Education Awareness and Training (PETA) [252] and data modelling and simulation techniques 

in the study.  

6.2.1 Participants Selection  

We need a participant who has some level of exposure to system design or application development 

for SCT. As a result, we are interested in looking to identify data subjects who build applications 

and design systems. We are particularly interested in an environment where the participant has 

created an application for SCT like ASUS’ Zenbo. Given our selection criteria, we identified our 

participants at Feng Chai University’s iSchool in Taiwan. We identify the group of the participant 

through a collaboration between Ontario Tech University’s Human Machine Lab (HML) lab, led 

by Dr. Hung, and Feng Chai University’s IoT Lab (Figure 6.5) led by Dr. Rebecca Lin. We 

conducted this study in Taiwan between May 1 to May 30, 2019. 
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Figure 6. 2 Sample of the Survey Questions– Part 1. 
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Figure 6.3 Sample of the Survey Questions– Part 2. 
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Figure 6.4 Sample of the Survey questions– Part 3. 
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Figure 6.5 A Corner at the Feng Chait University’s IoT lab  

6.2.2 Why We Chose Feng Chia University iSchool 

First, we chose participants from Feng Chia University’s iSchool, because it active IoT lab 

facilities dedicated to SCTs (ASUS’ Zenbo) research. Second, Feng Chia University’s iSchool 

offers upper-level graduate courses dedicated to design information systems, development, and 

implementation of an application for SCT. Third, because of the unique nature of children’s 

privacy in relation toSCTs.Taiwan is similar to Canada concerning laws. As in Canada(discussed 

in detail in Chapter 3), Taiwan does not have any law that targets children’s privacy explicitly 

[233] but Taiwan’s “Computer-Processed Personal Data Protection Law,” similar to Canadas 

“Personal Information Protection and Electronic Documents Act.” Both the Taiwanese ad 

Canadian privacy laws are set up to protect consumers in the dealings with companies and address 

specific kinds of personal data, including an individual’s name, date of birth, “social activities,” 

and any other data that can identify that individual provided to business and set on a computing 

platform [233]. Last but not least, the Taiwanese company ASUS, who manufactures Zenbo as a 

SCT, has research arrangement with Feng Chia University’s iSchool shown in Figure 6.6. We 

believe that the exposure of the SCT and application development experience from our participants 
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allows us to have a reflective sample with exposure to SCT. This allows our study participant 

sample to have a level of knowledge about system and application development in SCTs. Such 

knowledge will enable the participant to make a reasonable assessment and select data flow models 

that either support privacy preservation or deviate from it.  

 

Figure 6.6 Zenbo in the Feng Chia University’s IoT Lab 

6.2.3 Participant Selection 

Referring to the participant selection, we target graduate students who have exposure to system 

and application development. As a result, we scheduled a tutorial for graduate students. The call 

for participants poster was posted on the school website and the faculty’s notice board Shown in 

Figures 6.7 and 6.8. The participants we recruited are graduate students focusing on Intelligence 

of Things. Part of the initial research provided to the participants the opportunity to learn about 

privacy and security of a smart toy, receive hands-on training and demonstration for data modelling 

techniques including DFD, PA-DFD, and Petri-Nets. Section 6.2.4 provides more details on the 

setup and scenario. Once the participants have attended the talk, and a thirty minutes hands-on 

training on data modelling , they were required to fill a survey to ask questions about their opinions 

and experience about children's privacy, and the different data modelling techniques. The survey 
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for the study was originally designed in English but had to be converted to Chinese to ensure that 

the participant has the option to use the language they feel more comfortable. During the study, 

we gave the option to opt-out from the survey after the talk if they wished.  

 

Figure 6.7 Research Study Events Posted on Feng Chia University’s Website 

 

 
Figure 6.8 Study Posted on Feng Chia University’s iSchool Announcement Board 

 

6.2.4 Experimental Scenario and Setup.  

In this experiment, we followed multiple processes and scenarios, which enabled us to achieve the 

intended purpose of providing PETA. We provided the participants with knowledge about different 

data modelling techniques concerning SCT design and application development. For this study, 

our participants were provided: 
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I. An hour in-person talk on the privacy preservation framework for SCTs, which focuses on 

the following subjects: 

a. Children’s privacy and SCTs,  

b. Global legislation on children’s privacy  

c. A different approach of data flow designed for SCTs including: 

i. Data Flow Diagrams 

ii. Privacy-Aware Data Flow Diagrams 

iii. Concept of Privacy By Design  

iv. Petri-Nets –  

II. A thirty-minute’ hands-on instruction and training on the use of Colored Petr-Net (CPN) 

tools, and how to create data flow diagrams, privacy-aware data flow diagrams, and to 

build Petri-Nets diagrams for simulating SCT data flow.  

III. The participants were given a 15-minutes’ demonstration of our Zenbo communication to 

show how Zenbo (SCT) could collect sensitive information. Table 6.1 presents essential 

functions, one of the SCTs and its key features, as illustrated in Table 6.1.  

IV. Referring to the demonstration of Zenbo, the participants were given a brief scenario to 

developing an application for Zenbo that could either ask Zenbo questions, see how it can 

be modelled in Petri-Nets versus DFD. Zenbo has multiple functions, including taking 

pictures or record videos (camera), engaging in back and forth conversation (microphone 

and speaker), etc. Zenbo is well known to carry out multiple functions, concurrent with 

different behaviour interactions with a user and can collect very sensitive information about 

a child. Figure 6.9 presents a picture of Zenbo interact with a child. Detail specification 

and function of Zenbo as presented in Table 6.1.  

For this experiment, we installed CPN tools v4 [217] on Windows 7 Operating System (OS) 

running on the virtual box.  

 
Figure 6.9 Demonstrated Zenbo Interaction with a 3-year-old Child. 
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Table 6.1 Zenbo SCT Functions 

 

6.3 Data Analysis & Results 

We distributed approximately ninety hard-copy survey forms (see Figure 6.2 and 6.3) to the 

participants. In summary, sixty-three participants filled in the survey altogether. We were 

interested in establishing a correlation between the participants and the age range they belong to. 

We assess if there a correlation participant age and their respected views of the seriousness of 

privacy preservation in data flow modelling . As a result, we collected the age range of information 

from all our participants. As depicted in Figure 6.10, approximately 71.4% of our participants were 

between the ages of 21-30 years old. 25.3% of our participant were between 31-40 years old, and 

less than 1% of our participant was between 41-50 years old. There was no participant under 20 

years or over 50 years old.  

Zenbo Features  Details 

Camera 3D camera for movement/13 

MP camera for shooting 

Voice Input Devices 4 digital microphones /15-watt 

speaker 

Sensors Drop Infrared Radiation (IR) 

sensor/Sonar sensor  

System Features 802.11ac Wi-Fi / Bluetooth 4.0 

USB 3.0 Type-A port 

 

Languages English/ Chinese 
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Figure 6.10 Participant Age Count 

 

Figure 6.11 shows approximately 38.1 % of our participants as female and 61.9 % as male. We 

are interested in establishing a correlation between gender and the choices made concerning 

children’s privacy whiles developing applications for SCT. We are also interested in understanding 

if there is an impact on the data flow modelling choices participant will make base on gender.  

 
Figure 6.11 Participant Gender 

 

Further, we collected other related information, such as participants with one or more children 

within their immediate family circle. Our interest was to establish a link between this variable, and 

the levels of seriousness participant would give to children privacy, in selecting appropriate data 
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modelling methodology. Because of the information provided to the participants about a location 

privacy concerns (discussed under experimental setup section 6.2), we hypothesize that the 

participants with children in their family circle will select Petri-Net as the preferred data modelling 

option. As depicted in Figure 6.12 and Figure 6.13, 63.4% of the participants have one or more 

relative that is under 13 years old. The other 36.5% have no immediate family members under 13 

years old.  

 
Figure 6.12 Number of Children in Participant Family 

 

 
Figure 6.13 Number of Children in Participant Family by gender 
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Because participants have only been exposed to Zenbo at Feng Chia University’s IoT lab, we are 

also interested in knowing whether they have any knowledge of other SCTs such as Mattel’s Hello 

Barbie and Cognitoys’ Dino. We want to extrapolate from such information the likelihood of 

exposure and the understanding of privacy implication for everyday SCT in the home. To gather 

such information, we asked, “Prior to this Study/Talk, have you ever seen or heard about Smart 

Connected Toys (e.g., Mattel’s Hello Barbie, Cognitoys’ Dino, etc.)?” The results, as depicted in 

Figure 6.14, show approximately 54% who have no exposure while the remaining 46% who have 

some form of exposure to other SCTs. If we compare it to several participants with more than one 

child, the percentages are comparable, as shown in Figure 6.15. We conclude that there is a 

correlation between the participant with one or more children within their circle and exposure to 

SCTs at home. We recorded similar numbers for participants when we asked: “Prior to this 

Talk/Study, did you know that Smart Connected Toys collected a lot of users’ private 

information.” Figure 6.16 provides details of the results. We also achieved the same result for the 

question, “Do you have any relative between the ages of 7 – 13 years old?” The results are depicted 

in Figure 6.17. The rest of the diagrams showing the impact on participant age, and gender and 

their exposure to SCT, or its ability to collect information is in the Appendix section of this thesis.  

 
Figure 6.14 Participant Exposure to Smart Connected Toys 
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Figure 6.15 Participant Exposure SCT versus Number of Children within their Circle. 

 

 
Figure 6.16 Awareness of SCT Private Data Collection Capabilities. 

 



- 184 - 
 

 
Figure 6.17 Participant with Relative between under 13yrs old. 

 

As we proceed through the survey, we want to have a clear picture of the views of privacy that 

have been impacted by the talk given as part of the study. We asked participants, “Based 

information gained from this talk and your knowledge, do you think the privacy of your personal 

information is important when it comes to using Smart Connected Toys.” As per the result is shown 

in Figure 6.18, approximately 84% responded “Yes,” the privacy of their personal information is 

important to them. The remaining 16% were not impacted by the privacy education, training, and 

awareness program offered to them through the study.  
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Figure 6.18 Importance of personal privacy after privacy education. 

 

In assessing the different data flow modelling techniques, involved in this study, we were 

interested in finding if our participants have experience in using DFD, PA-DFD, and PbD, or Petri-

Nets data flow modelling . Concerning the question “Prior to this Talk, have you ever heard of or 

used Data Flow Diagrams (DFD) to shows the way information flows through a processor 

system?” As depicted in Figure 6.19, approximately 84% of the participant has used either it or 

the head of it. The remaining 16% responded had no idea or answered No. When a similar question 

was asked for PA-DFD, the survey response was opposite the result for DFD. As depicted in Figure 

6.20, approximately 92% have no experience, head off, or used PA-DFD. The remaining 8% have 

some exposure to data flow modelling using PA-DFD. The participant provided similar results as 

PA-DFD for the PbD concept (Figure 6.21) and Petri-Nets (Figure 6.22). The striking difference 

was 98% of the participant has never used, or head of Petri-Nets (Chapter 5) as a formal model for 

modelling data flow in SCTs.  
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Figure 6.19 Participant Exposure to using Data Flow Diagram after privacy education. 

 

 
Figure 6.20 Participant Exposure to Using Privacy-Aware Data Flow Diagram 
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Figure 6.21 Participant Exposure to Using Privacy by Design (PbD) 

 

 

Figure 6.22 Participant Exposure to Using Petri-Nets 
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On the question, “Do you see a link between children’s privacy concerning the use of SCT and 

possible safety implications?” as shown in Figure 6.23, approximately 94% of the participants did 

not see the link between children’s privacy violation and possible implication on child safety. The 

result is contrary to what we expected from our participants based on our research. We expected 

that based on PETA, provided as part of the study, the majority of the participants would see a link 

between privacy breach and safety of children. We assume that there might be other factors at play 

beyond this study. This result can be attributed to the low crime rate in the Taichung area of 

Taiwan, where the study took place. As per numbeo.com [234], an online site that tracks crimes 

in different jurisdictions, the crime rate in the city of Taichung, Taiwan is very low (depicted in 

Figure 6.24 showing the crime rate). We can infer that this low crime rate in the city affected the 

participant perception of crime against children, and therefore skew the judgment on this question. 

As a result, we are not able to establish any negative impact on breach of children’s privacy and 

resulting safety impact.  

 
Figure 6.23 Link between Privacy Violation and Child Safety 



- 189 - 
 

 
Figure 6.24 Crime rate in Taichung city, Taiwan (Source: Adapted from [234]) 

 

Considering that, we have now assessed direct binary questions relating to participant familiarity 

with different data modelling approaches and their views on privacy. We proceeded by asking a 

set of questions, which allowed us to assess other areas of the study which focus on data flow 

modelling approaches. Through these sets of questions, we wanted to establish whether the 

participants would support our Petri-Nets data modelling for data flow privacy preservation as 

presented in Chapter 5. Our simulation experiment shows that Petri-Nets amongst the other data 

modelling approach, best assure privacy as a formal data modelling better than DFD, PA-DFD, 

and PbD. For a set of questions, we used a scale from 1-5 as depicted in Table 6.2. The first 

question we evaluated was an assessment of children’s privacy from a position, which will give us 

a general view of what participants will do if they are involved in a project, such as building 

application for a SCT. As per the survey, the participants were asked to analyze this statement 

“Privacy of Children between the age of 4 to 13 years old, using SCTs, needs to be protected at all 

cost.” The response from the study, as depicted in Figure 6.25, and 6.26, shows that twenty 

participants “Agree” with the statement, one participant “Disagree” with the statement, twelve of 

the participants “Somehow agree,” and finally twenty-nine of the participants “Strongly agree.” 
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To assess the overall pulse of the participants, we calculated the weighted average of the response. 

To do this, we multiplied scale category value, in Table 6.2, by a number of participants who 

selected the scale value. We then divided the result by the total number of participants in the study. 

For example, in the first question, we deduced the weighted response by computing ((0 x 1) + (1 

x 2) + (12 x 3) + (20 x 4) + (29 x 5))/63 = 4.7. Based on the weighted scale of 4.7, we can conclude 

that the responded “Strongly agree” that the privacy of children concerning SCT must be protected 

at all costs.  

 

Strongly disagree Disagree Somehow Agree Agree Strongly agree 

1 2 3 4 5 

Table 6.2 Smart Connected Toy Survey Scale. 

 

 

Figure 6.25 Privacy of Children Data must be Protected at All Time 
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Figure 6.26 Privacy of Children Data must be Protected at all Time by Respondent Gender 

Next, we wanted to assess the participant views on the implementation of privacy legislation. We 

asked, “Concerning Smart Connected Toys data collection, the government should implement laws 

to protect the privacy of children between the ages of 4 to 13 years old.” We anticipated a 

correlation between protecting children's data at all costs and enacting and enforcing privacy 

legislation. The weighted average for this question was 4.2. It is fair to conclude that the majority 

of the participant within the study will prefer enacting legislation to protect children's privacy. The 

actual result shows that approximately 25 of the participants “Agree,” 8 selected “Somehow 

Agree,” 28 selected “Strongly Agree” and 1 selecting “Disagree.” Figure 6.27 reflects the number 

of participants and various selection.  
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Figure 6.27 Response to Implementation of Privacy for Children under Thirteen years  

Now that we have established the participant feel of privacy for both children and they are on 

expectation concerning privacy, we wanted to see how receptive they would be to our Privacy 

Preservation Framework. We asked, “Companies should follow a Privacy Preservation 

Framework, which assures a level of privacy when designing and developing Smart Connected 

Toys.” As per the result from participants, depicted by Figure 6.28, about 18 of the participants 

“Agreed,” about 5 participants “Somehow Agree,” and 38 of the participants strongly agree. The 

weighted average for this question was 4.5, tilting directly towards “Strongly Agreed.” Based on 

the study result, we can reasonably conclude that system or application developers will easily 

accept the Petri-Nets privacy preservation data flow modelling . We wanted to look into a bit 

deeper and see if gender affects selection. As depicted in Figure 6.29, there is no significant 

difference between the selections of males compared to females.  
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Figure 6.28 Response to Companies should follow a Privacy Preservation Framework. 

 

 

Figure 6.29 Companies should follow a Privacy Preservation Framework by Gender. 
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The rest of the questions illicit participants’ decision on selecting the best modelling techniques. 

After the participants have been exposed to Data Flow diagram as part of the study Section 6.2.3, 

we asked the question “Based on the information received during this talk, using Data Flow 

Diagrams (DFD) in designing systems assures the privacy of any information collected, processed, 

and transmitted.” As per the participant's response, depicted in Figure 6.30, twelve of the 

participants “Agreed,” six “Disagreed,” five, “Somehow Agreed,” and thirty-six “Strongly 

disagree.” The weighted average was 2.0, which signifies that the participants based on the survey 

process, and knowledge gain through the study, do not believe that DFD will do a very good job 

modelling the privacy of SCT data during data transition.  

 

Figure 6.30 Data Flow Diagrams (DFD) in designing SCT 

 

On the other hand, when we asked a similar question about the Privacy-Aware Data Flow diagram. 

As depicted in Figure 6.30, twenty-seven of the participants “Agree” that PA-DFD can help 

achieve privacy. Twenty-one of the participants “Somehow Agree,” and fifteen of the participants 

“Strongly Agree.” The weighted average for this PA-DFD is 3.9 leading that most of the 
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participants in this study believe that PA-DFD can help them achieve a level of privacy assurance 

using PA-DFD as a modelling data flow on a given information system like SCT.  

 

Figure 6.31 Privacy-Aware- Data Flow Diagrams (DFD) in Designing SCT 

When we asked the same question for Petri-Nets, based on the knowledge attained through the 

study, and participant using the CPN tool, nineteen of the participants “Agreed” that Petri-Net can 

assure the privacy of data during data modelling . Also, Forty-one participants “Strongly Agree.” 

The weighted average for this selection is 4.5, which leans to “Strongly Agreed” on the scale 

(Table 6.2) and is higher than the selection for PA-DFD and DFD. The result depicted in Figure 

6.32 and 6.33. 

 

Figure 6.32 Petri-Nets Designing SCT 



- 196 - 
 

 

Figure 6.33 Petri-Nets Designing SCT by Gender 

6.4 Summary  

This chapter presented the result of an empirical study conducted about privacy preservation 

modelling using ASUS’ Zenbo SCT. The study examined factors affecting participants' views on 

children's data privacy, and what type of data flow modelling techniques they willing to select and 

use during SCT system development lifecycle. The chapter provides verification on weather Petri-

Nets as a formal data flow model, for modelling privacy preservation for Smart Connected Toys 

(SCTs) that transact in sensitive data, is theoretically acceptable and favourable over other 

traditional approaches such as Data Flow Diagrams and Privacy-Aware Data Flow Diagram. 

The result from this study verifies that Petri-Nets as a formal data flow model, for modelling 

privacy preservation for SCTs is theoretically acceptable and favourable over other traditional 

approaches such as Data Flow Diagrams and Privacy-Aware Data Flow Diagram. The participants 

in this study believe that Petri-Net is far superior in protecting the privacy of SCT data flow then 

DFD, PA-DFD, and PbD. Secondly, study participant did not recognize perceived children’s 

privacy risk, and willing to accept the trade-off for risk to benefit base on Privacy Calculus Theory 

describe in Section 6.2. Based on the result of this empirical study, we can conclude that the users 

in this study see significant values in protecting children’s privacy in any information system, 

including SCTs. Overall, this study supports the implementation of Petri-Nets as a formal model 

to be adapted into an overall Privacy Preservation Framework, as presented in this work. 
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Chapter 7  

A Study of Digital Forensic Analysis in SCT 
 

7 Introduction  

As per the January 2019 market report, published by Credence Research, Inc., the worldwide SCT 

market is expected to see approximately 14% growth between 2018 to 2026; which is about $69.16 

billion [267]. The dramatic increase in the number of SCT has opened up many opportunities for 

consumers across the globe; yet as some SCT engages in direct communication with children, real-

time tracking of children’s activities and storage of personal data including name, photos, and 

voice recordings, serious issues with privacy and security of data and possible crime may require 

digital investigation. The SCT market also includes drones, which are classified under the Toy 

type segment under “App-enabled Mechanical Toys & Drones” [267]. 

 

Due to SCTs capacity to collect, store, and process a huge amount of context data, user-generated 

data, and PII, there is a need to be able to conduct digital forensic analysis on the SCTs in a 

situation where it is used as a crime instrument or a victim of a crime. Digital forensics analysis 

constitute the recovery and investigation of material found in digital devices through planning 

(identifying specific electronic stored record to be collected), preservation (using forensically 

sound collection principle to maintain integrity), processing (analysis of collected electronically 

stored information to gather relevant information to the investigation), and presentation (the 

summary of factual finding and presenting those findings to the appropriate audience) [253]. The 

goal of digital forensic investigation on SCTs focuses on supporting or refuting a premise of a 

crime involving SCT. Specifically, there is a need to establish a framework for processing digital 

forensic evidence that can be garnered from the SCT, in a situation where a toy is complicit in a 

criminal investigation. For the purpose of this work, the rationale for the need for the ability to 

conduct digital forensic analysis of SCT stems from three main premises. First, in a situation where 

a child has been abducted, and police have been able to locate a SCT which was used by the child 

prior to the abduction, we are concerned with how evidentiary information can be extracted from 

the SCT and forensically processed. Second, there is also a concern that SCT can be perverted, 

leading to sexual exploitation of children. For example, a child predator can remotely hack into 
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SCT and record very obscene or pornographic images of the child. Notably, child pornography is 

on the rise as an increasingly common type of cybercrime in the world today [254]. Thirdly, the 

growth of IoT devices such as SCTs with functions which can record and store information in the 

cloud present a perfect opportunity for fringe members of society to hide and take advantage of a 

lapse in cybersecurity solution, further engaging in activities (child pornography), which 

contravene societal laws or can be morally incomprehensible. For these reasons, it is imperative 

that investigators can extract Electronically Stored Information (ESI) from SCTs and conduct 

forensic analysis to support the prosecution of cybercrimes where necessary. For the purpose of 

this work, SCT’s ESI will constitute electronic information created, processed, transmitted, and 

stored by the SCT. Such evidence would be collected by an investigator in order to be analyzed 

during SCT digital forensic investigation.  

 

Based on the scope of this work, digital forensics will entail the application of computer science 

and investigative procedures for analyzing digital evidence gathered from SCTs [253]. Generally, 

the collection and analysis of SCT’s ESI will follow industry sound forensic principles, which 

include: (1) collection of the SCT’s ESI in a way which will ensure integrity (prevention of any 

alteration to the original data), and (2) proper preservation and documentation of evidence. The 

goal is to deduce evidence in instances where a SCT is involved in digital crime, either as a subject 

of a crime or used to aid a crime. Evidence can be acquired through most of the current forensic 

software, which is available on the market. Currently, there seems to be an increasingly large 

number of easy to use tools, which allow an ordinary person to gather sufficient information.  

Because most SCTs do not have a standard interface to connect to for data extraction, there is no 

defined forensic standard operating procedure (SOP) to extract ESI. Considerably, because of the 

tremendous amount of ESI gathered by SCT, there needs to be a thorough forensic SOP or 

guideline to aid investigators who may find themselves with a case involving a SCT. This work 

presents the result of forensic case study analysis on Mattel’s Hello Barbie, and Parrot Bebop 2, 

using Forensic Tool Kit (FTK) Access Data software, PassMark OSForensics software, and a 

combination of other forensic utilities. The goal is to prove the possibility of conducting a sound 

digital forensic investigation using available free forensic investigation tools on the market with 

the idea to establish a standard operating procedure and develop a guideline of a field manual to 

conduct digital forensics for SCTs.  
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7.1 Standardized SCT Digital Forensics 

The rise in the integration of the digital spaces and connectedness, such as the ability for SCTs to 

connect to Wi-Fi networks and access the Internet, has provided ease and an avenue for modern-

day criminals to exploit online anonymity. Cybercriminals masquerading as others can use various 

web-based communication tools to conduct illegal activities. An example of such illegal activities, 

which is usually hard to trace back to the criminal, includes identity theft, stalking, and fraud. The 

sophistication of small portable devices like a SCT, and its ability to collect tremendous amount 

sensitive information; have created an opportunity for fringe members of society to can take 

advantage of vulnerabilities in SCT to steal sensitive data of SCT users. Such cybercrime poses a 

serious threat to the global economy and the possible safety of children [255]. The SCTs at the 

same time leave a digital footprint, which a forensic investigator can collect, preserve, and process 

electronically stored information as supporting evidence to solve cybercrime involving SCT.  

 

Currently, there is no global agreement on a definition of cybercrime because of complexity in 

depth and the width of what constitutes cybercrime [260]. For example, the U.S. government does 

not have an official definition of cybercrime that distinguishes it from common criminal offences 

[260]. There is a global collaborated attempt which has resulted in accepting an inclusive 

definition, which was the focus Convention on Cybercrime [257]. A per the convention treaty 

[257], cybercrime, such as stealing child PII, can be defined as “crimes committed via the Internet 

and other computer networks, dealing particularly with infringements of copyright, computer-

related fraud, child pornography, and violations of network security” [257]. For example, in 2010, 

the FBI issued an alert that pedophiles could use the Barbie “Video Girl” doll-videotaping feature 

to make child porn [254]. Cybercrimes focus on a “cyber-space offense,” which is committed 

against a system, a network, or data. Such offenses consist of the use of infrastructure that supports 

cyberspace and respective services to commit crimes through a connected medium such as SCTs. 

Although there has been an improvement in understanding cybercrime and defining it, there is lack 

of appetite to understand the challenges of digital forensic investigation for nonstandard systems 

such as SCTs, which can be considered as a small-scale device. Most small-scale devices on the 

market like SCTs do not have any external USB port which allows easy access to the hard disk for 

collection of digital evidence during a forensic investigation. Figure 7.1 shows Cognitoys’ Dino 

and Mattel’s Hello Barbie. With readily available forensic software like Forensic Tool Kit (FTK), 
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Mattels’ Hello Barbie used in this case study has no connection interface to connect a forensic 

workstation which allows access to digital evidence on the device. It is essential that investigators 

can collect and analyze digital information. 

 
Figure 7.1 Mattel’s Hello Barbie and Cognitoys’ Dino SCT 

 

There are other issues relating to cybercrimes, but poignant amongst these is the understanding of 

the lack of a concise classification and monitoring of the offenses. Cybercrime involves different 

and multiple acts that contravene existing privacy laws, or new laws specially designed to address 

technology advancement. It lacks movement on the sides of government across the globe to 

stipulate specifications on what is necessary to aid investigators. The juxtaposition is in the name 

of privacy, equipment manufacturer design controls to make it harder to extract evidence to 

prosecute cybercrime. Government, although inconsistent, is trying to find ways to force 

companies when crimes are committed that involve digital technology to have the equipment 

manufacturer provide access to these devices. For example, in an FBI-Apple encryption dispute 

[264], Apple Inc. refused a court order to assist the FBI in extracting data from a locked iPhone 

during a digital forensic investigation [264].  

A global study released by consulting firm PricewaterhouseCoopers [258], shows that the number 

of reported cyber-related security incidents around the world has gone up by 48%; which is 
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approximately an equivalent of 117,339 attacks per day. The report does not only highlight the 

increase in crime but also makes a point that cybersecurity incidents are becoming increasingly 

powerful to cause more destruction to organizations or victims; while the ability to conduct a 

digital forensic analysis of evidence is essential to solving crimes and putting proprietors in jail. 

The impact of cybercrimes on victims are wide-ranging, death or self-destruction, identity theft, 

sexual exploitation of children, cyber-harassment, cyberbullying, intimidation, anxiety, other 

mental health illness, and financial loss. For example, in 2012, Amanda Todd, a Canadian 15-year-

old teen, committed suicide after being severely bullied after someone posted nude images of her 

online [259]. 

Experts, researchers, and law enforcement in the field of digital forensics must understand 

cybercriminal methodologies and capabilities to prosecute proprietors of such crimes successfully. 

Investigators must have the ability to collect and process evidence in new technologies like SCTs. 

As stated earlier, our goal is to aid investigators in finding the SOP to detect cybercrime and design 

methodologies to plan, preserve, process, and present the required evidence of a crime, a breach 

of policy and other SCT related crimes in the court of law. The primary expectation regarding 

SCTs is to have the ability to analyze evidence gathered, investigate, and prosecute criminals, and 

put together controls on the system to address mitigation, deterrence, and prevention.  

The different legal structure is consistently under constant pressure by innovation in technology, 

such as SCTs, which foster opportunities for a criminal to commit a crime but without no easy 

ways of collecting required digital evidence necessary to identify these criminals and prosecuting 

them in the court of law. Digital crimes such as privacy breaches are on the rise due to complex 

factors including (1) ease of use of sophisticated tools to commit offense; (2) widespread of use of 

the Internet (by users who sometimes do not clearly understand the legal framework or laws 

surrounding certain activities); (3) the anonymity online provides to users (which makes people 

feel immune from shame); and (4) the low degree of sufficient evidence which ties a particular 

crime to a specific use of the computer associated with certain real-world crimes. The issue of 

cybercrime and lack of forensic equipment to collect and process evidence is a multi-jurisdiction 

problem, which is on the rise as more and more devices with capacities to store, transmit, and 

digitally process information floods the market. It is well documented that many national crime 

statistics and surveys by law enforcement or think tanks illustrate a steadily increase in criminal 
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activities of document cases [261]. In the United States, as per the Federal Bureau of Investigation 

(FBI), the Internet Crime Complaint Center (IC3) received 269,422 complaints of Internet crime 

in 2014 [260]. This shows a rise of 1,600% in comparison to the 16,838 complaints in the previous 

year. Referring to the inception of the FBI Internet Crime report in May 2000, the IC3 received its 

one-millionth complaint seven years later, in June 2007, two millionth in November 2010, and 

three millionth in 2014. As demonstrated in Figure 7.2, there were more than 1.3 billion dollars 

plus reported losses due to cybercriminal activities in 2016. In general, some of this loss occurred 

because of identity theft of PII, such which can be collected by SCT manufacturers. Besides, these 

losses do not depict the actual picture; somewhat, these losses are generally restricted only to 

reported statistics.  

 
Figure 7.2 Overall Crime Statistics Reported to FBI IC3 (Source: Adapted from [261]) 

 

One of the interesting points in this research is the ability to address specified crimes, which affect 

users of SCT, such as crimes against children, and identity theft. As per [261], the definition of 

what constitutes the different type of cybercrime are shown as follows:  

I. Crimes against Children: It is anything related to the exploitation of children, including 

child abuse. Most of these types of crimes involve some levels of distribution of images 

of children been forced into an act, which is contrary to what is considered acceptable. 

Sometimes such activities and distribution of images happen within chat rooms, 

through emails, and drop hubs where data can easily be copied.  
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II. Intellectual property rights/copyright and counterfeit intellectual property theft is the 

illegal theft of others’ ideas, inventions, and creative expressions. Intellectual property 

can include everything from trade secrets and proprietary products and parts to movies, 

music, and software.  

III. Identity Theft: Someone steals and uses PII, such as a person’s name, social insurance 

number (SIN), to commit fraud or other crimes.  

IV. Corporate Data Breach: A data leak/spill of business data, which is released from a 

secure location to an untrusted environment. A data breach within a corporation or 

business where sensitive, protected, or confidential data is copied, transmitted, viewed, 

stolen, or used by an individual unauthorized to do so.  

7.2 Cybercrime – Investigation Challenges  

Protection from cybercrimes has become a nightmare due to the continual advancements and 

sophistication of hacker tools and exploit kits. Other factors include the universality of connected 

devices such as SCTs, increased computing power, anonymity, and an increase in the infiltration 

of organized crimes. Amongst these listed, one major challenge that needs to be addressed with 

direct impact on SCTs is the ability to conduct digital forensic analysis for IoT devices such as 

SCT.  

Significant technological advancements made in the Internet-connected device field have an 

immense potential for society. The task of keeping track of crimes committed using devices 

without a supporting tool or software to conduct forensic investigation has made cybercrime 

investigations more difficult. Advanced technologies greatly help computer criminals in obscuring 

their online criminal activities. Hence leaving behind no digital footprints or in the case of SCTs, 

knowing that there are no tools or software which can easily extract evidence for the digital 

forensic investigation. In the case of SCTs, or some of other IoT devices, tools, techniques, and 

technology abets them in pacing up the execution of online criminal activities. In this era, the 

cybercrime investigator should be equipped with conventional investigative skills with the right 

understanding of latest tools available, especially for performing digital forensic activities, e.g., 

recovery of deleted records in the hard drive, or memory, etc. With SCTs, inspecting digital 
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evidence, tracking down the digital footprint of evidence, which is hard to extract, makes it more 

difficult.  

If the investigator is unable to provide substantial evidence against the perpetrator, there is no way 

to prosecute the suspect. Evidence provides all the facts relevant to the crime that is established to 

prove the guilt or innocence of an individual in the court of law. In the case of cybercrimes, 

electronic evidence needs to be provided before the prosecution. Electronic evidence comprises of 

all such material that exists electronically or in digital form. The forensics department deals with 

the generation of electronic evidence by identifying, collecting, and analyzing digital assets. 

Digital artifacts can easily be destroyed or altered. The destruction of digital artifact poses a 

challenge for cybercrime investigators to authenticate and verify sources of information pertinent 

to cybercrime properly. An experienced cybercriminal employs a variety of ways to hide the trail 

of his illegal activities online. An experienced player can thwart law enforcement agencies by 

being able to destroy all the data that can be used as evidence against the suspect.  

7.3 Previous Attempts on SCT Digital Forensics 

There is a current limitation in this field, which allows easy access to data extraction from the toy. 

As a result, there has not been any successful work conducting full-scale system forensics on SCT. 

Some previous works by Dhanhani et al. [262] unsuccessfully attempt to extract and read data 

from a SCT memory chip. Other extraction methods have been tried, but due to limitations such 

as unavailability of forensic memory, hardware, and time limitation were unable to collect any 

evidence from the toy [10]. Alternatively, Dhanhani et al. [262] also try remote extraction through 

a Wi-Fi unsuccessfully. Their goal was to connect to the toy on the same Wi-Fi network, scan for 

open ports using “Zenmap,” and exploit possible unsecured port via telnet to access SCT internal 

memory for volatile evidence. Figure 7.4 below shows the authors' attempt to exploit an open port 

to evidence collection.  
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Figure 7.3 Result of Zenmap on a WLAN (Source: Adapted from [262]) 

 

Most of the current SCTs on the market do not have any easy supporting connection port for 

existing forensic hardware and software alike to connect to the SCT. Existing forensic tools are 

limited in their respective ability to collect and process ESI from SCT devices. In addition, artifact 

storages vary in a various model of SCT, as system architecture are differs considering that this 

SCT is made by a different vendor who the vendors do not have a common standard. Based on the 

challenge, we present our digital Forensic Processing Framework (Figure 7.4) to conduct a digital 

forensic investigation for SCTs, use in the case study for Hello Barbie and Parrot Bebop 2 drone. 

 



- 206 - 
 

 
Figure 7.4 SCT Digital Forensic Processing Framework 

 

7.4 Case Study 1 – Digital Forensic Analysis of Mattel’s Hello Barbie SCT 

Considering that, SCTs collect and transmit a significant amount of information; it is vital that we 

can gather evidence from the SCTs. For most systems, the ability to conduct forensic acquisition 

of evidence is essential gathering required facts necessary to attain conviction in the court of law. 

The goal of this experiment is to ascertain the process of extracting digital artifacts from SCT as 

evidence using sound forensic principles. Since SCTs have already developed a significant 

presence in North America, it is important that we address complexities of capturing forensic 

evidence through the understanding of SCT architecture, security framework, and security 

complexities, which complicate data acquisition from SCT. 

7.4.1 Hardware and Software Requirements 
 

1. Hello Barbie Toy – Model TN334;  

2. Wi-Fi Connected Router; 

3. Blackberry Priv Running Android; and 

4. Forensic Tools including FTK Forensics, and Operating System (OS) Forensics. 
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7.4.2 Methodology  

Considering that, this is the first time the toy is being set up, the SCT needed to be set up to connect 

to the home Wi-Fi home network. The toy packaged contains base station charger, 5V DC 1200mA 

charger, Barbie doll and instructional guide on initial setup and use. This toy requires that the 

owner have a smartphone capable of running the “Hello Barbie Companion” app on either Android 

device or iPhone. TThis experiment uses a Blackberry Priv running Android and considering that 

the Barbie companion app is only available in the United States. The use of Virtual Private 

Network (VPN) to shield my location; which in the past has helped other researchers in Canada to 

download American apps did not work. Other options could have been using the AKPure app to 

bypass geographic restrictions, but unfortunately, apps were not vetted and could introduce 

vulnerability to my smartphone. The following steps below provide the basic information on 

forensic evidence acquisition for Hello Barbie: 

I. Download Related App and Setup SCT for First Use: The initial step in setting up the 

SCT (Hello Barbie) is to assemble it and sit on the Charger [263].   

II. Once the SCT is charged, you can turn on the SCT by the Power Button in a position 

for configuration (Figure 7.6). The steps below provide instructions on how to set up 

and configure the SCT for use: 

a. With an Internet-connected smartphone, visit Google play account to download 

the application is required at this stage(as depicted in Figure 7.5). Below are the 

instructions on how to connect the” Hello Barbie” to home Wi-Fi network: 

 

 

Figure 7.5 Hello Barbie Companion App Download Screen 
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b. Step 1: Hello Barbie Companion App Download and Setup: 

 Access Google Play from SmartPhone (Blackberry Priv); 

 Search Hello Barbie App - Result is shown in Figure 7.7; 

 Run the “Hello Barbie” App on the Smart Phone; 

 Follow default preference on the initial setup; 

 Select Wi-Fi Network - For this experiment as per the screenshot, 

the connection is made to home Wi-Fi “MY ONE & ONLY”;  

 Visit Toytalk.com and create an account; and 

 Using registration information received from Toy talk connect Hello 

Barbie to home Wi-Fi network. It is presumed that both the toy and 

the companion app are connected to the same WLAN.  

III. Once we have completed the setup, the SCT is ready to interact with the users. 

Referring to Figure 1, you must hold the center button to talk to Hello Barbie and wait 

for a response.  

IV. Prepare SCT For Evidence Acquisition: Following a basic forensic framework, we 

begin with Planning and settle on the attempt to collect data in memory, like registers 

and cache contents; running processes; open ports and listening applications and 

storage containers. The next logical step is considering preservation, preserving the 

integrity of the data collected. We create some data and forensically analyze the data. 

The objective is to follow sound forensic principle such as Collecting SCT ESI in a 

way which will prevent, where possible, any alteration to the original data that is stored 

in the toy; and the complete documentation of all collection, preservation, and analysis 

of the of data retrieved from the toy. The following effort we attempted but failed.  

V. Nmap Analysis to Determine Target Host, Open Port, & Operating System: Nmap is 

an open-source utility for network exploration, security scanning, and auditing. It 

comes with an extensive range of options that can make the utility more robust and add 

or change features to your specifications. The goal of using Nmap is to identify possible 

vulnerabilities on the SCT, which can lead to easy forensic data capture. Nmap can 

efficiently and quickly find the target, find out what ports (with what protocol) are 

open, discover the target OS, and cover its tracks to avoid intrusion detection. In the 
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following tasks, we used the Nmap tool to identify open and closed ports and discover 

its target OS.  

 

VI. Finding the target host & Open Ports: Nmap can scan entire networks to look for 

possible targets. Finding open ports is usually accomplished through a “ping sweeping” 

with the –sp command. The following results in Figures 7.6  and 7.7 were produced to 

identify information by the SCT.  

 

VII. Remote Forensic Tool Acquisition: Considering that there is no interface to connect 

SCTs to conduct typical data acquisition, the next logical option is to seek tools with 

the capacity to conduct remote forensics. Remote forensics covers a wide variety of 

forensic approaches but is used mostly to refer to performing computer and digital 

forensics remotely. It provides the ability to connect to the device through the network, 

which seems to be a good fit for the SCT forensics, considers there is no physical 

interface to connect to, and performs digital acquisitions. Unfortunately, most of the 

remote forensic tools such as Pro Discover Forensic software explored the required 

installation of a piece of software on the SCT; which at this point we are unable to due 

to restriction on SCTs. Other data collection approaches include reading the toy’s 

memory chip, which containing SCT firmware. Unfortunately, access to such crucial 

information during an investigation is unavailable due to a lack of memory reader 

module in SCT forensics.  
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Figure 7.6 Nmap Scan Results 

\  

Figure 7.7 ProDiscover Attempt for Remote Acquisition with No Result 
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Below Figure 7.8 shows, other free forensic software we attempted but failed to provide any 

results.  

 

Figure 7.8 Forensic Software and Functions for SCT Forensic Analysis 

7.4.3 Observation and Discussion  

SCT forensics is an afterthought as currently there are no easy to use forensic tools to allow 

extraction of data from Mattel’s Hello Barbie. When we scanned, for example, Hello Barbie, the 

Wi-Fi result showed an open SSID. The Wi-Fi result can be a risk to safety, considering it will be 

an indication that someone is using Hello Barbie. For example, a pedophile can be scanning around 

in the neighbourhood to identify possible areas where children reside. As illustrated in Figure 7.9, 

it clearly shows Hello Barbie. Such an example may be extreme and hard to locate the home in 

densely populated areas. In rural areas, where homes a sparse apart a pedophile can use signal 

strength to determine the possible home the SSID is located.  

We focused on conducting this experiment on artifact extraction from popular SCTs like Hello 

Barbie in an attempt to develop a methodology standard operation procedure, or a guideline on 

artifact collection. Part of this work shows the importance of developing corporation between law 

enforcement, researchers, forensic hardware and software developers, and manufacturers on 

working together to build platform-specific for SCT digital forensics. We presented this approach 
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in section 7.5.2 for the SCT Drone Forensic case study and offered a unique model for SCT 

forensics.  

.  

Figure 7.9 Barbie Access Point as an Identifier  

 

7.5 Forensic Study 2 – Digital Forensic Analysis of Parrot Bebop 2 Drone SCT 

The investigation is performed on the drone controller (i.e., iPhone 6s) and the Parrot Bebop 2 

drone to acquire flight data, media recorded by the drone, and ownership information using File 

Transfer Protocol (FTP) and iTunes backup. The results show that Parrot Bebop 2 is vulnerable to 

attacks and that it is possible to link the drone controller with the drone to prove ownership. Lastly, 

flight origins and other potentially useful information can be found and used to correlate and 

reconstruct events. For this experiment, Parrot Bebop 2, which was released in November 2015, 

was used. It includes a dual-core processor with quad-core GPU processor with 8 Gbit RAM and 

supports Wi-Fi standards IEEE 802.11 a/b/g/n/ac. It can be controlled using various interfaces, 

such as Android or iOS running freely available software such as FreeFlightPro4  

The Wi-Fi network of this drone uses a class C IP address, in this case, 192.168.42.1. It has an 

open FTP server, which includes images, videos, and black box readings (Parrot Bebop Drone 

Hacking, https://github.com/AutonomyLab/bebophacking/blob/master/README.md). 

Therefore, it should be possible to perform different kinds of attacks such as the de-authentication 

attack in order to hijack the communication between the drone and paired devices and potentially 

gaining control of the drone. Furthermore, the open FTP port provides an opportunity to modify 

media and flight data files, resulting in data integrity issues. The test includes several scenarios 

looking for the possibility of attacking Parrot Bebop 2 and acquiring related evidential information. 

Here it is possible to establish ownership, reconstruct events, and collect evidentiary information 

                                                       

4 Parrot BEBOP 2, https://www.parrot.com/ca/drones/parrot-bebop-2#technicals. 
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related to an attack against Parrot Bebop 2. Based on current research in the field, we can make 

the following hypotheses: 

I. H1: communication between the drone and paired device can be intercepted in order to 

gain control of the drone. 

II. H2: internal storage of the drone can be accessed to conduct data acquisition. 

III. H3: data inside the internal storage be manipulated (putting into question its integrity 

during the forensic investigation). 

IV. H4: ownership of the drone be established with information found on drone’s media 

storage. 

V. H5: drone events be correlated and reconstructed. 

VI. H6: artifacts from any previous attacks can be acquired. 

 

To conduct an experiment to prove our set hypothesis based on preliminary findings, we set up a 

DELL laptop running Kali Linux. This setup was used in order to perform the previously discussed 

attacks against Parrot Bebop 2. The controller, in this case, is a standard iPhone 6s (iOS version) 

running FreeFlight Pro. The previous backup of controller data was acquired through iTunes 

backup. 

7.5.1 Results and Discussion  

7.5.1.1 SCT (Drone) De-authentication Attack  

In conducting the attack, the running interfaces of the attacker's machine must be active in order 

to access the interfaces of the drone to acquire both the Media Access Control (MAC) address of 

the drone and connected controller. Proceeding with this experiment, the Parrot Bebop 2 was 

turned on, and the Linux machine was connected to the drone’s wireless Bebop-396004. The 

following setups were executed in order for the attacker to gain control of the drone: 

VII. The command iwconfig was run to display the wireless network interfaces5  

                                                       

5 http://www.linuxcommand.org/man pages/iwconfig.8.html 
 

http://www.linuxcommand.org/man
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VIII. Next, the drone’s interface WLAN was started using the command airmon-ng start 

wlan0mon. 

IX. Then, the command airodump-ng wlan0mon was run on the same machine to list all the 

wireless networks in the area, their MAC addresses, and other useful information about 

them. 

X. Once the drone’s BSSID was spotted, the process was stopped. With the BSSID Mac 

address in hand, the next step is to run “airodump-ng c 6 bssid A0:14:3D:C1:F5:7B w 

root/Desktop wlan0mon”. In this case A0:14:3D:C1:F5:7B represents the mac address 

of the BSSID, and the c option in the previous command specifies the channel of the 

target network. w and /root/Desktop options specify the place where airodump will save 

any intercepted 4-way handshake, and the wlan0mon indicates the monitor-enabled 

interface, which enables the capture of more specific information about the Bebop 

network in order to hijack it. 

XI. Then, when the MAC address of the controlling station appeared, we run the command 

“aireplay-ng -0 0 a A0:14:3D:C1:F5:7B c 68:DB:CA:BC:EE:8Fwlan0mon” in another 

terminal simultaneously. This command forces the Kali Linux machine to reconnect by 

sending de-authentication packets to one of the network devices (Figure 7.12, making 

it think that it has to reconnect with the network. The command is structured as follows: 

–0 option is a shortcut for the de-auth mode, the 0 means the number of de-auth packets 

to be sent, –a option indicates the access point/routers BSSID followed by the BSSID 

of the target network- in this case it was A0:14:3D:C1:F5:7B, –c option indicates the 

clients BSSID 68:DB:CA:BC:EE:8F (i.e., the device to be de-authenticated), and 

wlan0mon which indicates the monitor interface as shown6 in Figure 7.12 . 

 

                                                       

6 http://lewiscomputerhowto.blogspot.ae/ 2014/06/how-to-hackwpawpa2-wi-fi-with-kali.html) 

http://lewiscomputerhowto.blogspot.ae/
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Figure 7. 10 Sending de-auth packet to intercept the communication 

 

Following these steps, it was possible to intercept the signal between the Parrot Bebop 2 and its 

controller iPhone 6S. The main controller lost control of the drone, and an error message appeared 

on the display screen of the controller while the Parrot Bebop 2 fell and crashed. This proves the 

first hypothesis that Parrot Bebop 2 communication can be intercepted. This finding can be used 

for good and bad endeavours. First, in the case of malicious use, the adversary could have taken 

control of the drone and used it for other purposes, such as flying it to commit a crime. On the 

other hand, during a forensic investigation, this method can be used by law enforcement officers 

to crash a drone with the intent to confiscate it for further analysis. For instance, in Kentucky, 

USA, a man shot a drone with a shotgun because it was flying above his house. He considered 

such an act as a violation of his privacy. He took such action because he believed that law 

enforcement would be unable to help [265]. Implementing the experimental findings into practice 

could have allowed law enforcement officers to resolve such cases peacefully. The implementation 

of a novel technical intervention such as the aforementioned drone de-authentication technique 

would quickly, easily, and efficiently allow commercial planes to disengage a drone’s flight path, 

thus protecting passenger safety. This is critical before the next near miss becomes a true incident. 

7.5.1.2 Integrity Attack 

In order to test how to compromise the data integrity of the drone, we carried out the following 

steps: 
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I. The Kali Linux machine was connected to the drone’s network; then the command 

iwconfig was used to display the wireless interface connected to the drone network, 

which in this case was wlan0. 

II. Next, the command ifconfig wlan0 was used to display the IP address of the drone, 

which was 192.168.42.86. Once the IP address was determined, the command nmap sn 

192.168.42.1 -254 was used to scan the network to list all used IP addresses and the 

default getaway in the range from 192.168.42.1 to 192.168.42.254. The result shows 

that the default getaway was 192.168.42.1. 

III. The command nmap 192.168.42.1 was run to scan the Parrot Bebop 2 for open ports. 

FTP port was open, a port that can be used to access the internal storage of the drone, 

which is the port we used to perform the upcoming attack. 

IV. An FTP session was initiated to 192.168.42.1 to gain access to the Parrot Bebop 2s 

internal storage. It appears that once the connection was initiated, root shell privilege 

was gained. Files and directories in the internal storage were accessible, which confirms 

the second hypothesis because videos and photos taken by the drone. Figure 7.13 

demonstrates the successful download of the content of internal storage media. 

V. Additionally, the command input was used to upload the file hacked.jpg to the drone’s 

internal storage, as shown in Figure 7.14. 

VI. The root privileges gained by the initiated FTP session enables the deletion of files from 

the Parrott Bebop 2 using the command delete, as shown in Figure 7.15. 

VII. Moreover, the root privilege enables renaming the files of the Parrott Bebop 2 as shown 

in Figure 7.16, which confirms the third hypothesis that the files in the Parrot Bebop 2 

can be easily accessed and manipulated. 

 

 
Figure 7.11 Downloading video to the attackers’ controller 
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Figure 7.12 Uploading photo to the drone 

 

Figure 7.13 Deleting a file from the drone through FTP 
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Figure 7.14 Renaming a file of the drone through FTP. 

 

7.5.2 Data Acquisition  

There are several methods of data acquisition for iPhone forensics. Such methods include using 

commercial tools such as oxygen, XRY, and using the dd command in Linux as illustrated by 

[266]. Figure 7.17 presents ideal acquisition and process structure that begins with confiscation 

through data acquisition and follows through to the forensic analysis that should be followed for 

small-scale device forensics  

 

Figure 7.15 Simple Forensic Processing Framework for SCT (Drones). 
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Figure 7.16 proposes an ideal framework for forensic analysis of a small-scale drone. It begins by 

determining the status of the drone; this can vary between running state and crashed state. Figure 

7.16 proposes a simple forensic processing framework for small-scale drones. The rationale for 

this model is to provide a processing framework that is simple yet provides a consistent process 

for digital forensic investigators to follow in order to achieve a successful outcome while 

conducting a digital investigation for drone-related crimes. If the drone has crashed within a crime 

scene, then law enforcement can proceed by confiscating the device. If the device is mid-air, then 

law enforcement can use this approach to de-authenticate the drone, take control of it, and 

confiscate it. Under both circumstances, the proper legal forensic best practices of seizure should 

be followed. This is to say that law enforcers have the correct authorization or required warrants 

to conduct the confiscation. Once confiscated, law enforcement can proceed with the analysis of 

the drone. In processing the device, basic steps such as preparation, identification, collection, and 

customization must be adhered to. This is done by accessing the risk to the investigation, 

identifying obvious physical evidence on the drone (which may lead to the owner), identifying 

system capability of the drone and identifying technical requirements and tools needed to conduct 

forensic analysis. During the forensic analysis phase, with the set of forensic tools identified for 

investigation, it is necessary to analyze the Wi-Fi connection information between drone and 

controller, the geo-location data from the drone, the storage, the camera and all other areas within 

the drone where data is processed. The documentation must be completed, a report compiled, and 

findings presented during the final phase. In our research, we followed our simple approach for 

forensic processing framework for small-scale drones. Firstly, the data was acquired from the 

iPhone 6S used to control the drone via iTunes backup [266]. The backup is stored in the AppData 

file located on the C: drive, as shown in Figure 7.18. 

The .plist files, i.e., property list files, contain various kinds of information such as basic device 

information, applications used on the iPhone and configurations (Satish, https://www.exploit-

db.com/docs/19767.pdf). In order to ensure the integrity of the evidence, the SHA-1 value was 

calculated and compared with the latter-calculated hash value after the analysis was completed, as 

shown in Figure 7.19. 
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 Figure 7.16 iPhone backup Via iTunes.  

 

 

Figure 7.17 1 hash value 

  

In order to recover the images and videos from the drone, a Kali Linux machine was connected to 

the drone through FTP. The main file containing the data is called internal 000. It contains six 

main directories, some of which contain files and subdirectories. The following diagram (Figure 

7.20) shows the hierarchy of the directory internal _000. 
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Figure 7.18 The Hierarchy of Internal File 

 

This depicts a clear delineation that no security measure is in place to provide secure authentication 

or to protect stored data integrity. This is a good indication that an adversary can easily manipulate 

data for malicious purposes or used this technique as an anti-forensic measure; further 

complicating the forensic investigators' work. 

7.5.3 Forensic Analysis 

In analyzing the controller, the iPhone 6S, since the majority of the data in the backup is encrypted, 

the attempt of using SQLite viewer software was not successful. Therefore, the files were 

examined individually to identify the information that can be potentially critical to an 

investigation. The basic information about the iPhone 6S device such as the device name, Global 

Unique Identifier (GUID), International Mobile Equipment Identity (IMEI), installed applications 

and serial number was found in the info.plist file. By analyzing the files, traces of the identity of 

the drone owner were found. The Apple ID used to download the application that was used to 

control the drone was found. In addition, more information about the Apple ID. Since commercial 

tools for extracting data from the iPhone were not used, finding the deleted videos and images was 

not possible via iTunes backup. However, the record of the number of flights and the total flight 

time was found, as shown in Figure 7.21. This can help investigators in determining the number 

of videos expected to be found in the drone and queue them to look for logs to find GPS coordinates 

and other information of deleted flights, which may also be relevant to an investigation. 
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Figure 7.19 Information about Drone Flights 

  

 

Figure 7.20 Basic Information about the Flights 

 

Through further analysis, it was also possible to find the GPS coordinates of the flights taken. 

Figure 7.22 shows basic information about the flight and the drone such as the serial number, 

GUID, and drone controller, date and time of the flight, and location information. Such information 

can be crucial to forensic investigators in order to correlate a suspect using the drone with a specific 

time and location. 

7.6 Summary 

This chapter presents a SCT digital forensic experiment that focuses on supporting or refuting a 

premise of a privacy violation or crime committed while using SCT during possible criminal 

proceedings. The ability to conduct a forensic investigation on Smart Connected Toys will become 

a vital area as more of these smart connected toys make their way into the homes of many people 

in North America. As a result, this work shows how such investigation and analysis can take place 

in a situation where a SCT is involved or part of the digital crime investigation.  

With the recent overwhelming increase in the use of drones, the need for drone forensic analysis 

has become a necessity. Sparse research has been conducted in the field of drone forensic analysis, 

and much more work is required in order to create tools that will aid with law enforcement and for 

use in cases of public safety. This chapter discusses different research papers that have been 

published in the area of drone forensic analysis. An experiment of two different types of popular 

attacks against the Parrot Bebop 2 has been conducted in order to determine the ability to collect 

evidentiary information about these attacks. Firstly, the de-authentication attack has been 

conducted by hijacking the communication between the drone and its controller using Linux 

command and IP address of the drone and its controller. This type of attack could be a useful tool 

to help law enforcers in dealing with drone acquisition and confiscation in situations where drones 
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are involved in a crime and before further forensic analysis can be conducted. Secondly, the 

integrity attack has been conducted through establishing a wireless connection via FTP in order to 

modify the existing information and fabricate new information. This type of attack could be used 

maliciously and could easily complicate or mislead a forensic investigator. 

Acquisition of evidential information related to the attack against the Parrot Bebop 2 has been 

made using FTP and iTunes backup. Therefore, the analysis of the acquired data showed that Parrot 

Bebop 2 is vulnerable to attacks. Moreover, it was proven that it is possible to link the drone 

controller with the drone to prove ownership and determine the flight origin and other flight 

information to correlate and reconstruct events. The simple forensic processing framework will 

follow a simple framework during the investigation. In the future, the development of forensic 

tools using this knowledge could easily be used to acquire and analyze data from both the drone 

and its controller in conjunction with other investigative techniques. 
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Chapter 8  

Conclusion and Future Work 
 

8  General  

As illustrated in this work, privacy issues relating to children are not unique to SCTs. Nevertheless, 

the introduction and use of SCT have exacerbated children’s privacy concerns due to the amount 

PII the SCT can collect, the timeline SCT vendors store the data, and ease of data collection 

through multiple avenues. We have established and demonstrated through simulation that a privacy 

preservation framework through formal Petri-Net data flow model can minimize privacy violation 

during SCT data flow and protecting children data from privacy breach by cybercriminals who can 

use this data for financial fraud or gain access to the physical location of your child through GPS. 

The privacy preservation framework consists a Systematic Privacy Impact Assessment Table 

(SPIAT), which survey children’s privacy legislation amongst select countries (Canada, USA, 

Australia, European Union (EU), post-EU Great Britain) across the globe, and institute privacy 

controls through a structured systematic Privacy Impact Assessment Table (SPIAT). The privacy 

legislation, privacy theories, and SPIAT serve to support the privacy compliance requirements, 

which need to be adopted into the Petri-Privacy Preservation data flow model. As part of this work, 

we designed a Privacy-Preserving Context Ontology (PPCO), which is a SCT ontology to support 

the Privacy Preservation Petri-Net data Model. PPCO implements context profile through ontology 

to provide core elements to address context interaction in a pervasive environment where external 

factors such as context continuously change. We formalize the data flow model using Petri-Nets, 

as one of the first research work to model SCT data flow with privacy preservation elements. As 

a necessary component and considering most SCT is uniquely designed and does not have a regular 

interface to collect data, we present a SCT digital forensic processing model during SCT digital 

forensic investigations.  

In Chapter 2, we presented a comprehensive literature review on SCT related children’s privacy 

risk and mitigation, which can serve as a central resource for researchers and students interested 

in SCT privacy and security. The section shows that different author addresses some aspect SCT 

related children’s privacy issues by proposing a solution to address identified privacy issues at 
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different stages of SCT development a use lifecycle. Based on some of these previous works on 

SCT privacy analyzed for this thesis work, the requirement of privacy can provide four core 

functions [47]. First, privacy allows personal freedom and the ability for the parent to control the 

type of information about themselves or their children, and when that information can be released 

to the SCT manufacturer. Second, privacy can provide an opportunity for the parent to deviate 

from set rules by SCT manufacture collecting the information. The parent can opt-out giving 

information to the manufacturer in exchange for the limited functionality of the toy. In this case, 

where there is an expectation for a release of PII, the user can choose to maintain and deviate from 

such expectation by specifying rules, which prevent information release [47]. Third, privacy can 

allow the parent to self-evaluate what type of children’s information to provide and compliant 

related issues. Lastly, privacy can promote communication by allowing the parent to decide which 

information about their children that want to allow SCT shared with authorized people.  

Most of the reviewed related work present a uniform front in implementation solution to against 

interference privacy, access to privacy, and intrusion of once space. Through the process of 

addressing privacy issue when it comes to children and the use of SCTs there is focus on addressing 

the confidentiality of data, data use and retention, consent to the collection use and disclosure, 

authorization to collection SCT related data, transparency about collected data, and authenticity 

mechanism ensuring accuracy of data. Some approaches include, but not limited to addressing the 

privacy requirement of SCTs, a conceptual model for privacy rules, security requirements for 

SCTs, and formalization of the data flow and its privacy risk. The analysis of these scientific works 

addresses SCT related children’s privacy risks and mitigation solutions which another researcher 

can draw on as current reference materials for smart toy-related children’s privacy. 

In Chapter 3, we address the issue of children’s privacy by conducting a selective global survey 

and analysis of existing children’s privacy legislation and evaluating privacy theories. We provide 

means of classifying data processed by SCT into set states using a Finite State Machine (FSM), 

which allows our design of Petri-Nets data flow model to connect the different data states and 

specific privacy requirement. We also propose a Systematic Privacy Impact Assessment Table 

(SPIAT) for SCT, which will allow authorities to effectively legislate children’s privacy to 

accurately and adequately assess SCT for privacy compliance violations. The SPIAT is used to 

support our design of our privacy threat model develop for Petri-Net data models.  
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In Chapter 4, we discussed a means of addressing the unique challenges of clearly defining context 

data element due to unstructured, consistent, and persistent changes in the environment of usage 

PPCO. We design a SCT ontology to support our Petri-Net Model. Such implementation of context 

profile through ontology provides core elements to address context interaction in a pervasive 

environment where external factors such as context continuously change. The context data model 

organizes elements of data with SCT use. It standardized how elements relate to one another and 

to properties of related entries in SCT based on eXtensible Markup Language (XML). We provided 

means of classifying data processed by SCT into set states, which support the design of our SCT 

privacy threat model and compliance of sparse existing child privacy legislation. There are 

possible factors that affect how SCTs interact with its context to achieve meaningful functionality, 

whiles maintaining context data privacy. As SCTs become increasingly pervasive, the devices with 

their built-in features must be aware of; and adapt to their changing contexts whiles providing a 

sense of privacy and security to contextual data process to support the usage of the devices. This 

chapter examines the benefits of designing a context data model for SCT, which will support the 

privacy preservation of the SCT interaction to assure context interaction privacy.  

In Chapter 5, we survey current data flow techniques such as Data Flow Diagram (DFD), Privacy-

Aware Data Flow Diagram (PA-DFD), Privacy by Design (PbD) concept to show that current data 

flow modelling techniques do not have adequate elements to address privacy in smart toys 

transactions. We propose Petri-Nets as a data modelling technique to define privacy requirements 

for SCT. We Model Privacy Preservation using Petri-Nets by formalizing SCT data flow and its 

privacy risks. One of the first research work to use model SCT privacy issues in Petri-Nets. The 

focus is on privacy-sensitive points in the smart toys data flow.  

In Chapter 6, we present an empirical study result conducted in Feng Chai University in Taiwan 

on people view of children's privacy, SCT, and data flow modelling techniques. The participants 

in this study believe that Petri-Net is far superior in protecting the privacy of SCT data flow then 

DFD, PA-DFD, and PbD. Based on the result of this empirical study, we can conclude that the 

users in this study see significant values in protecting children’s privacy in any information system, 

including SCTs. Overall, this experiment supports the implementation of Petri-Nets as a formal 

model to be adapted into an overall Privacy Preservation Framework, which is the theme of this 

thesis.  
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In Chapter 7, we present a case study digital forensic case study on Mattel Hello Barbie toy and 

Drones based on the privacy risk threat model. We a simple SCT digital forensic processing model 

during SCT digital forensic investigation.  

 

8.1 Future Work  

The future research will focus on Petri-Nets semantics by defining an appropriate transformation 

algorithm for DFD to PA-DFD, and PA-DFDs to CPN, which demonstrates the effectiveness of 

transformations such as an avenue for current SCT systems with full privacy assurance. Areas of 

interest include: (1) Construct SCT data transformation algorithm for conversion of existing SCTs 

PA-DFD models to CPN models. Emphasis will be on defining an algorithm by using pseudo code 

to transform a PA-DFD into a CPN model based on Definition 3 represented by the nine-purple 

(𝑃,𝑇,𝐴,Σ,𝑉 ,𝐶,𝐺,𝐸,𝐼). In conducting this transformation, part of what will be addressed is to parse 

the PA-DFD model, store information, define the color set for SCT data, and transformation of 

data flow. The new define color set of SCT data includes data privacy states where colset SCT = 

with Public | Anonymous | Private | Confidential | Unidentified | Aggregate|; and (2) Study SCT 

presented in DFD, PA-DFD, and CPN to demonstrate the core difference in handling privacy 

element essential. The sequence of the modelling will begin with modelling the DFD for the SCT 

with all privacy hotspot demonstrated. The next step will apply transformations on the identified 

hotspots in the DFD to obtain the PA-DFD. Finally, we will apply a transformation to the generated 

PA-DFD model to a CPN model [30]. 

Part of the future work is to explore ways to segregate the type of notification sent as well as how 

to streamline it. Considering that most of the notifications will be going to parents’ mobile devices, 

excessive notifications can become bothersome, cost money, and ultimately be ignored. If this 

problem is not identified, it can cause the parent to disable the notification system when the SCT 

is deployed for use. Part of the future work in the simulation design is to explore a one-time 

notification system whereby if a token has been processed and labelled non-compliant, the parent 

receives the first notification and all subsequent notification about the same token will be 

discarded. Another novel option to address excessive notification in the future model is 

aggregating alerts according to the type of threshold for the notification (e.g., 1 event, 10 events, 

100 events). Because the SCT environment model and the token simulation is within a closed 
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system, it assures that all tokens are processed until the desired Privacy Preference is applied, thus 

preventing reliance on a manual intervention which can leave non-compliant token lingering 

around the system and create an opportunity to be exploited.  
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APPENDICES 

    

Appendix A 

 

Please tell us more about yourself. 

Circle Your Age range : a. 10yrs – 20yrs, b. 21yr-30yrs, c. 31yrs – 40yrs d. 41yrs -50yrs, d. Over 

50yrs  

Your Gender:__________________ 

Current Location(Country):__________________ 

How many children (below 13yrs) are you related to (children, cousins, nephews, 

etc.)?_________ ____ 

 

1. Prior to this Talk, have you ever seen or heard about Smart Connected Toys (e.g., Hello Barbie, 

Cognitoys Dino)?  

 (No) 

 (Yes) Where: _________________ 

 

2. Prior to this Talk, did you know that Smart Connected Toys collected a lot of user private 

Information? 

 (No) 

 (Yes) Where: _________________ 

 

3. Do you have any relative between the ages of 4yrs – 13yrs?  

 (No) 

 (Yes)  

a. If you have selected “Yes” for question 3, do you think the privacy of your relative is 

important? 

  (No) 

  (Yes)  

4. Based on information gained from this talk and your personal knowledge, do you think the 

privacy of your personal information is important when it comes to using Smart Connected 

Toys?  

 (No) Why? 

 __________________________________________________________________

__ 

 (Yes) Why? 

____________________________________________________________________ 
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5. Prior to this Talk, have you ever heard of or used Data Flow Diagrams (DFD) to shows the 

way information flows through a process or system?  

 (No) 

 (Yes) Where: _________________ 

 

6. Prior to this Talk, have you heard of or used Privacy-Aware Data Flow Diagrams (PA-DFD) 

which allows one to show the way information flows through a process or system?  

 (No) 

 (Yes) Where: _________________ 

 

7. Prior to this Talk, have you heard of or used Petri-Nets, which can allow one to show and 

simulate the way information, flows through a process or system?  

 (No) 

 (Yes) Where: _________________ 

 

8. Prior to this Talk, have you heard of or used the concept of Privacy by Design (PbD), which 

allow one to incorporate privacy as part of overall system design?  

 (No) 

 (Yes) Where: _________________ 

 

9. Do you see a link between children privacy with respect to the use of SCT and possible safety 

implications?   

 (No) 

 (Yes) Please write down the safety issues you can think of: 

______________________________________ 

10. Please evaluate how much you agree with the following statement: “Privacy of Children 

between the age of 4yrs and 13yrs, using Smart Connected Toys, needs to be protected at all 

cost”. 

Strongly disagree     Strongly agree 

1 2 3 4 5 

 

11. Please evaluate how much you agree with the following statement: “With respect to Smart 

Connected Toys data collection, the government should implement laws to protect the privacy 

of children between the ages of 4yrs and 13yrs.” 

Strongly disagree     Strongly agree 

1 2 3 4 5 
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12. Please evaluate how much you agree with the following statement: “Companies should follow 

a Privacy Preservation Framework, which assures a level of privacy when designing and 

developing Smart Connected Toys.”  

Strongly disagree     Strongly agree 

1 2 3 4 5 

 

13. Please evaluate how much you agree with the following statement: “Smart Connected Toys 

can be dangerous; children should not be allowed to use it without privacy assurance.”  

Strongly disagree     Strongly agree 

1 2 3 4 5 

 

14. Based on the information received during this talk, and your own experience dealing with 

technology or application development; using Data Flow Diagrams (DFD) in designing 

systems, such as IoT devices assures the privacy of any information collected, processed, and 

transmitted.  

Strongly disagree     Strongly Agree 

1 2 3 4 5 

 

15. Based on the information received during this talk, and your own experience dealing with 

technology or application development; using Privacy-Aware Data Flow Diagrams in 

designing systems, such as IoT devices assures the privacy of any information collected, 

processed, and transmitted.  

Strongly disagree     Strongly Agree 

1 2 3 4 5 

 

16. Based on the information received during this talk, and your own experience dealing with 

technology or application development; using Petri Nets Data Modelling in designing 

systems, such as IoT devices assures the privacy of any information collected, processed, and 

transmitted.  

Strongly disagree     Strongly Agree 

1 2 3 4 5 

 

17. Will you ever consider buying a Smart Connected Toy for your child or family member in the 

future?  

No Consideration     Very Strong 

Consideration 

1 2 3 4 5 
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18. To what extent does the interactive (talk, listen, and speak) function of SCT make sense to 

you? 

Make no sense at all     Make perfect sense 

1 2 3 4 5 

 

19.  To what extent does the GPS (location capability) function of SCT make sense to you? 

Make no sense at all     Make perfect sense 

1 2 3 4 5 

 

20. To what extent does the data collection and storage function of SCT make sense to you? 

Make no sense at all     Make perfect sense 

1 2 3 4 5 

 

21. I am worried that some of the functions on the SCT can lead to privacy and data security 

breach.  

Strongly disagree     Strongly agree 

1 2 3 4 5 

 

22. Please provide an overall evaluation of SCT use after considering its benefits and potential 

risks: 

Risks outweigh 

benefits 

  Benefits of equal 

risks 

  Benefits outweigh 

risks 

1 2 3 4 5 

 

******** THE END ******** 

 

 

 

 

。 

：A：10yrs - 20yrs，B：21yrs - 30yrs，C：31yrs - 40yrs，D：41yrs - 

50yrs， E：50yrs  
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：__________________ 

（ ）：__________________ 

（ 13yrs） （ ， ， ）？____________ 

 

1. ， （ ，Cognitoys ）？  

 （ ） 

 （ ） ：_________________ 

 

2. ， ， ？ 

 （ ） 

 （ ） ：_________________ 

 

3. 4yrs  - 13yrs？ 

 （ ） 

 （ ）  

a. “ ” 3， 。 

  （ ） 

  （ ）  

4. ， ，

。  

 （ ) ？

 __________________________________________________________________

__ 

 （ ） ？  

____________________________________________________________________ 

 

5. ， （DFD），

？ 

 （ ） 
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 （ ） ：_________________ 

 

6. ， （PA-DFD），

？  

 （ ） 

 （ ） ：_________________ 

 

7. ， Petri ，

， ？  

 （ ） 

 （ ） ：_________________ 

 

8. ， （PBD） ，

？  

 （ ） 

 （ ） ：_________________ 

 

9. SCT ？  

 （ ） 

 （ ） ： 

 

___________________________________________________________________________

_______ 

 

10. ：“4yrs 13yrs，

， ”。 

      

1 2 3 4 5 
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11. ：“ ，

4yrs 13yrs 。” 

      

1 2 3 4 5 

 

12. ：“ ，

，”。 

      

1 2 3 4 5 

 

13. ：“ ，

”。 

      

1 2 3 4 5 

 

14. ， ; 

， IoT （DFD） ，

。 

      

1 2 3 4 5 

 

15. ， ; 

， IoT ，

。 

      

1 2 3 4 5 
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16. ， ; 

， IoT Petri ，

。 

      

1 2 3 4 5 

 

17. ？  

      

1 2 3 4 5 

 

 

18. （ ， ， ）SCT ？ 

      

1 2 3 4 5 

 

19.  GPS（ ）SCT ？ 

      

1 2 3 4 5 

 

20. SCT ？ 

      

1 2 3 4 5 

 

21. ， SCT 。  

      

1 2 3 4 5 
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22. SCT ： 

        

1 2 3 4 5 

 

********  ******** 
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Appendix B – Acronym List: 

 

1. Smart Connected Toys (SCT) 

2. Internet of Things (IoT) 

3. Global Positioning System (GPS) 

4. Personal Identifiable Information (PII) 

5. eXtensible Markup Language (XML) 

6. Systematic Privacy Impact Assessment Table (SPIAT) 

7. Privacy-Preserving Context Ontology (PPCO) 

8. Artificial Intelligence (AI) 

9. Location-based Services (LBS) 

10. Mobile Advertisement (MA) 

11. Geo-Social Network applications (GeoSNs) 

12. Federal Trade Commission (FTC) 

13. Children's Online Privacy Protection (COPPA) 

14. Voice over IP (VoIP) 

15. Social Security Number (SSN) 

16. Internet Protocol address (IP address) 

17. Health Insurance Portability and Accountability Act (HIPPA) 

18. Children Online Privacy Protection Act (COPPA) 

19. Federal Trade Commission (FTC) 

20. Distributed Denial of Services (DDoS) 

21. Common Vulnerability and Exposure (CVE) 

22. Application Programming Interface (API) 

23. Chief Executive Officer (CEO) 

24. United Nations Children’s Fund (UNICEF) 

25. Convention on the Rights of the Child (CRC) 

26. Personal Information Protection and Electronic Documents Act (PIPEDA) 

27. Canadian Standards Association (CSA) 

28. Electronic Privacy Information Center (EPIC) 

29. General Data Protection Regulation (GDPR) 

30. Children’s Advertising Review Unit (CARU) 

31. European NGO Alliance for Child Safety Online (eNASCO) 

32. Toy Industry Association (TIA) 

33. Systematic Privacy Impact Assessment Table (SPIAT) 

34. Finite State machine (FSM) 

35. Data Flow Diagram (DFD) 

36. Privacy-Aware Data Flow diagram (PA-DFD) 

37. Post Incidence Assessment (PIA) 

38. USA Federal Bureau of Investigation (FBI) 
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39. Natural Language Processing (NLP) 

40. Information Extraction (IE) 

41. Rule Value Reinforcement Learning (RVRL) 

42. Automatic Speech Recognition (ASR) 

43. Statistical Machine Translation (SMT) 

44. Support Vector Machines (SVM) 

45. Parental Mobile Control (PMoC) 

46. Bring Your Own Device (BYOD) 

47. Information Technology (IT) 

48. Small Office and Home network (SOHO) 

49. Denial of Service (DoS) 

50. Federal Trade Commission (FTC) 

51. Internet Protocol (IP) 

52. Universal Plug and Play (UPnP) 

53. Devices Profile for Web Services (DPWS) 

54. Java Intelligent Network Infrastructure (JINI) 

55. Home Audio/Video Interoperability (HAVi) 

56. Devices Profile for Web Services (DPWS) 

57. Web Services Architecture (WSA) 

58. Secure Metal Market (SMM) 

59. Canada Consumer Product Safety Act (CCPSA) 

60. Linkability, Identifiability, Non-repudiation, Detectability, Disclosure, Unawareness, 

Noncompliance (LINDDUN) 

61. Maximum Privacy Disclosure (MaxP) 

62. Maximum Utility Disclosure (MaxU) 

63. Man-in-the-Middle-Attack (MITM) 

64. Systematic Privacy Impact Assessment Table for SCT (SPIAT-SCT) 

65. National Institute of Science and Technology (NIST) 

66. General Data Privacy Regulation (GDPR) 

67. United Kingdom (UK) 

68. Data Protection Act (DPA) 

69. European Union (EU) 

70. Personal Health Information Protection Act (PHIPA) 

71. Privacy-Preserving Context Ontology (PPCO) 

72. Entity-Relationship (ER) 

73. in DARPA Agent Markup Language (DAML) 

74. Unified Modelling Language (UML) 

75. Ontology Interchange Language (OIL) 

76. Colored Petri-Net (CPN) 

77. Privacy Preservation Context Ontology (PPCO) 
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78. Radio Frequency Identification (RFID) 

79. Resource Description Framework (RDF) 

80. Web Ontology Language (OWL) 

81. Object-Oriented (OO) 

82. Description Logic (DL) 

83. Privacy-Preserving Context Ontology (PPCO) 

84. National Institute of Science and Technology (NIST) 

85. Location-Based Services (LBS) 

86. Mobile Advertisement (MA) 

87. Geo-Social Network applications (GeoSNs) 

88. Systems Development Life Cycle (SDLC) 

89. Data Flow Diagram (DFD) 

90. Privacy-Aware Data Flow Diagram (PA-DFD) 

91. Privacy by Design (PbD) 

92. State Transition Diagrams (STD) 

93. Coloured Petri-Nets (CPN) 

94. Standard Markup Language (SML) 

95. School of Information Engineering and Computer Science (iSchool) 

96. Privacy-Aware Data Flow Diagrams (PA-DFD) 

97. Price Waterhouse and Coopers (PWC) 

98. Protection Motivation Theory (PMT) 

99. Privacy Calculus Theory (PCT) 

100. Protection Motivation Theorem (PTM) 

101. Privacy Education Awareness and Training (PETA) 

102. Human Machine Lab (HML) 

103. Colored Petr-Net (CPN) 

104. Infrared Radiation (IR) 

105. Operating System (OS) 

106. Electronically Stored Information (ESI) 

107. Forensic Tool Kit (FTK) 

108. Federal Bureau of Investigation (FBI) 

109. Internet Crime Complaint Center (IC3) 

110. Social Insurance Number (SIN) 

111. Virtual Private Network (VPN) 

112. File Transfer Protocol (FTP) 

113. Media Access Control (MAC) 

114. Global Unique Identifier (GUID) 

115. International Mobile Equipment Identity (IMEI) 

116. European Union (EU) 

117. Privacy-Preserving Context Ontology (PPCO) 
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118. International Conference on Information Technology - New Generations (ITNG) 

119. Knowledge and Information Systems (KAIS) 

120. Consumer Communications & Networking Conference (CCNC) 

121. Internet-of-Things Design and Implementation (IoTDI) 

122. Symposium on Usable Privacy and Security (SOUPS) 

123. Network and Distributed System Security Symposium (NDSS) 

124. Computer and Communications Security (CCS) 

125. Secure Internet of Things (SIoT) 

126. International Conference on Computer Communication and Networks (ICCCN) 

127. Communications and Network Security (CNS) 

128. International Conference on Electronic Design (ICED) 

129. International Journal of Computer Science and Information Security (IJCSIS) 

130. Device Profile for Web Services (DPWS) 

131. IEEE International Conference on Industrial Informatics (INDIN) 

132. Pacific Asia Conference on Information Systems (PACIS) 

 

 


