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Abstract

The enigmatic nature of cybercrime is an enduring theme across the criminology
literature. As a result, a disconnect between stakeholders involved in digital crime seems
to contribute to irresponsible discourse and ineffective policy. Further, this confusion has
created a competition of interests in which narratives surrounding cybercrime inherit the
ideology of the ‘winning’ sector (Habermas, 2015). It seems that private security is
currently having undue influence over this discourse, and as such, narratives surrounding
cybercrime remain marketized (Banks, 2015). Thus far, public criminologists have yet to
adequately adapt to the merging of the technological and social realms, an adaptation that
IS a necessity in avoiding a continuation of punitive crime control trends (see Crepault,
2017; Garland and Sparks, 2000). The intersection of public criminology and digital
criminology lies in discourse generation and the messaging the key cybercrime
stakeholders provide to the public. This paper draws from eight semi-structured
interviews with cybercrime experts in private security, financial institutions, academia,
litigation, and law enforcement. The objective of this project is to spur a conversation
between the different stakeholders explored below by merging the considerations of

cybercrime and public criminology.
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Chapter 1. Introduction

1.1 Introduction

Introduction

Many iterations of the concept of crime have impacted the way that
criminologists, policy officials, police officers, and legislators have studied the term.
Criminology has undergone a similar conceptual shift with the advent of cybercrime.
Though a comprehensive definition of cybercrime does not currently exist (UNODC,
2013), many scholars tentatively agree on some definitional aspects that provide a
foundational understanding of the concept. The use of technology to facilitate acts of
deviance is a universal characteristic of competing definitions of crime in cyberspace
(Holt and Bossler, 2014). However, whether or not crime in the online space warrants a

unique lens of study from traditional crime is a contentious topic in the current literature.

Sheila Brown poses an interesting dilemma in the crime and technology literature
as a false distinction between our ‘real’ and ‘virtual’ lives (2006). In a critique of both
positivistic dichotomies and postmodern semiotics, Brown contends that criminologists
must entertain a merging of the scientific and the social into the ‘technosocial’ or a
‘criminology of hybrids.” This seemingly popular opinion is echoed in more recent
literature, such as Floridi’s (2013) notion of the ‘onlife’ and Stratton et al.’s (2017)
critique of criminology’s self-referential nature. The social and technical worlds are
evidently intertwined in ways that trivialize positivist methodologies, such as routine
activities theory, that are unfortunately still very common in cybercrime research
(Herrero et al., 2021; Leukfeldt and Yar, 2016); however, Whitson and Haggerty’s (2008)

‘data double’ is a more accurate description of the intersection between the technological
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and the social. The data double is a virtual abstraction of an individual from their physical
location, which can be scrutinized, analyzed, and surveilled. The data double implies a
sense of conscious and subconscious creation, whether by the individual or by companies
who wish to build (and sell) consumer profiles off the virtual identities. The technosocial,
as proposed by Brown and other proponents, just is, which does not bode well for
measurement or analysis. Brown’s theory may be tautological, typical of the postmodern
logic that the author aims to transcend. According to Brown, “hybrid—technosocial—
culture cannot be accounted for by linear paradigms or causal scientific explanations, nor
indeed hierarchies of knowledge concepts. Neither can it be conceived of as merely a
constellation of representations. Nor can the answer lie anywhere simply ‘in nature’ or ‘in
society’ (p. 228)”. This claim is reminiscent of a common dilemma in the social sciences
that occurs when abstract social concepts are proven to be true by virtue of being

impossible to refute.

However, some commonalities exist between Brown’s (2006) theorizing and
concepts emphasizing individual agency in the digital space. Specifically, Brown’s
technosociality is reminiscent of an article about the ‘techno-security-capitalist complex’
by Banks (2017). Banks argues that a “technocrime consciousness” has enveloped all
spheres of society and is used as a tool by elite sectors to manufacture anxiety and
generally dictate public opinion. From a more critical lens, Banks would agree with
Brown about the possibly insidious merging of the technological and the social; however,
Banks’ notion better captures the creation and evolution of the two by drawing upon
Habermas (1964) to highlight the potential ramifications of the technological conscious in

the public sphere (as cited in Habermas, Lennox, and Lennox, 1974).



A framework for analyzing crime in the digital space that accounts for some of
the semiotic issues with Brown’s (2006) theorizing can be found in Powell, Stratton, and
Cameron’s (2018) aptly titled book Digital Criminology. Digital criminology entails
surpassing the narrow study of crime in the digital space as indistinguishable from
traditional crime in the real world. Powell, Stratton, and Cameron (2018) note that the
dichotomy of on and offline contributes to perpetuating the status quo of criminology.
That is, applying traditional criminological knowledge to online crime without any effort
to acknowledge the “relational, cultural, affective, political and socio-structural
dimensions of crime and justice” in the digital society unnecessarily narrows the

developing field of study (p. 8).

The conceptual framework of digital criminology lends itself to acknowledging
both unique and recurring social processes in the online space, reminiscent of public
scholarship’s attempts to coalesce different branches of the public in disseminating
academic knowledge. A significant challenge for scholars in the politically charged
environment of crime control in contemporary society is working outside academia and
applying knowledge to real-world problems. Engagement with the public on academic
matters concerning crime and crime control is essential. Punitive trends in incarceration,
especially in the United States of America, highlight the need to challenge existing
structures and the notion that ideas of crime are common sense (Crepault, 2017). As
Uggen and Inderbitzin (2010) state, “nowhere is the gap between perception and evidence

greater than in the study of crime and punishment™ (p. 726).

Public criminology is a developing field of scholarship that aims to adapt the

typically academic-exclusive nature of criminological scholarship to serve a broader



range of publics (Loader and Sparks, 2011). The roots of public scholarship lie in Herbert
Gans' conception of the public intellectual (Uggen and Inderbitzin, 2010). According to
Gans, the public intellectual serves as a mediator between academics and the general
polity, allowing for scholarly insight into relevant social phenomena. The heart of public
scholarship, then, is intrinsically linked to social activism. With the punitive turn of
punishment in North America spanning the last few decades, public criminology is more
crucial than ever (Loader and Sparks, 2011). In their special edition of the 'key ideas in
criminology’ series, Loader and Sparks (2011) call for a democratic underlabourer in the
public sphere of crime and justice. The democratic underlabourer refrains from providing
radical ideas of either left or right political orientation that translate well into soundbites.
In other words, the democratic underlabourer guides the civilian's navigation of complex
ideas by unearthing the 'truth’ from the web of competing ideas about crime provided to
non-academics while at the same time bridging the gap between scholars and the public.
Further, as noted by the UNODC, criminological and sociological theory may be useful
for understanding cybercrime and, thus, help avoid a performative attempt at bridging the
academic and public spheres (2013). However, as mentioned above, the comprehensive
study on cybercrime conducted and organized by the UNODC may overestimate the
utility of traditional criminological theories such as routine activities theory and general

theory of crime (2013).

In my estimation, the intersection of public criminology and digital criminology
lies in discourse generation and the messaging provided to the public by the key
cybercrime stakeholders. As alluded to earlier, Jurgen Habermas’s (1964) conception of

the public sphere helps ground the discussion of public scholarship in the



interconnectedness afforded by the digital society (as cited in Habermas, Lennox, and
Lennox, 1974). The public sphere “mediates between society and state, in which the
public organizes itself as the bearer of public opinion, accords with the principle of the
public sphere that principle of public information which once had to be fought for against
the arcane policies of monarchies and which since that time has made possible the
democratic control of state activities” (1974, p. 73-74). This quote and Habermas’
framework, more generally, emphasize the agency of the public in discourse generation.
In other words, according to Habermas, citizens are an integral part of the public opinion.
This view contrasts with Gramsci’s theorizing of hegemony in which the public is more
of a passive consumer of information than an active discourse participant (Bezerra et al.,
2021). Further, the concept of democratic participation found in Habermas’ public sphere
serves as a bridge between traditional notions of public criminology, such as Loader and
Sparks (2011), and more contemporary understandings of the digital space as seen in

Powell, Stratton, and Cameron (2018).

Early cybercrime scholars have suggested that deviance pertaining to networked
technologies represents a manifestation of intense curiosity on the part of the ‘hacker,’
sometimes embodying an addiction to manipulating technology or the pursuit of
knowledge more generally (Taylor, 1999). Further, hackers have also been associated
with subversive, specifically anti-capitalist, ideologies in the extant literature, invoking a
response to visions of either a technodystopic or technoutopic persuasion (Collier et al.,
2021). As such, it is important to delineate (at least partially) the similarities and
differences between traditional hackers who are characterized, however accurately, as

having an insatiable hunger for knowledge regarding complex networks and tangible



pieces of technology, such as early iterations of phone phreakers with contemporary
cybercriminals who primarily operate from overseas via the Internet. This evolution may
be likened to a shift in perspective from a romantic ideal of cybercrime and deviant
hacker subcultures to a more realistic, routinized view of the contemporary cybercriminal
(Collier et al., 2021). Collier et al. (2021) claim that the underground hacker subculture
has become industrialized and, thus, has lost some of the novelty that perhaps
characterized early cybercrime discourse. In much the same way, echoing the thesis of
this project, narratives provided by different stakeholders in digital crime seem to have
inherited the same marketized tendencies. In fact, as stated by Collier et al. (2021), the
illicit hacker economy appears to mirror the “mainstream economy,” whose
bureaucratization and structure, ironically, may be seen as a precursor to the politically

libertarian underground hacker culture.

The findings of Collier et al. (2021) may be partially explained by the motives of
current cybercriminals becoming largely financial in nature. Pogrebna and Skilton (2019)
claim that while digital criminals of the past were intrinsically motivated, the advent of
the Dark Web and networked social forums in the early 21% century catalyzed a change in
both the methods and goals of contemporary hackers. Initially the pioneers of the digital
counterculture, aided by the globalization of the digital criminal economy, hackers now
enjoy the ability to sell their services anywhere across the globe (Castells, 2010).
However, it would be naive to state that the romanticism associated with the hacker
culture has completely vanished and that digital criminals are solely financially
motivated. In a relatively small study examining the self-professed reasons for offending

in the digital space, Payne et al. (2020) found that among the most popular justifications



was the enjoyment of the challenge and thrill provided by the opportunity to offend,

suggesting that the spirit of early hackers reverberates in the subsequent generations.

Similarly, Pogrebna and Skilton (2019), in an analysis of interviews with hackers,
suggest that many of these individuals cite subversive reasons for breaking the law. For
instance, some hackers seem to display illusions of grandeur in their reasoning for their
crimes, stating that they hope to ‘change the world’ and resist the proliferation of
government surveillance. These findings may suggest that further merging of the digital
and physical realms will reinforce the romanticized ideals associated with early hacker

culture as technology continues to encroach on the real world.

Interestingly, differences in motivation may appear based on the nature of
cybercrime being discussed. For instance, Holt, Freilich, and Chermak (2017) find that
cybercrimes committed with ideological motivations, perhaps evidently, differ from
traditional cybercrimes. Importantly, interviews with ideologically motivated offenders
prove that the conception of a typical cybercriminal is someone who is interested in
financial benefits, whereas those with patriotic motivations are enticed by their “flags,
language, and nation” (Holt, Freilich, and Chermak, 2017, p. 224). The researchers
attribute this difference to one of objective rather than motivation; that is, both
ideological and non-political cyber offenders are motivated by the same factors discussed
above, such as curiosity and technological mastery. The difference lies in the outcome of
the actors, political offenders targeting resources that will further their agendas, while
typical cybercriminals are mostly interested in attaining monetary assets (Holt, Freilich,

and Chermak, 2017).



As already noted, many scholars feel that increasing education among targets of
online crime may lead to increased safety and awareness (Birthriya and Jain, 2022; Wall,
2008; Yar, 2013). Similarly, Payne et al. (2020) find that perpetrators cited a lack of
understanding of consequences and the seriousness of their behaviour as reasons for
offending. As such, addressing discrepancies in understanding may simultaneously
increase the resiliency of victims and deter future offenders. Many cybercrime scholars
have theorized that Habermas’ public sphere may apply to the digital space. For instance,
as mentioned above, Banks (2017) asserts that some scholars feel that the democratic
participation of the Internet and other networked technologies can revive the public

sphere.

Similarly, Castells (2008) believes that the globalized civil society, aided by
networked technologies, allows for shifting public opinion. According to Castells, the
digital society has exponentially increased opportunities for activism and social solidarity
worldwide. Powell, Stratton, and Cameron echo this sentiment in stating that "the
democratizing effect of digital technologies has enabled state agencies to engage with the

public in ways that were unavailable before™ (2018, p. 9).

Scholars who are proponents of the benefits associated with the coupling of the
terrestrial and online worlds, such as Castells (2008) and Powell, Stratton, and Cameron
(2018), are sometimes criticized as ‘sociotechnical imaginaries’ (Lavorgna and
Ugwudike, 2021). According to Lavorgna and Ugwudike, the sociotechnical imaginaries
are uncritical of the historic partnering of the criminal justice system, public, and
academia and naively exalt the potentials of networked technologies in shifting power

imbalances (for those skeptical of sociotechnical imaginaries, see Banks, 2017; Min,



2010; Nam, 2012). Interestingly, Habermas himself stated that the public sphere was
unrealized and remained subservient to capitalist relations (as cited in Habermas, 2005).
However, as Castells (2008) said, “the global civil society now has the technological
means to exist independently from political institutions and from the mass media.
However, the capacity of social movements to change the public mind still depends, to a

large extent, on their ability to shape the debate in the public sphere” (p. 86-87).

As such, | believe that practical public criminology is possible with the aid of
what Powell, Stratton, and Cameron (2018) refer to as ‘open-source intelligence’ and the
aforementioned democratizing ability of the internet. However, as demonstrated
historically, the public sphere poses many obstacles to knowledge dissemination, which
can result in discrepancies in communication and understanding between the branches of
the public sphere (Carrier, 2014). For instance, Cross, Holt, Powell, and Wilson (2021)
find that police believe that the public is unaware of the severity of victimization in
digital spaces, while citizens feel they have an adequate understanding of the danger.
Perhaps they lack knowledge of the resources available to them upon victimization (for
underreporting of cybercrime, see Wall, 2008; Cross, 2018; Reynolds, 2022; Holt and
Bossler, 2014). The comprehensive study on cybercrime conducted by the United Nations
Office on Drugs and Crime in 2013 states that “underreporting derives from a lack of
awareness of victimization and of reporting mechanisms, victim shame and
embarrassment, and perceived reputation risks for corporations” (UNODC, 2013, p. 21).
Similarly, Banks (2015) claims that government officials and CJS practitioners are
ineffective in public discourse surrounding digital crime. The main contributor to this

discourse is private security, which has a financial interest in specific messaging provided



to the public. What exists then is a competition of interests diluting the potential for

precise and consistent discourse in the public sphere (Habermas, 1974).

Nevertheless, this needs to be revised to communicate effectively. Keeping with
Habermas, the news media's role in this counterproductive discourse cannot be
understated. Mesko and Bernik (2011) state that the news media does a poor job of
informing the public of the dangers surrounding cybercrime and how to remain safe in
cyberspace. Instead, news media often opts to run sensationalized media reports of
hackers and national security threats. Considering that media and public attention on
cybercrime is increasing with the ubiquity of technological communication, both
academics and media institutions should assess their role in the growing discourse with

sincerity and urgency (UNODC, 2013).

The increasing marginality of criminologists in the political and media spheres
accentuates the problems surrounding cybercrime messaging (Tidmarsh, 2022). No
clearer is this seen than in contemporary academic discussions of digital crime. In
criminal justice policy discussions, many stakeholders contribute their input to shape a
dominant narrative provided to the public. Crepault (2017) claims that the public sphere
in capitalist democracies is a contested space and a site of ideological struggle. In this
space, policymakers, academics, police practitioners, government officials, and more
compete to have their voices heard. Wall (2008) notes that cybersecurity is plagued by
the same disarray that characterizes the public sphere, stating that several independent
and conflicting discourses surround cybersecurity, generating a culture of fear

surrounding cybercrime.
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Evidently, there needs to be a more concentrated effort on utilizing the benefits of
technological advances to create cohesion between the many branches of the public
sphere and their interactions with the digital space. This effort begins with analyzing the
consistency of narratives between said branches. To accomplish this, I will conduct
interviews with various stakeholders to determine what the prevalent narratives provided
to the public are regarding cybercrime and whether these narratives paint an accurate
picture of current digital crime discourse. The literature discussed in the following review
will supplement the interview findings to assess the shortcomings of discourse generation

and outline some possible avenues toward more responsible messaging.

| contend that narratives surrounding digital crime have inherited market values
and are inconsistent due to the variety of discourse participants (public, corporate actors,
private security, government officials, police, etc.) contributing to ineffectual or
contradictory messaging in the public sphere. With this in mind, how can these actors
facilitate a more responsible discourse with the enigmatic concept of digital crime? In this
paper, | will examine the existing gaps in the literature surrounding digital crime and
public criminology - the most important being that there is scarcely an intersection
between the two fields. To highlight these gaps, | will analyze what | deem to be the
prevalent trends in the literature to date. | will conclude the literature review by listing
criticisms of the existing scholarship that inform my rationale for my project. The method
section will detail the inspiration for the interview guide as well as the approach to
interviews while also highlighting the analytical approach utilized in examining the

thought-leaders’ perspectives. Further, the findings garnered in the interview process will
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be presented and dissected, followed by a discussion of the implications of the results of

this project, along with suggestions for future avenues of research.

1.2 Literature Review

Private Actors

As noted above, the marketization of cybersecurity narratives contributes to the
apparent ineffectiveness (Banks, 2015; Yar, 2008). The market values inherited by these
crime control narratives are a product of neoliberalism and its tendency to manifest
through governance and social control (Jordan, 2001). Considering the discussion of
Floridi’s (2013) conception of the ‘onlife’ and the apparent certainty of interaction with
the online sphere, questions of how individuals who are not technologically savvy or
perhaps unaware of developing trends in digital harm are expected to navigate this
limitless environment of the ‘technological’ are inevitable. One of the most apparent
ways in which neoliberal attitudes seem to manifest in crime control is through the
concept of responsibilization. According to David Garland (1996), the responsibilization
strategy “involves the central government seeking to act upon crime not in a direct
fashion through state agencies (police, courts, prisons, social work, etc.) but instead by
acting indirectly, seeking to activate action on the part of non-state agencies and
organizations” (p. 452). Though Garland does not explicitly mention cybercrime, one
may infer that the responsibilization strategy applies directly to the current state of crime
control as well. Specifically, Jewkes and Yar (2012) note that corporations prefer to seek
assistance from private organizations (security) to formal or traditional institutions
(police). Garland (1996) would explain these revelations by arguing that the acceptance

of crime as an inevitable aspect of late modernity justifies both the extension of the
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private sector in criminal justice and allows the state to disperse the responsibility of

safety to many different entities.

Many authors have explored responsibilization in the digital world, often
concerning specific cybercrimes such as identity theft and fraud (Wall, 2008; Whitson
and Haggerty, 2008; Yar, 2013). However, as Gordon, McGovern, Thompson, and Wood
(2022) mention, discussions of crime in the digital sphere should include the critical
distinction between online harm and those activities against the law. Neoliberal attitudes,
as noted above, play a prominent role in the responsibilization of technology users due to
the ideology’s effect on the discourse surrounding regulation and online behaviour. For
example, Jordan (2001) claims that informational libertarianism or anarchy can classify
cyberpolitics. Similarly, in a study of online discourses surrounding cyberspace, Dunn-
Cavelty (2013) finds that one of the key conceptions is that of a lawless frontier. Like in
economic or social policy in the physical world, neoliberalism prioritizes the rights and
freedoms of the individual at the expense of state regulation. These trends are mirrored in
cyberspace. For instance, Jordan (2001) compares cyberspace to a free market of ideas
and goods; as a result, regulation is unnecessary as individuals are capable of self-
governance. Unfortunately, this type of discourse has implications outside the
communication of ideas. Specifically, Kremer (2014) finds that libertarian language also
affects cybersecurity mindsets. This mindset can manifest through prioritizing cost-
effective security measures that inherit the market ideology of capitalism and thus place
individuals and their information at risk or perhaps ironically justify more intrusive

measures of cyber-protection.
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Banks (2015) finds that a consumerist orientation has enveloped cybersecurity in
keeping with the marketized tendencies of the discourse surrounding cyberspace. Other
scholars have noted that the marketization of cybersecurity is alarming and seemingly
more prevalent than ever (Yar, 2008). For example, the Canadian Banker’s Association’s
(CBA) website, instead of providing strategies and best practices for individuals in
managing their money online, the CBA points to individual banks for cybersecurity
information. Examining some of the prominent Canadian banks’ websites proves that
each financial institution partners with external agencies to sell antivirus software or a

service that helps individuals protect their information online.

Corporations and other private actors that profit from the computer crime control
industry encompass private security literature (Banks, 2015; Yar, 2008). As mentioned
earlier, partnerships with financial institutions and anti-virus software companies
highlight a cooperative attempt to profit off of the insecurity of members of the public
regarding cybersecurity (Banks, 2015). A similar trend is witnessed in the punitive turn of
traditional crime control in the public criminology literature. Garland and Sparks (2000)
note that the extension of the private sector in crime control directly results from victim-
oriented shifts in discourse and the politicization of crime fears. The fear generated
through discourse results in themes of uncertainty defining cybersecurity (Christensen
and Petersen, 2017). To address this uncertainty, Christensen and Petersen (2017) view
public-private partnerships (PPP) as a viable solution. PPPs allow necessary flexibility in
a domain with as many interested parties as cybersecurity has. As the United Nations

Office on Drugs and Crime states, PPPs are often used for fostering communication
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regarding threats and patterns in cybercrime (UNODC, 2013). However, Carr (2016)

believes PPP leads to a market-oriented cybersecurity approach.

Further, Haggerty and Ericson (2000) claim that today’s information economy
institutionalizes multiagency approaches to policing. Banks (2017) notes how the
marketization of cybersecurity discourse in neoliberal societies can create a preventive
logic that scares consumers into paying for cybersecurity and peace of mind. Similarly,
Hall and Winlow (2005) comment on consumerist culture and how it sells insecurity.
This insecurity may manifest through anti-virus software, as mentioned above or even
through subscription-based services offered by financial institutions that take extra steps
to safeguard information. Hope (2006) posits that the threat of crime predicates private
security consumption and that citizens do not have the same resources to avoid the
danger. As mentioned above, Jewkes and Yar (2012) claim that corporations are more
reliant on private security than police in matters of online victimization; this has
implications for underreporting of online crime and also the narratives provided to

customers about a corporation's victimhood.

State Actors

A similar trend to the responsibilization of consumers in the messaging of private
actors occurs in the cybersecurity narratives provided by state actors. State actors’
messaging surrounding crime in the digital space often relies on the terrifying possibility
of invisible external threats. Primarily, there is a fatalistic narrative that typically
accompanies rhetoric around national security and malevolent hackers. For instance,
Powell, Stratton, and Cameron (2018) claim that governments conceptualize cybercrime

through a militaristic lens and portray to the public that cyber-attacks are, first and
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foremost, a threat to nation-states (p. 44). Kremer (2014) also echoes this, stating that
traditional militaries often see the threat as the other. This othering is mirrored in
cyberspace as the militarization of the digital world consists of clustering threats using
evocative language, such as hackers and terrorists and espousing narratives of danger to

the public (Holt and Bossler, 2014).

Ball and Snider (2013) (as cited in Lyon, 2014) claim that national security is a
business goal as much as a political one, which can justify intrusive surveillance from the
state. For example, Haggerty and Ericson (2000) relate contemporary security approaches
to Foucault’s carceral state (1975), claiming that privacy is increasingly a commodity to
be bargained for and negotiated. Further, Owen (2021) analyzes the implications of
cyberattacks from foreign entities on critical infrastructures such as water treatment
plants. Owen (2021) finds that the Department of Homeland Security may underreport
cyberattacks on critical infrastructure due to fear of reputational damage and further
victimization. Similar to Hall et al. (1978), who highlight the racially-based narratives
surrounding an increase in reported muggings, one might argue that the omnipresent
digital threats that characterize the onlife create a moral panic. Crepault (2017) similarly
uses the Canadian Safe Streets Act (SSA) to highlight how government narratives tried to
cause moral panic in backing their bill. The policymakers and government officials
utilized the emotional appeal of a moral panic to garner support for the controversial safe
streets and communities act. Some argued that the SSA legislated draconian penalties on

a race and class basis.

Hill and Marion (2016) dissect tactics used by governments to frame cybercrime

to the public, including vague links between terrorism and child pornography. In a

16



testament to the communication issues between branches of the public sphere, Hill and
Marion (2016) find that the effectiveness of creating insecurity surrounding risk begins
by linking a familiar or straightforward national security issue, such as terrorism, with an
enigmatic concept, such as cybercrime. The researchers also delineate how presidential
speech changes contextually, as the topic of cybercrime discourse changed throughout
different United States’ presidencies. For instance, George Bush Jr. drew a theoretical
connection between digital crime and children’s safety, whereas Barack Obama
emphasized the potential of hackers in terrorist acts. Levi (2009) also finds a strong
relationship between presidential talks and moral panic. Similar claims are echoed in the

public criminology literature.

Firstly, populist ideas espoused by the powerful institutions of society are often
perceived as accurate by the public (Rock, 2014). The inherent truth in these claims is
secondary to the influential capacity of populist ideals. As previously mentioned, Chancer
and McLaughlin (2007) highlight that state entities utilize a victim-centered shift in
politicizing crime control to support the privatization of security. Beck (1992) claims that
the public is insecure about the risk of invisible external threats (as cited in Hill and
Marion, 2016). The literature surrounding cybersecurity and the role of state actors seems
to convey that this emotionality can advance political agendas, a trend also witnessed in
the public criminology literature on punitivity and moral panic (for punitivity and moral
panic, see Chancer and McLaughlin, 2007; Currie 2007; Carrier, 2014; Bell, 2014; Piche,

2016; Lumsden and Goode, 2018).

Media
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As mentioned in the context of Habermas’ public sphere, the media plays a
crucial role in discourse production and knowledge dissemination regarding
cybersecurity. Public criminologists face several barriers when attempting to provide
insight in the media. For instance, Stanko (2007) claims that public criminologists may
be labelled biased when entering the public sphere. Similarly, Elliot Currie (2007)
attributes public criminology’s lack of effectiveness historically to the notion that
academics will lose their status as objective researchers upon participating in the public

discourse.

Chancer and McLaughlin (2007) state that public engagement with academic
knowledge is declining, so criminologists cannot influence policy. Further, Rock (2014)
claims that criminologists need to learn how to enter the public arena and disseminate
knowledge effectively through the media. These accounts misrepresent the reality of
effective knowledge dissemination in the punitive state of contemporary crime control. It
is difficult to ignore the seemingly unending list of obstacles that the contemporary public
criminologist must effectively navigate to influence a less punitive criminal justice
system. The state-funded media, which has been an environment of ‘trial and error' in
recent memory, best represents this claim (Barak, 2007). Currie (2007) finds that one of
the criticisms surrounding traditional public criminologists, specifically that they are no
more than simple popularizers of complex information, is unwarranted. Again, according
to Currie (2007), popularizing information is a complicated task. Accessibly
disseminating knowledge that has historically been the exclusive domain of academics
requires strategic insight and a keen understanding of the intricacies associated with

privately funded media outlets in the neoliberal market. As such, public criminologists
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often speak in an echo chamber while engaging with the public through the media. This
lack of targeted messaging can manifest in the perpetuation of ineffective messaging

surrounding digital crime.

One of the reasons for this 'failure’ of public criminologists in navigating the
media is the misappropriation of what Barak (2007) refers to as 'newsmaking
criminologists.” According to Barak (2007), soundbites often misrepresent newsmaking
criminologists in popular media forums. Small tidbits of information are usually provided
without the intended context and, more importantly, contribute to a sensationalized idea
of crime. According to Barak (2007), these soundbites are ineffective in changing policy
and actively work against a more academically informed criminal justice system. The
media can utilize claims legitimized by or directly provided by public criminologists to
other specific groups in society through the media, as seen in the aforementioned state
rhetoric. Wacquant (2009) notes how contradictory ideas in the media reinforce ignorant
discourse that is wholly disconnected from reality regarding the ‘others’ in society and
mirrors a self-fulfilling prophecy amongst ‘offenders.’ That is, messages surrounding
where the danger lies in society become internalized by the public and the 'others,'

leading to a cycle of misinformation regarding the true nature of threats.

Moreover, concerning newsmaking criminologists, Rowe (2013) states that the
neoliberal market's impact on popular media in 24-hour rolling news cycles has
significant consequences for the public criminologist. Specifically, this method of news
again promotes sensationalized ideas of crime while also neglecting the vital process of
reflection in consuming information. Ideas from academics provided through the rolling

news cycles are thus represented without context, sanitized, and portrayed in sensational
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soundbites that do not translate well into consistent and responsible messaging. Instead,
the public criminologist exposes individuals to sensational ideas of crime that can serve

ineffective narratives through the media.

In the digital society, social media has mitigated some of the antiquated aspects of
traditional news media (Powell, Stratton, and Cameron, 2018). Social media represents
the bridge from conventional media to the digital space. Powell, Stratton, and Cameron
(2018) note that the lack of hierarchical knowledge production that social media affords
can be useful for providing responsible narratives to the public and demarketing the
messaging the state offers by giving the public power in communicating ideas of crime.
Powell, Stratton, and Cameron’s (2018) optimism contrasts with scholars such as Dodge
(2016), who view social media as exacerbating important issues like racism and sexual
harassment. Lavorgna and Ugwudike (2021), in an analysis of abstracts, mention that
only one article highlighted the role of social media in cybercrime knowledge production.
In dissecting the narratives surrounding the datafication of the criminal justice system,
Lavorgna and Ugwudike (2021) highlight the increasingly algorithmic nature of crime
control. One wonders whether algorithms popular amongst social media services may
contribute to the ineffective discourse surrounding crime by portraying specific
narratives. Lyon (2014) also captures the importance of digital technology in matters of
crime by noting that social media is on the scene before first responders. Lyon’s findings
emphasize the ability of social media to shape and share narratives, a point also discussed

by Powell, Stratton, and Cameron (2018).

Milivojevic and McGovern (2014) find social media shifting a news-mediated

narrative of victim-blaming to a more responsible discourse about violence against
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women in the aftermath of an Australian woman’s murder. Milivojevic and McGovern
testify to the ability of public scholarship and digital crime to intersect effectively.
Combining this concept with the democratic possibilities of social media noted by
Powell, Stratton, and Cameron (2018) demonstrates that open-source intelligence and the
democratizing potential of the internet can generate an effective and responsible
discourse surrounding cybercrime. Milivojevic and McGovern (2014) also prove that
social media can mitigate some of the negative implications of the traditional news media
mentioned earlier and even the playing field with respect to generating practical

messaging and aiding knowledge production vis-a-vis public criminology.

Police

As the primary institution of crime control, the police serve an essential role in
facilitating discourse surrounding threats to the public. As such, in the traditional sense of
the discipline, public criminologists are expected to navigate the public sphere and
provide informed knowledge through partnering with the criminal justice system in hopes
of “getting it right” (Petersilia, 2008, p. 336). Unfortunately, despite a long history of
collaboration (Rock, 2014), the police-academic relationship is often strained, and public
criminologists are deemed to not contribute much to the discourse surrounding crime and
harm (Chancer and McLaughlin, 2007). In a familiar sentiment, a former academic
criminologist who transitioned into the public sector notes that “scientific knowledge
does not drive crime policy and probably never will” (Petersilia, 2008, p. 353). Further,
Stanko (2007) finds that the traditional methods of policing are so entrenched and
resistant to change that theory-based evidence, typically provided by criminologists, is

devalued. This claim speaks to the lack of cohesion between academia and the public
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sector; perhaps a more open forum for the democratic production of knowledge

surrounding digital crime can aid in generating a more productive discourse.

Cross, Holt, Powell, and Wilson (2021) mention in an analysis of victim
experiences that police are the primary point of contact, and civilians are dissatisfied with
this. As attributed to the “CSI effect,” the authors mention that victims feel that the police
should jump into action and are disappointed when their experiences are ultimately
translated into consumer education rather than apprehending criminals. Some of the
discrepancies between police and community expectations mentioned in this article
involve cross-jurisdictional issues and inadequate knowledge of technology to effectively
address these communication issues between the police and the public. This disconnect
results in police advocating for civilians to use protective measures. As highlighted by
Reynolds (2022) and Johnson and Wetmore (2021), the certainty of cybervictimization is
one of the main reasons for protective measures. De Paoli et al. (2021) provide one of the
few studies to analyze police perceptions of cybercrime through interviews. The
researchers interview police cybercrime specialists about their experiences policing
cybercrime. The findings generated by De Paoli et al. (2021) largely echo the extant
literature. Namely, the police report issues with taxonomies that manifest through
different branches within the same police force, essentially dedicating resources to the
same phenomenon with a different title. For instance, an “IT crime” division and a “high-
tech crime” division. Further, issues of underreporting instances of online victimization
plague police forces across the globe, according to the participants. Though De Paoli et

al. (2021) provide a useful, in-depth examination of one branch of the public sphere
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surrounding digital crime, my study aims to survey different sectors to create a more

comprehensive picture of cybercrime and public engagement.

One of the benefits of the previously mentioned merging entailed in the
technosocial is the democratizing effects of networked technologies on social control.
Formal methods of social control relevant to digital crime policing include the use of law
enforcement agencies, such as the FBI or Interpol, to investigate and prosecute
cybercriminals from a transnational perspective (UNODC, 2013). In recent years, there
has also been an increase in the use of technological solutions, such as firewalls and
encryption, to prevent cyberattacks and protect against data breaches (UNODC, 2013).
However, as some scholars have noted, there are significant challenges associated with
formal social control in cybercrime. Jurisdictional issues, for example, can make it
difficult to investigate and prosecute cybercriminals who operate across multiple

geographical areas (Cross, Holt, Powell, and Wilson, 2021).

Informally, social control through networked technologies manifests as a more
flexible response to the ever-changing nature of digital threats. Importantly, mediums
such as open-source and community-driven technologies may allow for a more proactive
approach to digital safety. Technologies and institutions such as the Open Web
Application Security Project (OWASP) and the Electronic Frontier Foundation (EFF)
promote a collaborative orientation to social control similar to the democratic capabilities

of internet in digital advocacy detailed by Powell, Stratton, and Cameron (2018).

OWASP is a community-driven project that aims to improve software security by
providing free and open-source tools and resources to developers (Kellezi, Boegelund,

and Meng, 2021). OWASP has listed the ten most critical web application safety risks as
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one of their many contributions to the collaborative approach to networked technology
navigation. These include but are not limited to, using components with known
vulnerabilities, security misconfigurations, and sensitive data exposure. Providing these
risks in an open-source forum allows software developers to map vulnerabilities without
necessarily needing to search for recorded data (that may be confidential) on breaches

and other cyber incidents.

Similarly, the EFF is a non-profit digital rights group primarily concerned with
online privacy founded in 1990 (EFF, n.d.). The EFF has also undertaken an essential
initiative in hopes of spreading awareness and protecting consumers in the digital space.
In 2014, the EFF launched the Secure Messaging Scorecard, which attempts to provide
users with the tools to assess the safety of utilizing a particular end-to-end encrypted
messaging system (Musiani and Ermoshina, 2017). Further, the discourse surrounding the
Secure Messaging Scorecard, aided by the ensuing Edward Snowden leaks, is a
microcosm of many of the prominent debates in cybercrime literature, such as ease of use
versus integrity (Toma, Décary-Hétu, and Dupont, 2023) and privacy versus security
(Lavorgna and Ugwudike, 2021). While formal social control can provide a strong
deterrent against cybercrime, informal social control approaches can be more flexible and
responsive to changing threats and community needs. Community-driven projects and
open-source software, such as OWASP and the EFF, are examples of informal mediums

that may serve as viable alternatives to formal approaches in some contexts.

Returning to the formal methods of social control regarding networked
technologies, a reciprocal nature seems to constitute this disconnect between citizens and

police. Powell, Stratton, and Cameron (2018) mention that police can use citizen
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information posted on social media as evidence. Though, this may also have adverse
effects (Powell, Stratton, and Cameron, 2018). Namely, an overeager public force can
contribute to potentially dangerous instances of vigilantism and false accusations.
Further, Powell, Stratton, and Cameron (2018) highlight how citizens participate directly
in matters of criminal justice, especially investigation through social media, which, as
mentioned previously, can lead to internet sleuthing, vigilantism, and armchair detective
work that has proved dangerous. | argue that we should instead embrace the piecemeal
roles of a collection of actors in the navigation of digital space with regard to public

criminology and participatory politics.

Public

Finally, the public’s role in shaping the narrative is controversial. Powell,
Stratton, and Cameron (2018) do an excellent job of highlighting the agency of the public
in interacting with and shaping discourse surrounding online crime, which was mentioned
above. The agency underscored by Powell, Stratton, and Cameron contrasts previous
views of individuals as passive consumers in the public sphere (Johnson and Wetmore,
2021). Reiner (1988) recalls the post-WWII welfare state as a particularly potent space
for academics informing policy effectively. Perhaps the relative social cohesion after the
atrocities of a World War contributed to a socially conscious outlook amongst scholars
and the public conducive to considering diverse perspectives in matters of crime. Further,
Amanda Nelund (2014) claims that feminist scholars also have a rich history of informing
policy, specifically regarding violence against women and mobilizing around social
issues. Currie (2007) says more collaborative arenas are needed for scholars and the

public. I believe that social media is aiding this already.
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As mentioned above, Cross, Holt, Powell, and Wilson (2021) outline the
experiences of victims of online identity theft and their perceptions of cybercrime. The
researchers find that an individual’s level of awareness correlates with their perceived
risk of victimization. This finding supports the claim that education is key to bridging the
gap between branches of the public sphere regarding cybercrime messaging (Birthriya
and Jain, 2022; Wall, 2008; Yar, 2013). Further, Wall (2008) claims that the public is
severely impacted by the threats portrayed in news media and are more aware of these
depictions than other sources of information. Perhaps encouraging public participation in
the discourse surrounding major events will change the perception of civilians from
passive consumers to active participants (Castells, 2008; Powell, Stratton, and Cameron,

2018).

The most apparent critique of the literature is the lack of interviews with the
discourse participants introduced above (see Cross, 2021; De Paoli et al., 2021; Zhang,
2018, for examples of interviews with certain cybersecurity stakeholders). Many of the
existing studies based on interview data pertaining to cybercrime do so in the context of
victimization. A plethora of studies exist detailing victim experiences (see Cross, 2018;
Millman, Winder, and Griffiths, 2017; Reynolds, 2022), but very few, if any, analyze the
discourse generated by the thought leaders that are the focus of this paper. The second
critique is the lack of an intersection between public criminology and digital criminology.
Critics of public criminology argue that a 'better politics of crime' is needed to nurture a
truly public criminology. Loader and Sparks (2014) note that this manifests through
democratic legitimacy as opposed to Gramscian hegemony. According to Loader and

Sparks (2011), a better politics of crime is nurtured through the humility of the public
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criminologist in their navigation of the politicized environment that characterizes crime
control. Specifically, the public criminologist must be tolerant of the 'messy’ business of
politics and accept that “there is no alternative to a sober engagement with the realities of
contemporary politics” (Swift and White, 2008, as cited in Loader and Sparks, 2011, p.
121). Democratic legitimacy in Loader and Sparks' conception is reminiscent of measures
of due process and accountability employed to counter abuses of power in contemporary
society. Perhaps there is room for the open-source intelligence generated through social

media to contribute to a more democratic discourse.

Powell, Stratton, and Cameron (2018) hint at the possibility of a participatory
approach to knowledge generation af